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1. Project Goals

The goals of this project were the development of performance measures suitable for
use in real-time embedded systems. In particular, we set out to develop a network measure
to guide the designer in choosing an appropriate network topology. This measure was
meant to combine graph-theoretic concepts in evaluating the underlying reliability of the
network, and other means to evaluate the ability of the network to support interprocessor
traffic.

The second measure, called the computer measure, is meant to evaluate the computer
system, in terms that are of importance for real-time applications. It measures the prob-
ability of the system being able to deliver, in a timely fashion, a certain amount of critical
workload over a given period of operation.

It is possible to integrate both computer and network measures together to form an
integrated measure of the combined processor and network ability to function appropri-

ately.
2. Project Accomplishments

Our results over this project are summarized below. We intend this write-up to be
a brief overview, suitable for quick reading. Fuller details of our work can be found
in the papers that are included as an appendix to this report, and in our web page:
http://www.ecs.umass.edu/ece/realtime.

2.1 Measures

The computer measure that we discovered to be the most useful was the surge-handling
ability of processors. Surges can be caused by two types of events: internal and external.
Internally, surges can be created as a result of processor failure. When this happens, the
critical workload assigned to that processor needs to be distributed among the functioning
processors in the system, and arrives as a surge to them. Externally, surges are caused
by some unplanned event in the environment, which causes some tasks to be invoked in
response.

The key measures of surge-handling ability are:
1. s(w), the deadline by which a processor is able to process a surge of quantum w
while still meeting all the deadlines of its own preassigned workload.

2. t(w), the time by which the impact on the processor’s schedule of a surge of quantum
w decays to zero. Beyond this point, the schedule will be exactly as if the surge had
never happened.

We have studied the impact of preemption cost on the surge-handling measure for both
the most popular real-time scheduling algorithms: Rate Monotonic and Earliest Deadline
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First [9]. We also developed a sentimental scheduling algorithm which is useful in lowering
preemption costs. This algorithm prevents a higher-priority task from preempting a lower-
priority task when the latter is within a short time of finishing (if this can be done without
any deadlines being missed). This tends to reduce the number of preemptions, which has
an impact on the overhead as well as on the amount of energy consumed.

Several network measures were studied. Among the most useful were the following.

1. Diameter stability. This measure evaluates the expected diameter of a topology,
given the probability of failure of the nodes and/or the links. The more stable the
diameter, the more impervious the communication costs can be expected to be to
component failure.

2. Average distance between node pairs. This measures how badly a given node and
link failure probability affects the distance between node pairs. It is a measure of
how interprocessor communication costs can be expected to rise as a function of
component failure.

3. Largest component size upon disconnection. When enough nodes or links fail that
the topology is no longer a connected graph, we are left with a number of dis-
connected sub-systems. Clearly, it is more convenient for a system, following such
disconnection, to have one large (connected) component and several very small ones
than to have a large number of very small components. This measure evaluates the
expected size of the largest connected component of the network topology, given the
probability of node and link failures.

We evaluated, by experiment, the above measures in a variety of network topologies,
such as the mesh, toroidal mesh, Mobius graph, chordal ring, and hypercube. Correlated
failures were also modeled and the reliability of network topologies in the face of correlated
failures were obtained [10).

2.2 Simulator

We built a simulator testbed called TRIDENT to evaluate the network and surge mea-
sures. This testbed has a user-friendly Graphical User Interface (GUI) which allows the
user to draw the system topology and enter relevant parameters (such as the node and
link failure probabilities, recovery time from failure, interprocessor communication load-
s, task-to-processor allocation scheme, surge-to-processor allocation rules, etc.). It then
computes the network and computer measures.

We have also continued work on the RAPIDS simulator, which is meant to evaluate the
deadline-meeting performance of real-time workloads under a variety of failure-recovery
strategies. RAPIDS has been enhanced to provide the capability of execution-driven sim-
ulation [8, 4, 1]. We have also studied the use of importance sampling to speed up the
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simulation of rare events. Importance sampling has been studied for some time by the
performance-evaluation community, but is generally regarded as a temperamental ap-
proach to accelerate rare-event simulations: sometimes, it gives quite inaccurate results.
We have demonstrated, by using case studies, ranges of reliability values for which im-
portance sampling provides high accuracy while greatly reducing simulation time. This
study provides useful guidance to those seeking to use this scheme [2].

2.3 Application-Level Fault-Tolerance (ALFT)

Application-level fault tolerance (ALFT) is a mechanism by which to reduce the size
of the surge that results when a processor suffers transient failure. The idea is to use
semantic information from the application to selectively execute only the most important
portion, providing somewhat degraded but still acceptable output.

Our work has shown that application-level information can be exploited to greatly
reduce the amount of redundancy required to deal with transient failures, which are by
far the most common type of failure. For example, in a radar target-tracking application,
our approach, required only 15% redundancy to provide complete fault-tolerance against
transient faults. Another use of ALFT is in providing a temporary patch in the event
of a permanent processor failure, allowing the system more time to execute a recovery
algorithm.

ALFT is orthogonal to other approaches to fault-tolerance, so that it can be used
either by itself or in combination with them. For example, a designer might use ALFT
to guard against transients, and make a small amount of hardware redundancy available,
in the form of line-replaceable spares, to deal with permanent failures.

In our work we have established that ALFT has considerable potential to provide
relatively inexpensive and effective fault-tolerance. Our results with several data-parallel
applications are very promising, achieving in some cases 100% fault tolerance at a cost of
30% or less redundancy (7, 3].

2.4 Synthesis of Interconnection Networks

Our work on developing suitable measures to evaluate interconnection networks led
to considering techniques by which to synthesize interconnection networks having de-
sired properties. We implemented a new procedure for automatically synthesizing such
networks, which has been surprisingly effective. The technique consists of randomly gen-
erating graphs of the desired size and degree (i.e., number of links per node) and then
passing them through a set of threshold filters. Each filter removes graphs which fall
below a certain threshold with respect to a network measure specified by the user. For
example, the user may specify diameter stability, embeddability, scalability, etc. We have
shown that such networks are superior to most of the popular networks in use today (e.g.,
hypercube, mesh, and chordal ring) [5, 6].
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3. Technology Transfer

Much of the technology developed in this project is being transferred to the Jet Propul-
sion Laboratory (JPL). Indeed, JPL has awarded us contracts to modify the RAPIDS
testbed to the needs of their REE program, and to evaluate the usefulness of ALFT in
their space applications.

4. Educational Contributions

Several graduate students gained exposure to distributed embedded systems as a result
of working on this project. T'wo students completed their MS degrees, with two PhD and
one MS student still in process. The graduated students are now working in Lucent Bell
Laboratories and Lincoln Laboratory, respectively.

Enclosures

The following are attached as appendices to this report.

1. Papers connected with this research.

2. Master’s theses of students supported by this project: Joshua Haines and Gopinath
Durairaj. ,
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Appendix 1 i
ppendix Measuring the Vulnerability of Interconnection

Networks in Embedded Systems

V. Lakamraju, Z. Koren, 1. Koren, and C. M. Krishna

Department of Electrical and Computer Engineering
University of Massachusetts, Amherst, MA 01003

Abstract. Studies of the fault-tolerance of graphs have tended to largely concentrate
on classical graph connectivity. This measure is very basic, and conveys very little in-
formation for designers to use in selecting a suitable topology for the interconnection
network in embedded systems. In this paper, we study the vulnerability of interconnec-
tion networks to the failure of individual links, using a set of four measures which, taken
together, provide a much fuller characterization of the network. Moreover, while tradi-
tional studies typically limit themselves to uncorrelated link failures, our model deals
with both uncorrelated and correlated failure modes. This is of practical significance,
since quite often, failures in networks are correlated due to physical considerations.

1 Introduction

The interconnection network is an integral part of most embedded systems. It has
often as considerable an impact on the system’s performance as the nodes themselves.
The choice of an appropriate interconnection network is therefore key to determining
the performance of the embedded system. Performance measures for interconnection
networks are essential to guide the designer in choosing an appropriate topology. In
large systems - especially those which must operate for long durations without any
possibility of repair - the probability is significant that one or more nodes and/or links
are down at any time and this can affect the performance of the system considerably.
Studies of the fault-tolerance of networks have tended to largely concentrate on measures
such as classical node (link) connectivity. They measure the extent to which the network
can withstand the failure of individual links and nodes while still remaining functional.
Such measures are very basic and limited in what they can express of reliability (see [4]
for a survey of measures of network vulnerability). They are worst-case measures and
convey very little information for designers to use in selecting a suitable topology for
the interconnection network in embedded systems.

In this paper we study the vulnerability of an interconnection network to the failure
of individual links, using a set of four measures which, taken together, provide a much
fuller characterization of the network. Moreover, while traditional studies typically limit
themselves to independent link failures, our studies deal with correlated failure modes,
as well.

We start in Section 2 by defining four measures of network vulnerability. We follow this
in Section 3 with some numerical results. A brief discussion in Section 4 concludes the
paper. : )
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2 The Performance Measures

The four performance metrics used to assess network vulnerability can be grouped into
two pairs. The first pair assesses the tendency of the topology under study to become
disconnected due to link failures. The two measures under this category are:

— 1. The probability that the network becomes disconnected, 4.

— 2. The size of the biggest connected component, Xmaz-
The probability that the network becomes disconnected gives us guidance as to the
chance that all the processors remain usable (assuming the processors themselves do
not fail) by being reachable from every other processor. If the network does get discon-
nected, we are interested in what happens to the splinters that are left. In particular, we
are concerned with whether the graph breaks up into a large number of small compo-
nents, or whether there is one large component which contains most of the nodes. The
latter is obviously preferable. All other things being equal, therefore, we would prefer
a network which would disconnect in such a way that the biggest component left after
disconnection contains a large fraction of the nodes.
The second pair of measures focuses on node-pair distances. They are:

— 3. The diameter of the network, 4.

~ 4. The average distance between node pairs, D.
Node pair distances play a role in determining the time it takes for messages to be
sent from one node to another. A graph whose diameter is relatively stable is obviously
superior to another whose diameter exhibits rapid variations upon link failure.
The notion of diameter stability is not new: the previously-defined measure of edge
persistence [3] is the minimum number of edges that must be removed to increase the
graph diameter. Persistence, however, being a worst-case measure, conveys much less
information about graph vulnerability than does the diameter, as a function of the
component failure probability.
Inter-node distances play a large role in determining the communication delays between
nodes. Algorithms that assign tasks to nodes (processors) have to account for inter-node
communication delays when dealing with tasks which communicate with one another.
The smaller the delays between the nodes, the greater are the options available to the
task assignment algorithm. This is especially true when the original task assignment
(on a computer without any failures) is sought to be done in such a way that any task
reassignment required upon failure is reduced. For hard real-time systems, it becomes
important that the system state on the failed node be transferred to another node with
very little delay. This parameter gives a good estimate of the amount of delay that would
be involved in the movement of data that would be required to re-establish the state.
A close estimation of such delays can help in the efficient calculation of fault-recovery
policies[2]. It also gives an indication of how closely the nodes are connected to each
other and this can help in the scheduling of tasks.

3 Simulation Models and Results

We consider two link failure models: uniform and clustered. In the uniform model, link
failures follow an IID (independent and identically distributed) stochastic process. Each
link fails with probability p;, and link failures are independent of one another. In the
clustered model, a probability of either p— § or p+ 4 (for some given p, 6) is randomly
selected for each node. Each link incident on a node fails with the failure probability
drawn for that node. This failure mechanism results in adjacent links being correlated
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with regard to faults, and consequently, in bigger clusters of faulty links and of fault-free
links than those generated by the IID link failures. & is the clustering parameter. The
greater the value of §, the more clustered the failing links will be. Note that since the
failure probability is applied twice to the same link, the actual probability of a random
link failure in the correlated model is p; = 1 — (1 — p)°.

Three different classes of topologies have been used for the simulation runs, namely,
the mesh, the hypercube and the generalization of a chordal ring proposed by Arden
and Lee(1]. This is a chordal ring in which extra links are added (apart from the 2 links
connected to each of its neighbors) among the nodes in some regular fashion. The exact
placement of these extra links has an impact on both the traditional measures as well
as the ones proposed here.

All the simulation runs were on networks of 64 nodes. Some of the networks had degree
4 and the rest degree 6. A simple rectangular mesh as well as its counterpart, the
mesh torus (a mesh with an end-around connection) and both 2-D and 3-D meshes
were tested. Simulation runs were performed to measure the effect of the link failure
probability, ps, as well as the the effect of the clustering parameter, 6, on the different
performance measures, for the mentioned graph families. A number of interesting results
can be concluded from the plots.

Figures 1, 2, 3 and 4 depict the dependence on the link failure probability p s (in the IID
link failure model) of the probability of network disconnection 7y, the maximum com-
ponent size Xmaz, the diameter A, and the average node-pair distance D, respectively,
for the different topologies.

The conclusions we can derive from these figures are as follows. Though the rectangular
mesh is the topology of choice when scalability is concerned, it is certainly not the best
topology when considering resistance to link failures. The probability that the network
becomes disconnected increases rapidly as the probability of link failure increases. The
other topologies in its class do better in all the other parameters as well. Similarly,
among the degree-6 networks, the 3-D mesh performs very badly compared to the other
topologies in its class.

The chordal ring of degree 4 has better diameter stability compared to the mesh torus.
One word of caution though: The diameter of the chordal ring depends on the placement
of the extra links (i.e. not those connected to immediate neighbors). For the simulations,
an extensive search was performed to find a placement of links which would result in
the minimum diameter.

The chordal ring of degree 6 performs only marginally better than the hypercube and
the 3-D mesh torus in the diameter and average distance measures.

Figures 5 and 6 show the dependence of the probability of network disconnection, mq,
and that of the maximum component size, xmaz, respectively, on the fault clustering
parameter, J, for several graph topologies. The incidence of disconnected graphs in-
creases with the failure clustering (even though the link failure probability remains the
same). Again, the meshes without the end-around connection perform badly compared
to the other networks. Each family of graphs has a distinctive sensitivity to the level of
failure clustering.

The size of the largest connected component decreases as the degree of clustering in-
creases. Also, the maximum component size is dependent on the clustering of links in
the topology. This is illustrated in Figure 6 with the two types of the chordal ring.
The good placement refers to an optimal placement of the links whereas bad placement
refers to a sub-optimal placement. The dependence of the extra link placement on the
component size becomes negligible as the degree of the network increases.

Our experiments also showed that the two other measures, namely, the diameter and the
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average node-pair distance (in graphs that remain connected) are not very sensitive to
the failure clustering, with the diameter being slightly more sensitive than the average
distance. This result holds across graph families.

4 Discussion

In this paper, we have studied the vulnerability of various topologies to link failure.
These results — and others like them — can be used by designers in choosing the appro-
priate topology. We have confined ourselves to a set of symmetric networks: we plan to
extend our studies to irregular topologies.

There is also room for modeling correlated failures in other ways. One of them would
be to use a “wave-propagation” model, in which the effect of the correlated failure at a
node ripples through the network so that all the links which are at the same distance
from the failed node has the same probability of failure and this probability decreases
as the distance increases. It would also be interesting to look at the combined effect of
both node and link failures.
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e A technique such as this is applicable in a wide variety of distributed real-time
applications particularly those exhibiting data parallelism. Examples of these
include target tracking applications and compilation of data for automated
navigation.

o The extent to which the secondary part mimics the primary depends on the
contribution of application-level fault tolerance required to achieve the re-
quired amount of reliability.

o Incorporating both the primary and secondary parts within each task of an
application, rather than running two, independent copies of the application,
allows for many more options for fault tolerance, while simultaneously reducing
the amount of system resources required to achieve a given level of reliability.

An existing real-time system simulator, the RAPIDS simulator provides the re-
searcher with a test bed, with which to develop and test a wide variety of system-level
fault tolerance techniques. Incorporated with this system simulator is a benchmark
application. Thus the system designer is able to experiment with both system and
application-level fault detection and fault recovery techniques. The application con-
sidered is the Honeywell Real-Time Multi-Hypothesis Tracking (RTHT) Benchmark,
and is a general purpose, parallel, target tracking benchmark. With these tools, it
is shown that the techniques discussed yield a considerable improvement over the
benchmark as it was originally written. This improvement is measured by com-
paring the total percentage of targets which are tracked as well as with a broader
measure involving the total of the likelihoods of all hypotheses in the system, for
both the original and the fault tolerant versions. Data has been collected from runs
of the benchmark both in conjunction with the simulator and in a stand-alone form.
The full paper will contain plots that reflect the dependency of:

o The redundancy and the amount of fault tolerance

o The system resource requirements and the redundancy
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Abstract. As multiprocessor systems become more complex, their reliability will need to
increase as well. In this paper we propose a novel technique which is applicable to a wide variety
of distributed real-time systems, especially those exhibiting data parallelism. System-level fault
tolerance involves reliability techniques incorporated within the system hardware and software
whereas application-level fault tolerance involves reliability techniques incorporated within the
application software. We assert that, for high reliability, a combination of system-level fault
tolerance and application-level fault tolerance works best. In many systems, application-level
fault tolerance can be used to bridge the gap when system-level fault tolerance alone does not
provide the required reliability. We exemplify this with the RTHT target tracking benchmark and
the ABF beamforming benchmark.

Keywords: distributed real-time systems, fault tolerance, checkpointing, imprecise computation,
target tracking, beam forming.

1. Introduction

In a large distributed real-time system, there is a high likelihood that at any given
time, some part of the system will exhibit faulty behavior. The ability to tolerate
this behavior must be an integral part of a real-time system. Associated with every
real-time application task is a deadline by which all calculations must be completed.
In order to ensure that deadlines are met, even in the presence of failures, fault
tolerance must be employed. In this paper we consider fault tolerance at two
separate levels, system-level and application-level.

System-Level Fault Tolerance encompasses redundancy and recovery actions within
the system hardware and software. While system hardware includes the computing
elements and I/0 (network) sub-system, the system software includes the operating
system and components such as the scheduling and allocation algorithms, check-
pointing, fault detection and recovery algorithms. For example, in the event of a
failed processing unit, the component of the system responsible for fault tolerance
would take care of rescheduling the task(s) which had been executing on the faulty
node, and restarting them on a good node from the previous checkpoint.

Application-Level Fault Tolerance encompasses redundancy and recovery actions
within the application software. Here various tasks of the application may com-
municate in order to learn of faults and then provide recovery services, making use
of some data-redundancy. In certain situations, we find that fault tolerance at the
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Paper Abstract

Multiprocessor systems are in real need of fault tolerance features if dependable
service is to be expected. As these systems become more complex, reliability will
need to increase as well. System-level fault tolerance alone does not always suffice
to give the required amount of reliability in distributed real-time systems. In this
paper, we assert that for high reliability and accuracy of results, a combination
of system-level fault tolerance and application-level fault tolerance works best. In
most systems, fault tolerance is achieved through the process of fault detection
and location, fault containment and fault recovery. The process of fault recovery
can take a relatively long time when done totally at the system-level which might
not be acceptable in real-time systems. In order to ensure that deadlines are met,
application-level fault tolerance can be employed in many real-time applications.

Some important points which we stress regarding the integration of application
and system-level fault tolerance:

® A combination of system-level fault tolerance and application-level fault tol-
erance can yield much higher reliability, than either one alone.

® A general, system-level fault tolerance method may involve actions such as the
moving of checkpoints, reconfiguration and restarting of tasks on non-faulty
nodes. These actions may take a non-negligible amount of time to complete,
from the point of view of the application. We believe that application-level
fault tolerance provides a method by which the application can fill the gap
between when a fault occurs and when the system-level recovery is complete,
in order to best meet its deadlines. This can substantially decrease the overall
fault recovery time, thereby decreasing overall system vulnerability. Decreas-
ing the stress on the speed of a system-level recovery technique might also allow
the system more recovery options to choose from for a given circumstance.

o In the technique which we discuss, application-level redundancy takes the form
of a primary part and a lower priority secondary part within each application
task. The primary part is responsible for the computation that is required
of it as part of the original application and the secondary part provides the
necessary fault tolerance by running part of its neighbor’s primary work. This
allows tasks to make better use of processor time and system resources which
might have gone unused, due to the periodic nature of real-time task sets.
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application-level can greatly augment the overall fault-tolerance of the system. For
example, if a task’s checkpoint is very large, application-level fault tolerance can
help mask a fault while the system is moving the large checkpoint and restarting
the task on another node.

N-Modular Redundancy is a well-known fault tolerance technique. A number of
identical copies of the software are run on separate machines, the output from all of
them is compared, and the majority decision is used [1]. This technique however,
involves a large amount of redundancy and is thus costly.

The recovery block approach combines elements of checkpointing and backup
alternatives to provide recovery from hard failures [2]. All tasks are replicated but
only a single copy of each task is active at any time. If a computer hosting an
active copy of a task fails, the backup is executed. The task may be completely
restarted (which increases the chances of a deadline miss) or else executed from
its most recent checkpoint [4]. The later option requires that the active copy of
the task periodically copy (checkpoint) its state to its backups. This can entail a
large amount of overhead, especially when the state information to be transferred
is large. Such is the case with the applications that we are dealing with.

Another common technique is the use of less precise (i.e., approximate) results
[3], obtained by operating on a much smaller data set, using the same algorithm. A
data set can be chosen such that a sufficiently accurate result can be obtained with a
greatly reduced execution time. A smaller data set is chosen either by prioritizing
the data set or by reducing the granularity. Examples of such applications are
target tracking and image processing, where it is better to have less precise results
on time, rather than precise results too late or not at all. Qur recovery technique
caters to applications that exhibit data- parallelism, involves a large data set and
can make do with a less precise result for a short period of time.

QOur approach makes use of facets of the recovery block technique and employs
reduced precision state information and results in order to tolerate faults. We
employ a certain degree of redundancy within each of the parallel processes. The
application as a whole is able to make use of that redundancy in the event of a
fault to ensure that the required level of reliability is achieved. We consider only
failures that render a process’ results erroneous or inaccessible. In the case of such
a fault, the redundant element’s less precise results are used instead of those from
the failed process. In this way, our technique can provide a high degree of reliability
with only a small computational overhead in certain applications.

Section 2 introduces the RTHT and ABF benchmarks that will be used to demon-
strate our technique. In Section 3 we describe in detail our application-level fault
tolerance technique. Section 4 analyzes the effectiveness of this technique when used
in conjunction with each of the benchmarks, and Section 5 concludes the paper.

2. The Benchmarks

Each of the benchmarks has the form shown in Figure 1. There are multiple, parallel
application processes, which are fed with input data from a source - in this case, a
source process which simulates a radar system or an array of sonar sensors. When
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the parallel computations are complete, the results are output to a sink process,
simulating system display or actuators. Qur technique is concerned with the ability
to withstand faults at the parallel processes.

Process 1

Process 2

Process 3

Process 4

Source generates Application processes perform Sink collects the
input data consisting computations in order results.

of real points and to track the targets, or form beams.
random noise.

Figure 1. Software architecture of both the RTHT and ABF benchmarks.

2.1. The RTHT Target Tracking Benchmark

The Honeywell Real-Time Multi-Hypothesis Tracking (RTHT) Benchmark [6, 7],
is a general-purpose, parallel, target-tracking benchmark. The purpose of this
benchmark is to track a number of objects moving about in a two-dimensional
coordinate plane, using data from a radar system. The data is. noisy, consisting of
false targets and clutter, along with the real targets. The original, non-fault-tolerant
application consists of two or more processes running in parallel, each working on
a distinct subset of the data from the radar. Periodically, frames of data arrive
from the radar, or source process in this case, and are split among the processes for
computation of hypotheses. Each possible track has an associated hypothesis which
includes a figure of likelihood, representing how likely it is to be a real track. A
history of the data points and a covariance matrix are used in generating up-to-date
likelihood values.

For every frame of radar data, each parallel process performs the following steps:
1) Creation of new hypotheses for each new data point it receives, 2) Extension of
existing hypotheses, making use of the new radar data and the existing covariance
matrix, 3) Participation in system-wide compilation or ranking of hypotheses, led
by a Root application process, and 4) Merging of its own list of hypotheses with
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the system-wide list that resulted from the compilation step. The deadline of one
frame’s calculations is the arrival of the next frame.

By evaluating the performance of the original, non-fault-tolerant, benchmark
when run in conjunction with our RAPIDS real-time system simulator [9], it be-
came apparent that despite the inherent system-level fault tolerance in the simu-
lated system, the benchmark still saw a drastic degradation of tracking accuracy as
the result of even a single faulty node. Even if the benchmark task was successfully
reassigned to a good node after the fault, the chances that it had already missed
a deadline were high. This was in part due to the overheads associated both with
moving the large process checkpoint over the network and with restarting such a
large process. Once the process had missed the deadline, it was unable to take part
in the compilation phase and had to start all over again and begin building its hy-
potheses anew. This took time, and caused a temporary loss of tracking reliability
of up to five frames. Although better than a non-fault-tolerant system, in which
that process would simply have been lost, it was still not as reliable as desired.

We decided to address two points, in order to improve the performance of the
benchmark in the presence of faults: 1) The overhead involved with moving such a
large checkpoint and 2) A source of hypotheses for the process to start with after
restart.

Our measure of reliability is the number of real targets successfully tracked by
the application (within a sufficient degree of accuracy) as a fraction of the exact
number of real targets that should have been tracked. To simplify this calculation,
the number of targets is kept constant and no targets enter or leave the system
during the simulation.

2.2. The ABF Beam Forming Benchmark

The Adaptive Beam Forming (ABF) Benchmark (8] is a simulation of the real-time
process by which a submarine sonar system interprets the periodic data received
from a linear array of sensors. In particular, the goal is to distinguish signals from
noise and to precisely identify the direction from which a signal is arriving, across
a specified range of frequencies. In this implementation, the application receives
periodic samples of data as if from the linear sensor array. The data is generated
so that it contains four reference beams, or signals, arriving from distinct locations
in a 180-degree field of view, along with random noise.

The application itself consists of several application processes, each attempting to
locate beams at a distinct subset of the specified frequency range. Frames of data
for each frequency are “scattered” periodically from the source process. Output,
in the form of one beam pattern per frequency, is “gathered” by the sink process.
Figure 2 depicts a typical beam pattern output, shown here at frame 18, frequency
250Hz, with reference beams at -20, -60, 20 and 60 degrees.

Each application process performs calculations according to the following loop of
pseudo-code, for each frame of input. '

for_each ( frequency ) {

17




Downloaded from https://www.everyspec.com

Update dynamic weights.

for_each ( direction of arrival) {
Search for signal, blocking out interference
from other directions and frequencies.

}

Magnitude (db)

_35 1 1 (1 1 1 L 1 L 1
-100 -80 -60 -40 20 0 20 40 60 80 100
Direction of Arrival (Angle) - degrees

Figure 2. Typical beam pattern output.

For each frequency, the process first updates a set of weights that are dynamically
modified from frame to frame. Applying these weights to the input samples has the
effect of forming a beam which emphasizes the sound arriving from each direction.
The process searches in each possible direction (-90 to 90 degrees) for incoming
signals. The granularity of this direction is directly related to the number of sensors.

In addition, at the start of a run, there is an initialization period in which the
weights are set to some initial values, and then 15 to 20 frames are necessary to
“learn” precisely where the beams are.

It is evident that this sort of application faces reliability problems similar to
those of the RTHT benchmark. If a processing element fails, all output for those
frequencies is lost during the down time, and when the lost task is finally replaced
by the system, it has to go through a startup period all over again. Here, too,
the data sets of these processes are very large, creating a considerable overhead if
checkpointing is employed. To avoid the delay associated with this overhead, be
able to maintain full output during the fault, and provide quick restart after the
fault, application-level fault tolerance must be employed.
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We evaluate the quality of the ABF output with two tests applied to the resultant
beam pattern. In the Placement Test we check whether the direction of arrival of
the beam has been detected within a certain tolerance. In the Width Test the aim
is to determine how accurately the beam has been detected by measuring the width
of the beam, in degrees, at 3db down from the peak. A beam that passes both tests
is considered to be correctly detected.

3. Implementation of Application-Level Fault Tolerance

Our technique uses redundancy in the form of extra work done by each process of
the application. Each process takes, in addition to its own distinct workload, some
portion of its neighbor’s workload, as shown in Figure 3. The process then tracks
beams or targets for both its own work and overlaps part of its neighbor’s, but
makes use of the redundant information only in case this neighbor becomes faulty.
We now explain briefly how the data set is divided, how the application might learn
of faults, and how it would recover from them.

i

Process 1 "
(= 0 &

Process 2 N
1
[ P, / S5’

s7

Process 3
>

Process 4 ~ S( 3
P, "
S/
“ Frame of data arrives Time

here, at each node.

\4
\. J
0
—_/ /) — __/

Figure 3. Architecture of both benchmarks with application-level fault tolerance.

3.1. Division of Load

The extent of duplication between two neighboring nodes will greatly affect the level
of reliability which can be achieved. Duplication arises from the way we divide the
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data set among the parallel processing nodes. First, each frame of data is divided
as evenly as possible among the nodes. The section of the process that takes on
this set of data is the primary task section, P;. Then we assign each node, n;,
some additional work: part of its neighbor, n;_,’s, primary task. The section of
the process that takes on this set of data is the secondary task section, S;. In other
words,

e The primary task section, P;, refers to the calculations which node n; carries as
part of the original application.

¢ The secondary task section, S;, refers to the calculations which node n; carries
out as a backup for its neighbor, n;_;. Node n; hosts the secondary corre-
sponding to the primary running on the highest numbered node. The secondary
section, S, will be kept in synchronization with the primary P;_,.

3.2.  Detection of Faults

There are two ways in which fault detection information can reach the various
application processes. In the first, the system informs the application of a faulty
node, and the second is through specific timeouts at the phase of the application
where communication is expected. The former would typically incur the cost of
periodic polling, while the latter could result in late detection of the fault. Although
the exact integration of application-level fault tolerance would vary depending on
the fault detection technique chosen, the effectiveness of our technique should not.

3.3.  Fault Recovery

If, at a deadline prior to that of the frame, node n; is discovered to be faulty and
is unable to output any results, then node n;y; which is serving as its backup will
send as output S;y1’s data in place of the data that n; is unable to supply. In
the meantime, the system will be working on replacing or restarting the process
that was interrupted by the fault. In fact, the system’s job here is made easier by
the fact that if the process has to be restarted on another node, the process data
segment no longer needs to be moved. When the process is rescheduled, it will
make use of the information maintained by its secondary on its behalf in order to
pick up where it left off before the fault. This way, the application fault tolerance
is able to work in conjunction with the system fault tolerance. This will help even
in the case of transient faults, in that the application-level fault tolerance allows
more leeway to postpone the restarting of the process on another node, in the hope
that the fault will soon disappear.

3.4. Eaztension to a higher level of redundancy

Our technique guarantees the required reliability in the presence of one fault but
could also withstand two or more simultaneous failures depending on which nodes
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are hit by the faults. For example, in a six-node system if the nodes running
processes 1, 3, and 5 fail, the technique would still be able to achieve the required
reliability. Of course, this is contingent on the assumption that the processes on
the faulty nodes are transferred to a safe node and restarted by the beginning of
the next frame.

3.5. Benchmark Integration Specifics

We next discuss specific details regarding the application of our technique to each
of the benchmarks.

8.5.1. RTHT benchmark In the RTHT Benchmark, the “unit of redundancy”
is the hypothesis. That is, each secondary task section creates and extends some
fraction of the total number of hypotheses created and extended by the process
for which it is secondary. The amount of secondary redundancy is expressed as a
percentage of the number of hypotheses extended by the primary.

Redundancy is implemented in the following way: At the beginning of each frame,
the source process broadcasts the input radar data, and hypotheses are created and
extended as before, with the exception that additionally the secondary extends a
percentage of those extended by the corresponding primary. The secondary section
S; is kept in synchronization with primary F;., via the compilation process, which
in this case is again a process-level broadcast communication, so that no extra
communication is necessary. If node n; is discovered to be faulty and is unable to
participate in the compilation of that frame, then node n;4+; which is serving as its
backup will make use of S;;,’s data in the compilation process in place of the data
that n; is unable to supply.

When the process is rescheduled, it will make use of the hypotheses extended by
the secondary on its behalf so as to pick up where it left off. This information is
obtained from the secondary process by way of compilation - the newly rescheduled
process merely listens in on the compilation process and copies those hypotheses
which have been extended by its secondary.

3.5.2.  ABF benchmark There are two ways in which we have integrated application-
level fault tolerance with the ABF Benchmark. They differ in the manner in which
the secondary abbreviates the calculations of the primary so as to obtain a full set
of results. The methods are:

e The Limited Field of View (Limited FOV) Method in which the secondary
looks for beams at every frequency as in the primary, however it searches only
a subsection of the primary’s field of view (divided into one or more segments).
Ideally the secondary will place these “windows” at directions in which beams
are known to be arriving. We impose a minimum width of these windows, due
to the fact that if an individual window is too narrow, the output could always
(perhaps erroneously) pass the width-based quality test, described in section 2.
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The amount of redundancy is expressed as the percentage of the field of view
searched by the secondary.

¢ The Reduced Directional Granularity Method in which the secondary looks for
beams at every frequency and in every direction, but with a reduced granularity
of direction. The amount of redundancy is expressed as a percentage of the
original granularity computed by the primary.

Both techniques serve to reduce the computational time of the secondary task set,
while maintaining useful system output. In addition, the two techniques may be
employed concurrently in order to further reduce the computational time required
by the secondary task.

To implement either variation of the technique, the input frame of data is scat-
tered a second time from the source to the application processes. This is time -
rotated, so that each process receives the input data of the process for which it is
a secondary. Each process first carries out its primary computational tasks, and
then carries out its secondary task. At the frame’s deadline, if a process is detected
to be down, the sink will gather output from the non-faulty processes, including
the backup results from the process that is secondary to the one that is faulty. In
the event of an application process being restarted after a fault, it will receive the
current set of weights from its secondary in order to jump-start its calculations.

Some synchronization between primary and secondary is required in the Limited
FOV Method. It is a small, periodic communication in which either the sink process
or the primary itself tells the secondary at what frequencies and directions it is

detecting beams. Such synchronization is not necessary for the Reduced Granularity
Method.

4. Results
4.1. The RTHT Benchmark

When applied to the RTHT benchmark, we found that only a small amount of
redundancy between the primary and secondary sections is necessary in order to
provide a considerable amount of fault tolerance. Furthermore, the increase in
System resource requirements, even after including overheads of the technique’s
implementation, is minimal compared to that of other techniques, in achieving the
same amount of reliability. These points are demonstrated in Figures 4, 5, and
6. Each run contains 30 targets which remain in the system until the end of the
simulation (the 30th frame), as well as some number of false alarms. The case when
only system-level fault tolerance exists corresponds to the case when the secondary
extends 0% of the primary hypotheses.

In Figure 4 we see the number of targets which are successfully tracked, when we
have just two application processes and a fault occurs at frame 15. (In this case
there were roughly 80 false alarms per frame of data.) In this run, 15% redundancy
allows us to track all of the real targets, despite the fault. We can attribute the fact
that a small amount of redundancy can have a great effect on the tracking stability,
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Figure {. Tracking accuracy, in number of real targets tracked for a given percentage of redun-
dancy.

to the fact that the hypotheses which are being extended by the secondary are the
ones most likely to be real targets. At the beginning of the compilation phase,
each application process sorts its hypotheses, placing the most likely at the head of
the list for compilation. Thus, at the beginning of the next frame, each application
process and its secondary begin extending those hypotheses with the highest chance
of being real targets.

To refine this point, Figure 5 shows the average percentage of redundancy required
for a given number of application processors and a single fault, as before. The
amount required shows a gradual decrease as we add more processors. We can
attribute this to the fact that the chance of a single process containing a high
percentage of the real targets decreases as processors are added.

In addition, a proportionately small load is imposed on the processor by the
computation of the secondary task set, as seen in Figure 6. This can be attributed
to the fact that a hypothesis whose position and velocity are known precisely, does
not take as much time to extend compared to those hypotheses which are less well-
known. And since the most likely hypotheses are generally the most well-known
and are the hypotheses which the secondary extends, the amount of processor time
taken to execute the secondary task is proportionally much smaller.
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Figure 5. Average minimum percentage of secondary overlap required to miss no targets despite
one node being faulty.

4.2. ABF Benchmark Results

When we integrate application-level fault tolerance with the ABF benchmark, we
find that only a small amount of redundancy is necessary to ensure complete mask-
ing of single frame faults. With either variation (reduced granularity or limited
FOV method) we see that a secondary redundancy of 33% is adequate to provide
complete and accurate results in the faulty frame and the following frames (after
the faulty process is restarted). If we combine the two techniques, we see an even
further reduction in the computational effort imposed by the secondary in order
to mask the fault. We have not taken additional network overhead and Jor latency
into account in figures of overhead - they refer solely to computational overhead.
Network overhead will depend greatly on the medium used. In particular, a shared
medium would allow the secondary to “snoop” on the primary’s input and output,
eliminating the need for additional communication.

All results were obtained by running simulations with 75 sensors and four reference
input beams for 50 frames. There are two application processors, and a fault
occurs in one of them at frame 30. Results are presented and discussed for three
redundancy methods: the Limited FOV method, the Reduced Granularity method
and a Combined method (a combination of the first two). The quality of the results
is assessed by totalling the number of beams that were tracked successfully. Here,
there are four input beams at each frequency and 32 frequencies — making 128
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Figure 6. Ratio of time taken to compute the secondary hypothesis to the time to compute the
primary hypothesis versus the percentage of secondary overlap.

beams in all. As an example, Figure 7 presents the results for several runs of the
ABF benchmark while utilizing the Limited FOV redundancy method alone, with
a single processor fault occurring at frame 30 and lasting one frame. We see that a
30% overlap is adequate to preserve all beam information within the system despite
the loss of one processor in frame 30. We have tabulated the results for all three
methods in Table 1.

{.2.1. ABF Results: Limited FOV Alone As we see in Table 1, roughly 30% sec-
ondary overlap is adequate to provide full masking of the fault. The computational
overhead imposed by the secondary is about 30%. In addition, Figure 8 shows the
rather linear increase in overhead as we increase the fraction of overlap.

Table I. Amount of secondary overhead imposed by various redundancy methods, each
of which is capable of fully masking a single fault.

Redundancy Technique Secondary Overlap Computational Overhead
Reduced Granularity 33% 35%
Limited FOV 30% 30%
Combined - 30%FOV ,50%Granularity 15% 17%
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Figure 7. The number of beams correctly tracked in each frame, for the given levels of redundancy,
for the Limited Field of View Method. A single process experiences a fault of duration one frame,
at frame 30.

Associated with this technique however, is a potential dependence on the number
of beams detected in the system, as described earlier. In order to ensure that the
width test applied to the output can fail, we impose a minimum window-width. This
minimum width dictates that for a given amount of overlap, there is a maximum
number of windows in which the secondary may search for beams. If there are
more beams than the maximum number of windows then some may be missed by
the secondary search, depending on the direction of arrival. However, the system
designer can lessen the likelihood of this occurring by carefully choosing the amount
of overlap allotted, and tuning the criteria with which areas will be searched by the
secondary.

4.2.2. ABF Results: Reduced Granularity Alone Here, too, we see that, accord-
ing to Table 1, operating the secondary at 33% of the granularity of the primary
results in complete masking of the fault, and that this imposes a 35% overhead to
the processing node. Figure 8 again shows a linear relationship between the compu-
tational overhead and the overlap, and indicates that the overhead of the method
itself is a bit higher than that of the Limited FOV method. When considering
the Reduced Granularity method, we see no dependence on the number of beams
detected, although beams could be missed if their peaks were within a few degrees
of each other, and the granularity were very coarse.

26




Downloaded from https://www.everyspec.com

0.55 . ; . i
e
> 0.5 Reduced Granularity method - | T
< Limited FOV method -&-- P
E 0.45 Limited FOV at 50% Granularity —— <
a Limited FOV at 33% Granularity -+-- g
e 0.4 | i
E
= 0.35
c
E=]
© 0.3
Q
d
= 0.25
o
e 0.2
[=]
O
& 015
k=]
X°) 0.1
&
0.05 |
0 L | 1 .
0 10 20 30 40 50

Percentage of Secondary Field of View Overlap

Figure 8. The ratio of secondary to primary execution time for the variations of application-level
fault tolerance integrated with the ABF Benchmark versus the percentage of secondary field of
view overlap.

4.2.8. ABF Results: Combined methods When we combine these two techniques,
we see the greatest reduction in computational overhead of the secondary task. As
shown in Table 1, a 30% field of view combined with a 50% granularity maintains
the tracking ability similar to that of either one alone, yet cuts the computational
overhead nearly in half. This reduction is illustrated in Figure 8, in the lower two
curves, representing the overhead imposed as we vary the field of view and make
use of 50% and 33% granularity respectively.

5. Conclusions

A high degree of fault tolerance may be obtained with a minimal investment of
system resources in applications exhibiting data parallelism, such as the ABF and
RTHT Benchmarks. It is achieved through a combination of application-level and
system-level fault tolerance. A prioritized ordering within the data set, as in the
RTHT benchmark, or a reduced granularity, as in the ABF benchmark, is made
use of, to decrease the computational overhead of our technique.

The processes in these benchmarks are very large, so that moving a checkpoint
and restarting the task may take a significant amount of time. The application-level
fault tolerance is able to ensure that, despite the temporary loss of the task, the
required reliability is maintained.
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Since the primary and secondary task sets are incorporated within a single appli-
cation process, the primary is always executed first and the secondary next. Once
the primary has completed, it may alert the scheduler, indicating that the secondary
need not be executed. It is useful, but not necessary, for the secondary to still be
executed, as this allows it to be better synchronized with its primary counterpart.
If a fault is detected, the priority of the secondary could be raised, to ensure that
it will complete without missing its deadline, and provide the necessary data for
compilation.

This technique is a substantial improvement over complete system duplication, in
that it does not require 100% system redundancy, but merely adds a small amount
of load to the existing system in achieving the same amount of fault tolerance. It
differs from the recovery block approach in that the secondary does not have to be
cold-started, but is ready for execution when a failure of the primary is detected. In
addition, the level of reliability may be varied by varying the amount of redundancy.

In order to integrate such application-level fault tolerance, the designer will need
to first determine how to prioritize the data set and/or reduce the granularity in
order to define the secondary’s dataset. Second, the designer should choose mecha-
nisms by which the secondary gets the input data it needs, is able to output results
when necessary, and is able to communicate with the primary for synchronization
purposes. Naturally, some sort of fault detection will have to used as well. The
designer must carefully weigh the overheads imposed by various methods to achieve
fault tolerance and the quality of results that may be obtained from each.

In conclusion, we believe that steps to integrate this technique into the application
should be taken right from the early stages of the design in order for this approach
to be most effective.
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Appendix 4 . .
Surge Handling as a Measure of Real-Time System

Dependability *

Zahava Koren, Israel Koren and C. M. Krishna

Department of Electrical and Computer Engineering
University of Massachusetts, Amherst, MA 01003

Abstract. Traditional reliability measures for computer systems can be classified into
Computer-Centric or Application-Centric categories. The former concentrate on the
hardware resources while ignoring the application’s needs. The latter focus on the re-
quirements of a specific application which is being executed, thus requiring the knowl-
edge of all the details of the application; information which may not always be readily
available. Also, the narrow view on the system’s reliability through a single application
is too restrictive and provides very limited information regarding the way the system
will handle other applications. .

In this paper we present new measures for real-time system reliability. These measures
are application-sensitive rather than application-centric, and are especially suitable for
systems executing various applications with different attributes, some of which may not
be known in advance.

Our proposed measures capture the capability of a real-time system to respond suc-
cessfully to unexpected surges in the workload. These surges may result from a phase
change in the system’s mission, an application-related emergency situation or the failure
of some system resources. The ability of the system to handle such surges determines,
to a large extent, its chances of survival and meeting its applications’ deadlines.

1 Introduction

In this paper, we discuss the merits of using the surge-handling capability of a real-
time embedded system as a measure of its reliability. Such systems are increasingly
used to control life-critical processes such as fly-by-wire aircraft, nuclear reactors, etc.
Reliability in a real-time system is determined by the ability of the system to meet such
task deadlines as is necessary for the correct functioning of the controlled process.
The problem with conventional approaches to evaluating reliability is that they treat
reliability as a static, not a dynamic, quantity. Conventional approaches assume that
failure is caused exclusively by the failure of individual hardware or software compo-
nents. This approach to reliability ignores the dynamic component; namely, that the
computer system is only reliable if it does not cause failure for the application (irre-
spective of the actual number of processors which are still operational).

Central to any reliability evaluation is the definition of an appropriate set of reliability
measures. Measures are yardsticks by which reliability is expressed. In other words,
reliability measures act as filters, imposing a scale of values that determines which
factors are important for “reliability” and which are not.

* This work was supported in part by DARPA, under contract F30602-96-1-0341, order E349.
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Currently-used reliability measures for fault-tolerant systems fall in one of two cate-
gories.

— Computer-Centric: All traditional reliability measures are computer-centric. They
focus on the computer in isolation to anything else. The system is defined as being
in one of several states, and Markov models are usually used to model the tran-
sitions from one state to another. A subset of the states is defined as the failed
states, and unreliability is the probability that the system, over a given period of
operation, enters one of these states. In traditional models, failed states are entered
either after a large number of hardware failures have occurred, leaving the system
with insufficient computational capacity, or when there is “coverage failure,” i.e., a
failure that goes uncaught and uncorrected, and which causes the overall failure of
the system. Examples include traditional reliability, availability, and throughput,
together with variations such as performance-related reliability measures [1].

— Application-Centric: An application-centric measure starts with the premise that
performance and reliability can only be meaningfully defined within the context of
the application. An application-centric measure would start by considering what
the computer needs to do in order to meet the needs of the application. The ability
of the computer to meet the application’s needs is the application-centric measure
of the computer. We will provide some examples in the next section.

Performance measures are used in two related ways. One is to allow a comparison of
multiple designs or systems for a given application. The second is to provide an interface
by which the designer of the controlled process in which the computer is to be embedded
(e.g., aircraft, spacecraft, etc.) can communicate to the computer designer the needs of
the application in a form that is intelligible to the latter.

The first use of performance measures is fairly obvious, and is indeed the standard one;
the second needs some elaboration. Computer engineers are not trained in control sys-
tem terminology, and require the needs of the application to be translated to them in
terms that they can understand. A good measure of real-time performance or depend-
ability should express the control-theoretic needs of the application in a way that is
meaningful to the computer designer. As an example, imagine that there is some cost
function by which the impact on the application of a given computer response time (for
each task) can be quantified. We shall see an example of this in Section 2. In defining
the cost function associated with each control task, the control engineer quantifies the
relationship between the response time for each task and the consequent performance of
the controlled process, The computer engineer, upon receipt of this information, does
not have to be concerned about the control-theoretic foundations of the connection
between the controlled process and the embedded computer; the cost functions (and
associated hard deadlines) of the various tasks are all that are required.

While application-centric measures have obvious advantages, they have two related dis-
advantages. The first is that one requires very specific information about the application
in order to compute these measures. At an early stage of design, this information may
not be available. The second disadvantage is that, by their very nature, application-
centric measures are very application-specific. They express the capabilities of the com-
puter entirely with respect to a given application. One cannot directly infer from this
the generic ability of a computer to perform in other real-time applications.

The need therefore exists for real-time measures that straddle the middle ground be-
tween the computer-centric and the application-centric measures. Such measures should
be gracefully degrading with respect to information. That is, as more information is
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made available about the application, they should become more application-specific. In
the absence of any information about the application, they should express the attributes
of the computer that render it capable of running real-time applications. As the amount
of information increases, they should become increasingly focused on expressing how
the capabilities of the computer meet the particular needs of that application.
In this paper we suggest such a measure, namely, the ability of a computer to handle
load surges. We claim that this ability can be used as an indicator of the quality of the
following;:
~ Task assignment and scheduling algorithms.
— Ability of the system to handle a load surge following either an emergency condition
or a phase change in the application’s mission.
— Procedure followed for the reconfiguration of the hardware upon a failure occur-
rence.
— Procedure for reassigning and rescheduling tasks upon the failure of one or more
processors.
This paper is organized as follows. In Section 2, we provide a brief literature survey of
application-centric performance measures. This is followed in Section 3 by a description
of the proposed surge-handling measures. Illustrative examples are provided in Section
4, and Section 5 contains some discussion and conclusions regarding the new measures.

2 Prior Work

Not much work has been reported on measures specifically meant for real-time systems.
For a survey, see {3, 4]. We describe here two efforts in that direction.

2.1 Performability

This measure was introduced by Meyer (7, 8]. The application is defined as having a set
of accomplishment levels, which are levels of performance which can be distinguished
from one another by the user. We list what the computer must do in order to allow the
application to meet each of these accomplishment levels, A;, A,--, An. The computer
can then be modeled to find the probability P; that it can perform at a level that
allows the application to deliver accomplishment level A;. The vector of probabilities,
Py, Py, -+, Py, is the performability of the computer. See [8] for a detailed example.

2.2 Cost Functions and Probability of Dynamic Failure

This measure was introduced by Krishna and Shin [2, 9, 10, 11], and was designed ex-
plicitly for use in embedded systems which handle industrial or other control processes.
In such systems, the computer is in the feedback loop of the controlled process, and the
computer response time is a component of the feedback loop delay. From elementary
control theory, we know that such delays in the feedback loop have a detrimental effect
on the quality of the control provided. This can be quantified and used to measure the
level of performance provided by the computer. More precisely, we can identify hard
deadlines for the tasks by calculating the response time delays that lead to a loss of
stability of the controlled process. Even if deadlines are not missed, the cost of hav-
ing a certain response time can be computed by quantifying the extent to which the
performance of the controlled process has degraded. See [4] for further details.
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3 The Me_asures - Deﬁnition§

We claim that the survival of a real-time system depends, to a large extent, on its ability
to successfully handle unexpected surges in the workload. Such a surge can arise from
any of the following canses:

— A change in mission phase, where one set of tasks is replaced by another set. During
the period of transition, there can be a surge in the workload, with new tasks having
to be run before all of the old tasks have been completed. ’

— An emergency situation that requires additional tasks to be run. For example, one
may have the onset of instability being detected in some vehicle, following which
certain additional work may have to be executed in order to restore stability.

— Faiilure of one or more processors. This affects the system in two ways: first, the
workload which was previously run on the failed processor has now to be remapped
onto functional processors. This remapping (which includes deciding which tasks
to move to which processors, moving the tasks appropriately, and aligning the
memories) imposes a transient load on the system. Secondly, the first iteration of
such tasks following a move can have significantly reduced laxity, which appears to
the surviving processors as a surge in the worldoad.

We introduce in this paper two new measures which express the ability of the system
to respond to such a surge in the workload. For the purposes of this paper, a surge is
defined as an additional workload that is'suddenly imposed on the system. A surge may
consist of one or more tasks, each with its own deadline. Individual tasks cannot be
spread out among multiple processors. The size of the tasks determines the granularity
of the surge, and the variation of the deadlines determines its homogeneity.

Our surge measutes are the following.

— Minimum Deadline Measure: Consider a surge of a given magnitude S, consisting
of one or more tasks, all with the same deadline. The Minimum Deadline Measure,
MD(S), expresses the minimum deadline necessary for the surge so that the system
can handle it without missing any deadlines. The smaller the value of the mini-
mum deadline measure for a given surge, the better the system’s surge-handling
capability. '

— Recovery Time Measure: This measure, denoted by RT(S), expresses how quickly
the effect of a surge of magnitude S on the system fades away. It measures how
much time elapses between the arrival of the surge and the point in time when the
task schedule is back to what it would have been if no surge had occurred, and no
longer has any memory of the surge.

Note that both our measures are curves, functions of the surge size S, rather than single
numbers. MD(S), which measures the ability of the system to handle a surge within some
deadline given a certain underlying ambient workload, represents the reserve capacity
the system has. RT(S), the Recovery Time measure, determines how soon the system
recovers and is no longer vulnerable should a second surge follow the first one.

The surge-handling capacity of a system depends primarily on the task assignment
and scheduling algorithms as well as on the system architecture. Task assignment and
scheduling algorithms determine how effectively the available processing capacity can be
harnessed by the workload. The task assignment algorithm can determine how the load
is spread out among the processors. For example, some assignment algorithms attempt
to balance the load. This can pose difficulties for surges of large granularity, since if the
surge consists of a single indivisible task, no one processor may be available which can
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execute it on time. Other assignment algorithms attempt to utilize as few processors as
possible, thus leaving other processors free to handle even large surges. The latter type
of assignment algorithm must be used with caution, however, since it leaves little room
for handling variations in execution time demands of the ambient (non-surge) workload.
An example comparing such two task assignment algorithms is presented in the next
section.

The uniprocessor scheduling algorithm used to determine when to run tasks assigned
to individual processors has a similarly large impact on the surge-handling capability.
Such algorithms differ in their ability to effectively utilize available processing capacity,
and thus differ in their ability to handle surges. In the next section, we will see examples
comparing the Earliest Deadline and Rate Monotonic scheduling algorithms.

The system architecture is another important factor in determining surge-handling ca-
pacity. To begin with, the architecture governs the raw underlying computational ca-
pacity of the system. Also, the interconnection network topology and communication
protocol determine the speed — and overhead — with which tasks can be moved from a
failed processor to a new one, thus affecting the size of the surge.

The distinction between performability and cost functions on the one hand, and the
newly introduced surge-handling measures on the other, should now be fairly obvi-
ous. The former are application-centric measures which require detailed - and precise
— information about the application before they can be formulated. It would be very
difficult to compute these measures either for a generic case, where the focus is not so
mich on a single application but on a set of possible applications, or when information
abdut the application is incomplete. The new surge-handling measures are not so much
application-centric as they are application-sensitive, in that while their interpretation
can be from the point of view of the application (i.e., how much surge handling ca-
pability is required by a specific application), they can be computed without detailed
infbrmation about the dynamics of the controlled process. Further discussion regarding
'this distinction appears in the final section of this paper.

"4 The Measures — Illustrations

To illustrate the use of the two surge-handling measures defined in the previous section
for assessing some system attributes, we selected a real-time embedded system com-
: prised of n processors connected through some interconnection network. The ambient
workload consists of m periodic tasks, where task k has a period of Py, an execution
time of Ey, a deadline Dy = Py, and an arrival time (of the first iteration of task
k) equal to Tk. The load imposed on the system by task k is measured by Ux = %:
(k=1,..,m).

Scheduling of tasks to processors can be done either by using bin-packing, i.e., balancing
the load of the n processors, or by the "first-fit” method, which fills each processor up to
capacity before moving to the next one. After allocating the m tasks to the n processors,
processor i has m(*) tasks, with execution times Ef) and periods P,fi) (k= 1,...,m(‘),
1=1,..,n).

At time T,, the system experiences a surge of size S, with a deadline of D,. Such a

surge may arise either from the arrival of aperiodic tasks or from tasks that have been
displaced because their processor has failed, and which must therefore be moved to
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other, functional, processars. The surge is divided among the n processors by equalizing
the loads of the processors as much as possible. S is divided into s @ ... s
where S(9 is assigned to processor i and ¥ 7., §) = S.

The order of execution of tasks within a processor is either Rate Monotonic (RM),
or follows the Earlier Deadline First (EDF) rule [4, 6] In the RM algorithm, periodic
tasks are assigned a static priority, which is proportional to the inverse of their periods.
The EDF algorithm, as its name implies, executes the pending task with the earliest
deadline. Both algorithms are preemptive.

Surge handling is successful if neither the surge, nor any ambient task, miss their dead-
lines. We will assume the worst case scenario, ie., i =T = --- =T =T, = 0. We
will also assume, without loss of generality, that P, < P, < --- < Pm.

4.1 The Minimum Deadline Measure

The minimum deadline for a given surge clearly depends on the specific uniprocessor
scheduling algorithm employed by each of the processors. We will demonstrate its cal-
culation for the twa well-known task gllgiﬂigg_{l_goﬁthmgz-the Rate Monotonic (RM)
and the Earliest Deadline First (EDF) schitduling protocols.

To calculate the Minimum Deadline measure for a given processor i, following the EDF
scheduling protocol, define:

ag)(r) = [FETJ where [z the largest integer smaller than or equal to z.
k

ag)(r) is the number of iterations of task k whose deadline occurs prior to or at time

r. Denote by MD("FPF)(5(!)) the minimum deadline necessary for a surge of size s
arriving at processor i at time ¢ = 0, then

(| @ )
> P EO+5 =t and

k=1
m®)

MDU'EDF)(S(‘)):M""ﬁ t Z as“)(r)Eﬁ")+S(i) <nr= jP,(")for any integers 3,1

k=1

s

()
where t < jP,w < H P,(‘i)
\ k=1 J

The minimum deadline for the whole system of n processors, for a surge of size S and
following the EDF scheduling protocol, is

MD(EDF)(S) = Maz MD(i,EDF)(S(i))
1<i<n
To calculate MD for the RM scheduling protocol, define for a given processor t,

S)(r) = {;ﬁy] where [z] is the smallest integer greater than or equal to z.
K

ﬂf‘i)(r) is the number of iterations of task k which arrived at processor i prior to (but
not at) time T.
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In addition, denote: h{)(r) = maz { k| P(i) <r } Oy =0if r < P(i))

k) (r) is the index of the last task in processor 1 whose period is not greater than r.
then,

[ |90 )
S BIED+50 =t sua
k=1
;.(l')(p'("))
i, RM) [ ofi . . . ) .
MD )(S( ))=Mm {t E ﬂ;")(r)E,(")-}-S(') <rmr= jP,(')for any integers 3,1
k=1

m()

where t < ;P < T PV

~

k=1 J

and
MDRM)(S) = Maz pMpO-EM)(5(3))
1<i<n

We performed some numerical calculations to demonstrate the use of the MD measure
for comparing different system attributes. In all our numerical calculations, unless stated
otherwise, we used the randomly selected set of values shown in Table 1. The number

of processors is n = 8 and the number of tasks is m = 24. The arrival times are
Ti=T,=0.

Task No. 1 2 3 4 5 6 7 8 9 10 11 12
Period 10 12 12 13 14 15 16 16 17 17 18 18
Execution Time[ 3 4 2 4 4 1 5 3 1 1 4 4
Load .30 .33 .17 .31 .29 .07 .31 .19 .06 .06 .22 .22
Task No. 13 14 15 16 17 18 19 20 21 22 23 24
Period 18 19 19 19 20 20 20 20 20 20 21 24
Execution Time{ 3 5 5 4 6 3 2 5 5 6 7 &
Load .17 .26 .26 .21 .30 .15 .10 .25 .25 .30 .33 .33

Table 1. The periods, execution times and loads of the 24 tasks.

Figure 1 depicts the Minimum Deadline for a given surge for the RM and the EDF
task scheduling algorithms. We clearly see that EDF is superior, allowing the system
to successfully handle surges with smaller deadlines.

In Figure 2 we illustrate the effect of increasing the number of processors in the system.
The same 24 periodic tasks as in Figure 1 are assumed here and the EDF scheduling
algorithm is employed. Clearly. the larger the number of processors the faster the surge
handling, but the marginal advantage of increasing the number of processors decreases.
In the previous two figures we have assumed that the surge appears in the worst possible
time instant when all 24 tasks are waiting to be executed, i.e., at t=0. In Figure 3
we examine the dependence of our measure on the exact time instant when the surge
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occurs. The same 24 periodic tasks are assumed here and the EDF scheduling algorithm
is employed.

Figure 4 depicts the combined effect of varying both the scheduling algorithm and the
number of processors on the surge handling capability of the system.

4.2 The Recovery Time Measure

RT(S), the recovery time for a given surge S, does not depend on the scheduling al-
gorithm within the processor, as long as the procedure is "work conserving”, i.e., the
processor is never idle when there are tasks to be executed. RT(S) can be calculated as
follows.

As before, define for a given processor i: ﬂf‘i) (n)= [—’i—;l .

1
Pk

The recovery time from a surge of size S for processor i is

m(9)
RTO(SD) = min ¢ t | Y AOWED +59 = ¢

k=1

and the recovery time for the n processor system is

1} L}
RT(S)= 1%‘?" RT(S()

Figure 5 depicts the Recovery Time as a function of the surge for an eight processor
system with the same 24 periodic tasks as before. The scheduling algorithm employed
is EDF and the surge is assumed to occur at t=0. We compare two task allocation
algorithms, namely the first-fit and the bin-packing algorithms. We also consider two
values of surge granularity, where the surge is divided into either three or five indivisible
tasks. We can see that for the higher surge granularity (surge is divided into three tasks)
bin-packing is preferred, while for the lower granularity first-fit is better.

Another important use for the Recovery Time measure is for comparing different fault-
recovery procedures. The overhead involved ir recovering from a fault can be considered
a surge, and the better the recovery procedure, the shorter the surge recovery time.
In this case, the RT measure can be used for comparing the different attributes of
the recovery procedure. In Figure 6, the effects of the checkpointing interval and the
checkpointing overhead are investigated. An intermittent fault is assumed to occur
at processor 2 at time 0. Figure 6 depicts the Recovery Time as a function of the
checkpointing interval for two values of the checkpointing overhead, namely 1 and 2
time units. Clearly, there is an optimal value of the checkpointing interval, and it is
larger for the larger value of the overhead.

5 Discussion and Conclusions

Traditional performance measures have tended to be either totally computer-centric or
totally application-centric. The problem with the former is that they do not take the
needs of the application into account. While the latter type of measure is ideal when
perfect information is available about the application, it is useless when the application
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is still under development, and full information about it is not available. By contrast,
the surge-handling measures introduced here can be computed for a system using the
current state of knowledge about the ambient workload. Another case when application-
centric measures are useless is when we want to characterize the computer, not in the
context of a specific application, but with respect to its general suitability for real-
time applications. On the other hand, it is possible to characterize the surge-handling
capability of the system for any ambient workload and any architecture. Recently, efforts
have been made by several research teams to build standard real-time benchmarks,
most notably by Mitre and Honeywell corporations. These benchmarks can be used
to define the ambient workloads in terms of which the surge-handling measures can
be evaluated. The surge-handling measures can also be used to evaluate the quality of
real-time operating systems, especially their task assignment and scheduling algorithms.
Other features that can be evaluated using these measures are the interconnection
topology and the communication protocols (since they determine the costs associated
with moving tasks) as well as the failure recovery procedures, including the checkpoint
placement strategy [5).
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Abstract

The interconnection network is a crucial element in
parallel and distributed systems. Synthesizing networks
that satisfy a set of desired properties, such as high re-
liability, low diameter and good scalability is a difficult
problem to which there has been no completely satisfac-
tory solution.

In this paper, we present a new approach to net-
work synthesis. We start by generating a large number
of random regular networks. These networks are then
passed through filters, which filter out networks that do
not satisfy specified network design requirements. By
applying multiple filters in tandem, it is possible to
synthesize networks which satisfy a multitude of prop-
erties. The filtered output thus constitutes a short-list
of “good” networks that the designer can choose from.
The use of random regular networks was motivated by
their surprisingly good performance with regard to al-
most all properties that characterize a good intercon-
nection network.

Ezxperimental results have shown that this approach
is practical and powerful. In this paper we focus on the
generation of networks which have low diameter, good
scalability and high fault tolerance. These generated
networks are shown to compare favorably with several
well-known networks. ,

1This research was supported in part by DARPA and the Air
Force Research Laboratory under Grant F30602-96-1-0341. The
views and conclusions contained herein are those of the authors
and should not be interpreted as necessarily representing the
official policies or endorsements, either expressed or implied, of
the Defense Advanced Projects Agency, the Air Force Research
Laboratory, or the US Government.
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1. Introduction

Interconnection networks (ICNs) are as much a de-
terminant of performance and dependability in a paral-
lel or distributed system as the processors themselves.
The network impacts the cost of the architecture and
the cost of communicating between processors, as well
as system reliability and the extent to which the system
can degrade gracefully under processor or link failures.

This paper describes a new approach to the syn-
thesis of interconnection networks for parallel and dis-
tributed systems. The distinguishing features of our
technique are that it can be tailored to the specific
performance and fault-tolerance measures of interest
to the designer, and that it can be used even by those
who are not experts in interconnection networks. It
is especially useful when seeking to synthesize a net-
work that performs well with respect to multiple per-
formance measures. For example, a designer may place
a high premium on both scalability and network re-
silience, while simultaneously needing to constrain the
degree of the network. It can also be used to study
tradeoffs among several performance or dependability
parameters.

A vast literature on interconnection networks ex-
ists. Networks such as the hypercube, shuffle-exchange,
Banyan, bus, chordal ring, tree and others, have been
extensively studied [8, 9]. However, much less has been
reported on the problem of synthesizing a network to
meet specific performance and reliability criteria.

In our approach, the designer specifies the perfor-
mance measures of interest. These may be common-
place measures such as bandwidth, diameter, connec-
tivity, or more exotic measures like diameter stability
in the face of failure, the extent to which the network
splinters as node and link failures accumulate, or scal-
ability. A large number of random regular networks of
the desired size are then generated and passed through
a bank of filters. Each filter is associated with a per-
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formance requirement. The filters identify a subset of
networks which have the desired performance with re-
spect to the specified- measures. This subset consti-
tutes a short-list of networks from which the designer
can choose.

The usefulness of this approach rests on its effi-
ciency. That is, the number of random networks one
has to generate before obtaining a useful short-list of
“good” networks. This problem does not readily yield
to theoretical analysis, and must be studied by simu-
lation experiments. We have found, through extensive
experimental work, that our technique is surprisingly
efficient.

The rest of the paper is organized as follows. In the
next section, we briefly review various desirable prop-
erties of ICNs. In Section 3, we describe our random
network generation algorithm and the filtering process.
Section 4 provides extensive experimental evidence to
the good performance of random regular networks. It
also shows the effectiveness of the filtering approach
through examples. Section 5 summarizes our findings
and discusses future work.

2. Preliminaries

A good interconnection network is characterized by
a number of desirable properties. Some of these are
listed below:

e Small internodal distances. One factor in the com-
munication delay is the node-pair distances. The
greater the average node-pair distance, the greater
the time a message will spend in the network, the
greater the energy consumed in delivering it, and
the greater the chances of network congestion.

o Small, fized degree. Each physical connection costs
money and a small degree corresponds to reduced
wiring and fewer I/O interfaces. Furthermore, if
the degree is constant over all nodes, then only one
basic node design may be necessary.

» Good fault tolerance. Many parallel or distributed
systems are used in applications requiring levels of
reliability that can only be achieved by making the
system fault-tolerant. There are many measures of
fault-tolerance: we list below a partial list of the
more useful network measures.

— Probability of network disconnection.

~ Diameter stability, i.e., how the network di-

ameter is expected to increase as nodes or
links fail.

40

— Stability of the average node-pair distance as
nodes or links fail.

— How the network splinters after it gets dis-
connected: is it more likely to splinter into
one large component which is still useful, and
several small and useless components, or will
all the components be too small to be useful?

e Fasy construction and good scalability. It should
be possible to construct a network of any desired
size. Further, adding a few nodes to the network
should not cause drastic changes in such proper-
ties as diameter or average node-pair distance. A
scalable ICN should be able to accommodate small
increases in size rather than only large increases.

o Embeddability. Some algorithms are designed to
run well on certain topologies, i.e., those that map
well to the communication pattern of the appli-
cation. A good network should be able to embed
a wide range of topologies with low dilation, thus
ensuring that a large number of algorithms will
run efficiently on the selected ICN.

e FEasy routing algorithms. It is advantageous to
have a simple routing algorithm, for example, one
that requires only the knowledge of the destination
address. Routing algorithms can have a big impact
on congestion and power requirements. Networks
that facilitate the use of such simple algorithms
are preferable.

These measures will vary in importance from one ap-
plication to another. For example, space applications
may require massive levels of fault-tolerance and low
power consumption, while not placing a large premium
on scalability.

Interconnection networks can be represented as
graphs in which the vertices correspond to processors
and the edges to communication links. In this paper
we use the terms networks and graphs interchangeably.
We consider only undirected graphs and the size of a
network refers to the number of vertices in the graph.
In this paper, we mainly concentrate on networks of de-
gree 3 and 4, though our approach is not restricted to
these degrees. For comparing the performance of dif-
ferent measures among degree-3 networks, we use the
following topologies: shuffle exchange networks [16],
cube connected cycles(CCC) [14], chordal rings of de-
gree 3 (1}, Moebius trivalent graphs [12] and multi tree
structures(MTS) of degree 3 [2]. In the degree-4 cato-
gory, we use meshes, torii, chordal rings of degree 4
[7] and the wrapped butterfly networks. In the next
section, we describe our approach to synthesizing net-
works which meet the designer’s requirements.




3. Approach

Our approach to network synthesis consists of a two-
step process: first, the generation of a large set of ran-
dom regular networks and second, the isolation of just
the right ones through a process of filtering.

3.1. Generating Random Regular Networks

We use the following definition of random regular
graphs:

Definition 3.1 A random regular connected graph of
size n and degree d is a d-regular connected graph in
which node pairs connected by an edge are selected at
random.

Random regular graphs of n nodes and degree d are
generated as follows. We start with a set of n isolated
nodes. Edges are placed between node pairs selected
at random. This process continues until all the nodes
in the network satisfy the following two requirements:
(i) the degree of all the nodes is the same and equal
to the specified value, d and (i) no pair of nodes is
joined by more than one edge, and no self-loops exist.
Finally, the generated network is tested for connect-
edness. Algorithm 1 contains the pseudocode used to
generate random regular networks.

Algorithm 1
generate regular random network(size,degree,seed)

1: A<={1,...,n}

2: repeat

3:  Randomly pick two nodes, u and v, from set A

4. if ((u # v) and edge(u,v) not already present)
then

5; Add edge(u, v) to the adjacency matrix

6 update A by removing nodes whose degree has

been satisfied
7. else if (size(4) =1) or
(nodes in A form a fully connected subgraph)

then
8: discard and start all over again
9: end if

10: until size(A) =0

11: check for connectedness

12: if graph not connected then

13:  discard and start all over again
14: else

15:  return adjacency matrix

16: end if

A is the set of all nodes whose degree has not been
satisfied and is initialized on line 1 to the set of all n
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labelled nodes. Lines 4-6 ensure that the two condi-
tions stated above are met and lines 7-8 ensure that the
algorithm does not loop infinitely. If, during construc-
tion, the nodes in A form a fully connected subgraph,
then no matter which two nodes are picked, the con-
necting edge will always be superfluous. No attempt
is made to backtrack from this situation, and so the
current adjacency matrix is discarded and a new one
generated.

The above algorithm generates a random regular
network each time it is called with a different seed
value. Note that under some conditions, such as those
on lines 7 and 12, the network that is being generated
needs to be discarded and the generation restarted.
To estimate the runtime required to generate a valid
graph, we generated a large number of random graphs
for various network sizes and calculated the average
runtime for each network size and for different degree
networks. Results shown in Figure 1 were obtained on
a 500MHz Pentium having 256 MB of memory. It was
observed that networks of even 2048 nodes could be
generated in less than a second using this algorithm.
This shows that the generation algorithm can output
a random regular graph in reasonable time. It was
also observed that the check for graph connectedness
(line 12 of the algorithm) was almost always satisfied.
It is also important that the generated networks are
non-isomorphic to each other; otherwise the filtering
process will not make sense. To find out how many of
the generated networks are non-isomorphic, we checked
the isomorphism between all pairs of networks and ob-
served that more than 99% of the networks were non-
isomorphic to each other. All these results show that
the generation algorithm provides a cheap and versa-
tile method for producing the “raw” material for the
filtration process. To get a better idea of the number
of distinctive networks that can be generated with size
n and degree d, see [15].

3.2. The Filtering Process

The raw material for the filtering process is the set of
random graphs generated. Filtering consists of identi-
fying those networks which have the properties desired
by the designer.

We use one filter for each requirement to be satisfied.
Typically each requirement is associated with a single
performance measure or a set of measures. A filter con-
sists of two parts: the evaluation part calculates the
value of the measure associated with the requirement,
and the checking part compares the value of the mea-
sure with a threshold specified by the requirement. For
example, if the requirement was a diameter no greater
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Average Runtime (sec)

150
Number of nodes

200

Figure 1. Average runtime of the generation al-
gorithm

than k, then the evaluation part computes the diameter
of the network and the checking part checks whether
this requirement has been met. Each filter takes as in-
put a set of random networks and outputs only those
that pass the checking part. The output of one filter
is used as input to the next. The filters are arranged
sequentially one after the other in decreasing priority
order of the measures they represent. The output at
the end of the entire filtering process depends on the
threshold values that have been set for each filter. If
the filtering process produces no output, the designer
will have to refine the threshold values. The threshold
of a higher-priority filter should not be relaxed before
that of every lower-priority filter has been relaxed to
the maximum allowed extent. The key feature of this
filtering approach is its versatility, as the set of selected
filters and their order is determined by the specific ap-
plication requirements.

The evaluation part is typically much more time-
consuming than the checking part. In order to speed
up the filtering process, the evaluation corresponding
to each of the filters can be carried out in parallel and
a single checking part that combines the checking parts
in all filters used to sift out networks that comply with
all the requirements. This approach is called parallel
filtering, compared to the sequential filtering that we
described earlier (Figure 2). Note that the time taken
in the case of parallel filtering is bounded by the maxi-
mum evaluation time among the filters, and evaluation
is carried out for all the input networks. In sequential
filtering, the threshold determines the number of net-
works that pass through at each stage. If a stringent
threshold is used, a smaller number of networks pass
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Filter 1
Filter 2
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Filter 3
E —= Evaluation part
D C —= Checking part

Figure 2. Sequential and Parallel Filtering

through and this greatly impacts the time spent in the
remaining filters. Thus, the time taken in the case of
sequential filtering is dependent on the threshold set in
each filter.

Some implementation details are worth mentioning.
One need not store the adjacency matrices of all the
input networks because they can be regenerated easily
and quickly using the seed value. So, only the seed
values used to generate the random networks need to
be stored. Also, thresholds can be specified in relative
terms rather than using an absolute threshold value
(for example, take the best 5% of the input networks),
although this requires sorting the input networks ac-
cording to the value obtained from the evaluation part.

4. Experimental Results

In this section, we demonstrate the efficiency of our
filtering approach by considering the synthesis of ICNs
with required diameter, scalability and fault-tolerance
characteristics.

4.1. The Diameter Filter

The diameter, A, which is the maximum of the
node-pair distances, provides an upper-bound on the
inter-task communication time, in terms of hops, and
can be a decisive factor in application runtime. The
problem of constructing a network of a given size and
degree with the smallest possible diameter has been
the focus of much research [4, 13]. While the diameter
of random graphs has also been studied, the published
results tend to be of an asymptotic nature, valid as
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the size of the graph approaches co. These asymptotic
results provide little guidance for graph sizes that are
of practical interest. In order to evaluate the diameter
of random regular networks, we generated random net-
works sized between 8 and 256 nodes and with degrees
ranging from 3 to 6 and calculated their diameters.
For each size and degree, 1000 random networks were
generated and the ones with the least diameter were
selected. Figure 3 shows how the diameter slowly in-
creases with size and how it reduces as the degree is
increased. These results provide a lower bound to the
threshold that can be set for the diameter filter. Fig-
ure 4 shows the comparison of the diameter of random
networks of degree 3 with other networks of the same
degree. The diameters of the networks plotted are the
ones with the least diameter as specified in their re-
spective references.
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Figure 3. Diameter of random regular networks
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Figure 4. Diameters of different networks of de-
gree 3
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Diameter (A)

From Figure 4 it is clear that random networks per-
form better than such common ICNs as the mesh and
the hypercube, but have greater diameter than some
well-crafted ICNs such as the MTS network for some
network sizes. However, graphs such as MTS are not as
flexible. The MTS network is defined only for certain
sizes given by m x (d — 1)*~! where m and ¢ are integer
parameters'. Among networks of degree 4 that we have
considered, random regular networks performed the
best. It is worthwhile to find out the number of graphs
that pass through when the threshold of the diame-
ter filter is set to different values. Figure 5 shows the
frequencies of networks of degree 3 that pass through
diameter filters whose thresholds have been set at the
minimum diameter (as shown in Figure 3).

10 T T T T Y T 1.0
Min. Diameter
gl 408
6 Min. Diameter count 0.6
4+ 404
2+ 402
0 1 L i 1 ) 0
0 20 40 60 80 100 120 140
Number of nodes

Figure 5. Frequency of minimum diameter ran-
dom networks of degree 3

Figure 4 is very interesting because it shows that
if we generate a sizeable number of random networks
and then select the one with the smallest diameter,
we will (with a high probability) get a network that
is diameter-competitive with most of the interconnec-
tion networks described in the literature. It should
be pointed out, however, that the size of the ran-
dom graphs of a given degree and diameter tend to
be greater than theoretical bounds, such as the Moore
bound[3] or the bound obtained from theoretical stud-
ies of random graphs(5, 6].

Further comparisons can be carried out with the en-
tries in the (d, A) table?. Table 1 shows some of the

!Diameters of incomplete MTS networks have not been ana-
lyzed as yet.

2The (d, A) table gives the state of the art with respect to a
largest known graphs with degree d and diameter A [10}.
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results. The diameter of the random graphs was at
most larger by 1 than the corresponding best known
diameters. It is worth pointing out that these known
networks are constructed by different methods for dif-
ferent degrees and diameters whereas the random net-
works follow the same simple construction algorithm.

Size of Network | Degree Diameter
Best Known | Random
10 3 2 2
15 4 2 3
20 3 3 4
70 3 5 6
364 4 5 6
532 5 ) 6
740 4 6 7

Table 1. Comparison of diameter between best
known networks and the best of the random net-
works generated in our experiments

4.2. The Scalability Filter

Some applications and situations require networks
to be scalable. A network is said to have good scala-
bility if the size of the network can be increased with
minimum disruption and this does not cause a drastic
change in its properties. For reasons of cost, it is better
to have the option of small increments since this allows
the network to be upgraded to the required size within
a particular budget. The hypercube, for example, has
poor scalability, in that its size cannot be increased by
small increments while still maintaining its structural
properties. Random graphs, on the other hand, have
good scalability. They can be constructed for all sizes
and degrees (as long as n*d is even) and Figure 3 shows
that the diameter remains constant for a considerable
range of network sizes.

If regularity of the graph must be maintained even
after scaling, some edges must be removed and some
added to accomodate the new node. The minimum
number of edges that must be removed to scale an even
degree network by one node is d/2 whereas that re-
quired to scale an odd degree network by two nodes is
d - 1. Typically, one does not possess the flexibility of
adding new nodes anywhere in the network. It may be
required to attach the new node adjacent to a given set
of nodes. This is typically the case in a fault-tolerant
design when a spare processor must serve as a backup
for a given set of processors. We define a measure for
scalability in this context by the average increase in
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diameter caused by connecting a new node to all possi-
ble designated sets of d nodes. The network is said to
have good scalability if its diameter does not increase
considerably on average.

Not all randomly generated graphs scale well. To
evaluate the performance of random graphs with re-
gard to scalability, we generated 100 random graphs of
size 64 and degree 4 and diameter 5. Note that 5 is
the minimum diameter obtained for graphs of size 64
and degree 4 as shown in Figure 3. For each network,
we then evaluated scalability by selecting sets of four
nodes at random and adding a new node adjacent to
the designated nodes. If the designated nodes are con-
nected by an edge, then this edge is removed, otherwise
edges incident on the designated nodes are selected at
random and removed to create connections to the new
nodes as shown in Figure 6.

Before Scaling After Scaling

@ New Node

Edge removed

S Designated node

Edge added

Figure 6. Example of edges that can be removed
to accomodate a new node

The diameter is calculated for each set of four nodes
and the increase in diameter is averaged over a large
number of such runs. Figure 7 shows the cumulative
distribution of the increase in diameter for the input
graphs. It gives an idea of the threshold that can be
set for a scalability filter, e.g., if the best 10% of the
graphs are selected then we can expect that the average
increase in diameter will be no more than 0.05.

4.3. The Fault-Tolerance Filter

Reliability is an important criterion in the selection
of an interconnection network. Measures are required
to adequately capture network qualities such as grace-
ful degradation and robustness. Traditional measures,
such as connectivity, are worst-case measures and have
limited expressiveness. In this paper, we look at the
following more expressive measures: the diameter sta-
bility, A(py), the average node-pair distance stabil-
ity, 5(pf), the probability of disconnection, m4(py),
and the size of the maximum connected component,
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Figure 7. Cumulative frequency of the increase
in diameter for random networks of size 64 and
degree 3

Xmaz(Ps), all in the presence of link failures occur-
ing independently with probability p;. These measures
were introduced in [11] and some research has already
been done in characterizing various networks with re-
spect to these measures. We performed experiments to
evaluate the vulnerability of regular random networks
with respect to these four measures. We used random
networks of size 64 and degree 3 and 4 and compared
“their performance with other networks of similar size
and degree. The network used was chosen at random
from the set of minimum diameter networks obtained
at the output of the diameter filter.

Figure 8 shows the comparison of diameter stability
among degree 3 and degree 4 networks. The random
regular networks of degree 4 outperform all the net-
works in its category whereas in the degree 3 category,
it is second-best. Though Figures 9 and 11 show av-
erage node-pair distance stability and probability of
disconnection for degree 3 networks only, the perfor-
mance of random networks in the degree 4 category
was observed to be the same as in the case of diameter
stability. All these results show that random networks
perform better than most of their counterparts with
respect to fault tolerance as well. Careful examination
of the results reveals that networks that are not reg-
ular are more vulnerable compared to those that are
regular, as can be seen in the case of shuffle exchange
networks and meshes.

The fault-tolerance filter that we use is a combi-

nation of four filters: one for each of the four mea-
sures. Thresholds are typically specified as a scalar
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Figure 8. Diameter vs. probability of link failure

value and since each of the fault tolerant measures is
given by a vector of values (corresponding to different
link(node) failure probabilities), some transformation
must be used to convert the vector of values to a sin-
gle value. If the designer knows the exact value of
the link failure probability, then the value of the mea-
sure corresponding to that failure probability can be
used to do the comparison. However, it may be dif-
ficult for the designer to decide on the exact value of
the failure probability. One transformation that can
be applied would be to use the area under the curve
obtained when plotting the values. This transforma-
tion assumes that each failure probability in the range
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of interest is equally likely. Since this may not be the
case in most situations, a more appropriate transfor-
mation would be to associate weights with each of the

failure

probabilities and use a weighted sum of the val-

ues corresponding to different failure probabilities.
The output at the end of the set of filters depends on
the threshold values that have been set for each filter.
A stringent threshold value passes a smaller number of
networks through it. If the filter produces no output,
the designer would have to refine the threshold values
or increase the number of input graphs generated.
Experiments were performed to evaluate the ef-
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ficiency of the approach by passing random graphs
through a multitude of filters. Graphs of size 64 and
degree 4 were generated and first passed through a di-
ameter filter and then through a fault tolerance filter.
The threshold of the diameter filter was set at 7. The
networks obtained at the output of the diameter fil-
ter were tested for their fault tolerant characteristics
by using two filters, the A(pys) filter and the D(pj)
filter. The range of link failure probabilities of inter-
est to us in this example was [0.0,0.2]. Our initial set
consisted of 1000 randomly-generated networks. After
passing through the diameter filter, we were left with
33%(=330) of the networks. These networks were then
evaluated for the two fault tolerance measures and then
ranked according to their performance. The thresholds
of the filters were set such that only those input net-
works that lie among the best 5% pass through it. The
number of graphs obtained at the end of the filtering
process was a respectable 1.5%(=15). It is important
to note this “short-list” contains graphs that are better
than most graphs published in the literature with re-
gard to diameter and the two fault tolerance measures.

5. Conclusions and Future Work

Synthesizing networks that satisfy a certain set of
performance or fault-tolerance requirements is difficult.
In our approach, we generate a large number of ran-
dom regular networks and filter out those that do not
comply with the requirements. The choice of random
regular networks was motivated by their ease and flexi-
bility of construction and their surprisingly good prop-




erties. The filtering process consists of filters arranged
in tandem, one for each requirement to be satisfied.
Each filter removes networks that do not comply with
the requirement associated with it. The strength of
this approach lies in the versatility and extendability
of the filtering step, in that a different set of filters
can be used for a different set of requirements and new
filters can be added as and when newer measures are
developed. We demonstrated the effectiveness of this
approach by synthesizing fault-tolerant networks with
a small diameter.

Extensions to the current work are ongoing in sev-
eral directions. Other filters are currently being stud-
ied, among them are the filter for embeddability and
routability. Other network-generation algorithms are
being developed and assessed. A graphical tool to fa-
cilitate synthesis of interconnection networks through
our approach is also on the anvil.
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As multiprocessor systems become more complex, their reliability will need to
increase as well. In this thesis we propose a novel technique which is applica-
ble to a wide variety of distributed real-time systems, especially those exhibiting
data parallelism. We assert that for high reliability, a combination of system-level
fault tolerance and application-level fault tolerance works best. In many systems,
application-level fault tolerance can be used to bridge the gap when system-level
fault tolerance alone does not provide the required reliability. We exemplify this

with the RTHT target tracking benchmark and with the ABF beamforming bench-

mark, and discuss integration with two additional parallel applications.
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CHAPTER 1

INTRODUCTION

Every computer system in operation today is certain to experience faults dur-
ing its operable lifespan. Faults may be thought to arrive at a system from many
sources, including environmental factors, interaction with other systems, interac-
tions with human users, or hardware and software design flaws accidentally built
into the system. A system that is able to function reasonably well despite the

manifestation of faults such as these is thought to be highly reliable.

1.1 System Reliability

Reliability is one of the most desirable traits of any computer system today,
be it a desktop workstation, used for multimedia applications, or a mission-critical

server in some capacity. The reliability of a system is linked directly to its ability to

either avoid faults or its ability to operate correctly despite the presence of faults

[2]. Fault avoidance includes any technique designed to decrease the likelihood
of a fault occurring anywhere in the system, while fault tolerance includes any
technique to minimize the effects of a fault upon system operation. Most modern

computer systems make use of both techniques to some degree.
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1.2 Fault Tolerance

In order to better understand the following taxonomy, it should be understood
that an error is the manifestation of a fault. The process of tolerating a fault might
include detecting the presence of the fault, or an error generated out of the fault,
and reacting to that fault or error to hopefully combat its effects. Faults may
be detected in many ways. In general, a system could look for either the fault
itself, or attempt to detect the error(s) generated from the fault. Timeout schemes
could be employed: if a particular component does not respond to a query within
certain time, it could be assumed faulty. Data could be checked for accuracy or
correctness: input or output data could be compared with data from redundant
source or could be checked against known ranges within which results should be.

How a system actually deals with a fault is a broad subject, however most
solutions make use of some form of redundancy: hardware, information, time, or
software. [1]

Passive hardware redundancy implies that a system. is able to mask a fault
without reconfiguration, redundant hardware operates in parallel performing the
same task, and a voter decides which output to take. A Triple-Modular Redun-
dancy (TMR) system is a passive hardware redundancy implementation. Active
hardware redundancy necessitates that the system must be able to detect the pres-
ence of a fault and dynamically reconfigure in order to take advantage of redundant
components. An e#ample is a system where checkpoints are taken periodically and
tasks running a particular node may be relocated and restarted on another (spare)

node if the original node becomes faulty.
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Information redundancy most often refers to the use of data-level codes. Here a
unit of data is encoded, generally in such a way as to compress it, and the encoded
information may be used to check or even correct the integrity of the original data
at a later time. Parity bits, m-out-of-n codes, and checksums are examples of codes
that allow error detection, while Hamming and other codes may be used to both
detect and correct errors.

Time redundancy makes use of a backup, or recovery, plan that is put into
effect upon detection of a fault in the primary. That is, a backup, sometimes

called ghost, process could be started if the primary task were detected to have

failed.

Software redundancy refers to techniques such as n-version programming, or
the recovery block approach. Here two or more, perhaps different, versions of a
piece of software are provided so that if one fails due to one fault, another version
will hopefully be unaffected by that same fault. The recovery block approach is an
example of both time and software redundancy - the recovery block is a program
that may take less time to execute, perhaps using a different algorithm, than the

primary, and is not scheduled unless the primary will miss its deadline.

1.3 Levels of Fault Tolerance

Thus we can have redundancy at different levels of a system. However, in this
paper we apply an additional classification of fault tolerant techniques: we deal

with fault tolerance at two levels, system-level and application-level.
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e System-Level Foult Tolerance: This encompasses redundant system compo-
nents and recovery actions taken by the system. The components involved
might include operating systems, scheduling/allocation algorithms, redun-
dant hardware/network configurations, and recovery algorithms. For exam-
ple, in the event of a failed processing unit, the component of the system
responsible for fault tolerance would take care of rescheduling the task(s)
which had been executing on the faulty node, and restarting them on a good

node from the previous checkpoint.

o Application-Level Fault Tolerance: Application-level fault tolerance encom-
passes redundancy and recovery actions within the application software. Here
various tasks of the application may communicate in order to learn of faults

and then provide recovery services, making use of some redundancy.

It should be noted that these classes of fault tolerance may each be implemented
using any of the four types of redundancy.v The classification we propose here is
independent of the redundancy techniques used at each level.

If we consider system-level fault tolerance alone, we have fo