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FOREWORD

This document defines the protocol standards for the Internet Protocol Suite (IPS), which
is commonly referred to as Transmission Control Protocol/Internet Protocol (TCP/IP)
protocols used for data communications within the National Airspace System (NAS).
This handbook is for guidance only. It cannot be cited as a requirement. If it is cited as a
requirement, the contractor does not have to comply.
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1. SCOPE

1.1 Scope. This handbook recommends the protocols, features, and services that should
be supported in a Federal Aviation Administration (FAA) IPS environment within the
National Airspace System (NAS). This handbook will focus on documenting the required
TCP/IP standards for connection oriented service and User Datagram Protocol (UDP)
standards for connectionless service, see Figure 1. This handbook is for guidance only. It
cannot be cited as a requirement. If it is, the contractor does not have to comply.
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FIGURE 1. Internet protocol suite

Specified in this handbook are the minimum recommendations, additional protocols and
services that may be implemented by mutual agreement. The minimum set defined herein
may exceed the minimum requirements for a particular subnetwork.

This document was prepared in accordance with FAA-STD-005e.

1.2 Purpose. The purpose of this document is to recommend standardized IPS protocols,
options, and service elements that are available for implementation within FAA
subnetworks. It will also assist FAA project personnel in determining the minimum
features and options that must be supported in order to ensure uniform IPS
implementation throughout the FAA. Finally, the implementation of the material
presented in this handbook will allow FAA systems to be compatible with the global
internet and enable transparent interface with the existing network infrastructure to
support current and future FAA programs.

2. APPLICABLE DOCUMENTS
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2.1 Government documents. The following government documents form a part of this
handbook to the extent specified herein. In the event of conflict between the documents
referenced herein and the content of this handbook, the content of this handbook shall be
considered the superseding document.

Standards

FAA-STD-005e

FAA-STD-039B

FAA-STD-042A

FAA-STD-043A

FAA-STD-045

FAA-STD-047

FAA-STD-048

FAA-STD-049

Preparation of Specifications, Standards and Handbooks,
1996

National Airspace System (NAS), Open Systems

Architecture and Protocols, 1996

0SI Naming and Addressing Registration, 1994

Open System Interconnection (0Sl), Priority, 1994

Open System Interconnection (0Sl), Security Architecture

Protocols and Mechanisms, 1994

Open System Interconnection (0Sl), Conformance Testing,

1993

Open System Interconnection (0Sl), Interoperability

Standard, 1995

Fiber Optic Standard for Telecommunication Systems and

Equipment, 1994

Federal Information Processing Standards (FIPS)
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FIPS PUB 146-2 Profiles for Open Systems Internetworking Technology
(POSIT), 1994

Other Government Publications

FAA-HDBK-002 Systems Management, 1997

ENET1370-002.1AFAA Enterprise Network, Internet Packet Exchange (IPX)
and Transmission Control Protocol/Internet Protocol

(TCP/IP) Address Assignments

2.2 Non-Government documents. The following non-government documents form a
part of this handbook to the extent specified herein. In the event of conflict between the
documents referenced herein and the contents of this handbook, the contents of this
handbook shall be considered the superseding document.

Internet Standards

RFC-768 User Datagram Protocol, J. Postel, August 1980

RFC-791 Internet Protocol, J. Postel, September 1981

RFC-793 Transmission Control Protocol, J. Postel, September 1981
RFC-821 Simple Mail Transfer Protocol, J. Postel, August 1982
RFC-826 Ethernet Address Resolution Protocol, D. Plummer,

November 1982

RFC-854 Telnet Protocol Specification, J. Postel, J.K. Reynolds,
May

1983



RFC-894
Ethernet

RFC-903
Mann,

RFC-950
Postel,

RFC-951
1985

RFC-959
October 1985

RFC-974
January

RFC-1042

RFC-1055

RFC-1101
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Standard for the Transmission of IP Datagrams over

Networks, C. Hornig, April 1984

Reverse Address Resolution Protocol, R. Finlayson, T.

J.C. Mogul, M. Theimer, June 1984

Internet Standard Subnetting Procedure, J. Mogul, J.

August 1985

Bootstrap Protocol, W.J. Croft, J. Gilmore, September

File transfer Protocol, J. Postel, J.K. Reynolds,

Mail Routing and the Domain System, C. Partridge,

1986

Standard for the Transmission of IP Datagrams over 802

Networks, J. Postel, J. Reynolds, February 1988

Nonstandard for Transmission of IP Datagrams over Serial

Lines: SLIP, J.L. Romkey, June 1988

DNS Encoding of Network Names and Other Types, P.V.



RFC-1112
August

RFC-1122
R.

RFC-1123
R.

RFC-1144

RFC-1148

RFC-1166
July

RFC-1183

RFC-1191
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Mockapetris, April 1989

Host Extensions for IP Multicasting, S.E. Deering,

1989

Requirements for Internet Hosts-Communications Layers,

Braden, October 1989

Requirements for Internet Hosts-Application and Support,

Braden, October 1989

Compressing TCP/IP Headers for Low-speed Serial Links,

V. Jacobson, February 1990

Mapping between X.400 (1988)/1SO 100021 and RFC-822,

S. Kille, March 1990

Internet Numbers, S. Kirkpatrick, M. Stahl, M. Recker,

1990

New DNS RR Definitions, C.F. Everhart, L.A. Mamakos, R.

Ullmann, P.V. Mockapetris, October 1990

Path MTU Discovery, J.C. Mogul, S.E. Deering, November



RFC-1267

RFC-1332

RFC-1356
Packet

RFC-1390

RFC-1247

RFC-1661

RFC-1700

RFC-1706

RFC-1723
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1990

Border Gateway Protocol 3 (BGP-3), K. Lougheed, Y.

Rekhter, October 1991

The PPP Internet Protocol Control Protocol (IPCP), G.

McGregor, May 1992

Multiprotocol Interconnect on X.25 and ISDN in the

Mode, A. Malis, D. Robinson, R. Ullmann, August 1992

Transmission of IP and ARP over FDDI Networks, D. Katz,

January 1993

OSPF Version 2, J. Moy, March 1994

The Point-to-Point Protocol (PPP), W. Simpson, July 1994

Assigned Numbers, J. Reynolds, J. Postel, October 1994

DNS NSAP Resource Records, B. Manning, R. Coletta,

October 1994

RIP Version 2-Carring Additional Information, G. Malkin,

November 1994



Downloaded from https://www.everyspec.com

RFC-1782 TFTP Option Extension, G. Malkin, A. Harkin, March 1995
RFC-1783 TFTP Blocksize Option, G. Malkin, A. Harkin, March 1995
RFC-1784 TFTP Timeout Interval and Transfer Size Option, G.
Malkin,

A. Harkin, March 1995

RFC-1785 TFTP Option Negotiation Analysis, G. Malkin, A. Harkin,
March 1995
RFC-1880 Internet Official Protocol Standards, J. Postel,
November
1995

Other Publications

International Civil Aviation Organization (ICAQO) Annex 10, Volume I11, Part 2, Chapter
3 (ATN) 1996

2.3 Document sources. Obtain copies of the applicable documents or standards by
contacting the appropriate organizations.

2.3.1 FAA documents. Copies of FAA specifications, standards, and publications may
be obtained from the Contracting Officer, Federal Aviation Administration, 800
Independence Avenue, S.W., Washington, D.C., 20591. Request should clearly identify
the desired material by number and date, and state the intended use of the material.

2.3.2 Federal or military documents. Copies of federal or military documents are
available from the Standardization Document Order Desk, 700 Robbins Avenue,
Building 4D, Philadelphia, PA 19111-5094

2.3.3 Request for comments. Copies of Request for Comments (RFC) may be obtained
from DS.INTERNIC.NET via File Transfer Protocol (FTP), Wide Area Information
Service (WAIS), and electronic mail.
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If FTP is used, RFCs are stored as rfc/rfcnnnn.txt or rfc/rfcnnnn.ps where "nnnn" is the
RFC number. Login as "anonymous" and provide your E-Mail address as the password.

If WAIS is used, the local WAIS client or Telnet to DS.INTERNIC.NET can be used.
Login as "wais" (no password is required) to access a WAIS client; help information and
a tutorial for using WALIS are available online. Search the "rfcs™ database to locate the
desired rfc.

If electronic mail is used, send a mail message to mailserv@ds.internic.net and include
any of the following commands in the message body:

document-by-name rfcnnnn where "nnnn" is the RFC number;
the text
version iIs sent

file/ftp/rfc/rfcnnnn._yyy where "nnnn* is the RFC number
and "yyy" is

"txt" or “ps"

3. DEFINITIONS

3.1 Acronyms. The acronyms used in this handbook are defined as follows:

API Application Programming Interface
ATN Aeronautical Telecommunication Network
ARP Address Resolution Protocol

ARPAnet Advanced Research Projects Agency Network

BGP Border Gateway Protocol

BOOTP  Boot Strap Protocol
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CL Connection-less

CMIP Common Management Information Protocol

Cco Connection-oriented

DGRAM  Datagram

DNS Domain Name System

DOD Department of Defense

EGP Exterior Gateway Protocol

FAA Federal Aviation Administration

FDDI Fiber Distributed Data Interface

FIPS Federal Information Processing Standards Publication

FTP File Transfer Protocol

GUI Graphical User Interface

1CAO International Civil Aviation Organization
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ICMP Internet Control Message Protocol

1GMP Internet Group Management Protocol

I1GP Interior Gateway Protocol

IEEE Institute of Electrical and Electronics Engineers
1/0 Input/Output

1P Internet Protocol

IPCP Internet Protocol Control Protocol

IPS Internet Protocol Suite

I1SDN Integrated Services Digital Network

1SO International Organization for Standardization

LAN Local Area Network

MILNET Military Network

MTU Maximum Transmission Unit
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NAS National Airspace System

NSFNet National Science Foundation Network

(O8] | Open Systems Interconnection

OSPF Open Shortest Path First

POSIT Profiles for Open Systems Internetworking Technologies

PPP Point-to-Point Protocol

PSN Packet Switched Network

RARP Reverse Address Resolution Protocol

RFC Request for Comments
RIP Routing Information Protocol
RPC Remote Procedure Call

SLIP Serial Line Internet Protocol

SMTP Simple Mail Transfer Protocol



SNMP

SR

TCP

TFTP

TLI

TS

ubP

WAIS

WAN

3.2 Internet.

(e.g.
Advanced Research Projects Net [ARPAnet], National
Science
Foundation Net [NSFNet], Military Network [MILNET]) and
mid-level network stub networks. These
commercial
(.com or .co), university (.ac or .edu), other research
networks
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Simple Network Management Protocol

Source Route

Transmission Control Protocol

Trivial File Transfer Protocol

Transport Layer Interface

Timestamp

User Datagram Protocol

Wide Area Information Service

Wide Area Network

(.org or _net), and military (.mil) networks.

many different

physical networks around the world with various

protocols

including the IP.

A three-level hierarchy composed of backbone networks



3.3 Network.

3.4 Profile.
service or

3.5 Protocol.
especially

electrical and

ordering, and

stream.

including the

character

defined by

Downloaded from https://www.everyspec.com

Hardware and software data communication systems.

A list of protocols that support the implementation of a

function in a network.

A set of formal rules describing how to transmit data,

across a network. Low-level protocols define the

physical standards to be observed, bit- and byte-

transmission, error detection, and correction of the bit

High-level protocols deal with data formatting,

syntax of messages, the terminal-to-computer dialogue,

sets, sequencing of messages, etc. Many protocols are

RFCs or by International Organization for

Standardization (1S0)

3.6 Socket.
connection

UNIX

facilities.

datagram

standards.

The Berkeley UNIX mechanism for creating a virtual

between processes. Sockets form the interface between

standard input/output (1/0) and network communication

They are of two types, stream (bi-directional) or
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(DGRAM) (fixed length destination-addressed messages).

The

socket library function socket creates a communications
end-point

or socket and returns a file descriptor with which the
socket is

accessed. The socket has an associated socket address,
consisting

of a port number and the local host"s network address.

3.7 Subnetwork.A collection of end systems and intermediate systems
under the

control of a single administrative domain, which uses a
single

network access protocol.

3.8 Subprofile. A subset of a profile that supports a specific protocol
layer in a

network application.

3.9 World Wide An internet client-server distributed information
retrieval system

Web. which originated in the CERN High-Energy Physics
laboratories

in Geneva, Switzerland.

4. GENERAL RECOMMENDATIONS

This section specifies general recommendations for implementing the IPS protocols
within a subnetwork. The IPS allows computers of all sizes, from different vendors, using
different operating systems, to exchange data. This data transfer is accomplished via data
networks using protocols that perform different functions at different layers of the data
exchange. The complete set of protocols necessary for this communication is referred to
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as a protocol suite. Depicted in Figure 2 is a typical protocol suite; the suite will vary and
is dependent upon the implemented network services.

ALLE SR ERE
e — TP LHTE BOLTE
A —
ILP LLP
TP TCI VTP ARP RARP

Mobwenrk Access Tanks

FIGURE 2. Protocol suite

Each layer of the protocol suite supports the implementation of a different function
within a communication network. The lower layer will typically provide services to the
upper layer by using the services provided by the layer below it. In order to implement
the desired network functions, a layer can consist of more than one protocol. The
grouping of protocols that support the functional requirements of a protocol layer is
referred to as a subprofile.

The link subprofile, also referred to as the network access layer, provides the physical
interface to the network and connects the system to the network via the network interface
card and device driver. This layer is where the electrical and mechanical characteristics
are defined for the network.

The network subprofile, also know as the internet layer, provides for the movement of
data packets around the network. This layer handles packet routing, addressing, packet
fragmentation, and reassembly and security.

The transport subprofile provides end-to-end communications between two hosts. This
layer is used to provide both reliable and unreliable service for an application.

The application subprofile provides the functions and services to an end-user. A few of
the services provided are security (remote login), file transfer over the network, and
electronic mail delivery.
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Implementation of IPS systems that will connect to the Internet systems should be in
accordance with RFC-1880, Internet Official Protocol Standards.

Implementation of the network management system in an IPS network should be in
accordance with FAA-HDBK-002, Systems Management.

The recommendations listed within this handbook comply with Federal Information
Publication (FIPS) 146-2, Profiles for Open Systems Internetworking Technologies
(POSIT).

Subnetworks that will interface and support communications with the OSI-based
international Aeronautical Telecommunication Network (ATN), must implement the
practices and standards contained in the following documents:

e International Civil Aviation Organization (ICAO) Annex 10, Volume III, Part 2,
Chapter 3 (ATN);
e National Airspace System Open Systems Architecture and Protocols, FAA-STD-039B.

4.1 Link layer subprofile. The link layer, or media access layer, normally includes the
device drivers for the operating system and the corresponding network interface card
installed in the computer. This layer handles the hardware details or the physical
interfacing to the transmission medium (i.e., cable, radio link). It provides the
mechanical, electrical, functional, and procedural methods necessary to activate,
maintain, and deactivate physical connections for data links. General recommendations
for implementation of the link layer should be done in accordance with RFC-1122,
Requirements for Internet Hosts-Communication Layer. Detailed recommendations for
physical interfaces is contained in Section 5.1.1 of this document, Link Subprofile.

4.2 Network layer subprofile. The network layer handles the movement of packets
around the network. This layer performs address conversion between internet protocol
addresses and Ethernet addresses in local area network (LAN) environments. This layer
also defines the gateway interface, multicast specifications, and low-level network
management.

General recommendations for implementation of the network layer should be done in
accordance with RFC-1122, Requirements for Internet Hosts-Communication Layer.
Detailed recommendations for the network layer are contained in Section 5.1.2 Network
subprofile of this document.

4.3 Transport layer subprofile. The transport layer provides a flow of data between two
hosts for the application layer above it. In the IPS, there are two vastly different transport
protocols: one for reliable connection-oriented service, and the other for unreliable
connectionless service. General recommendations for implementation of the transport
layer should be done in accordance with RFC-1122, Requirements for Internet Hosts-
Communication Layer. Detailed recommendations for the transport layer are contained in
Section 5.1.3, Transport subprofile, of this document.
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4.4 Application layer subprofile. The application layer handles the details of specific
application programs. General recommendations for implementation of the application
layer should be done in accordance with RFC-1123, Requirements for Internet Hosts-
Application and Support. Detailed recommendations for the application layer are
contained in Section 5.1.4, User extended subprofile, of this document.

5. DETAILED RECOMMENDATIONS

This section specifies the detailed recommendations necessary to implement IPS
protocols within an FAA subnetwork. Contained in Section 5.1 are the subprofile
recommendations that network implementors should follow in order to provide a
consistent and uniform data transmission environment within FAA networks. Compliance
with these recommendations will allow the same services and features to be supported in
all similar networks, enable network-to-network compatibility, standardize maintenance
and troubleshooting, and decrease implementation costs.

5.1 User profiles. Networking protocols are typically implemented in a layered approach,
with each layer responsible for a different facet of communication. The IPS complies
with this philosophy, and consists of various protocols that enable data communications.
The complete set of protocol layers is referred to as a protocol stack. The protocols are
implemented at different layers of the protocol hierarchy and perform different
communication tasks, see Figure 3.

TdnaTlogn FTP SHTE NS TETF EOOTE SHHE V12 Applcaton
RRC-5541262 RRC-a54  REC-52 RFC-1345 RRC-135041 755 REC-4514542 RRC-1157A44% Subprofile
TCE ToF Transpoet
REC-743 RFC-76E Subprofie
ICHE SRR ¥2 [IZEOSEE EGEFTEGE 11 P Hutticst
REC-J92 RFC-1723 RFC-1247 RFC-1267 RFC-1332 RFC-1112 Network
Subprofle
o
REC-741
ARERART ARERART ank) T
REC-G26803 REC-G26803 REC-577 REC-1661 Link
R s ] [, preememnmnenEnesnen oo Snhprofile
[FDIT Bttt [EEE $02 R P L1 1 3 SIF
-13490 REC-5394 RFC-1042 . RFC-1144 RPC-1055
[ ¥ 21bis

FIGURE 3. Internet protocol suite, protocol stack

The protocols used and the number of layers in the protocol hierarchy are dependent upon
the type of services the network will provide to the end user. The individual layer of a
protocol stack is referred to as a subprofile. Each subprofile consists of identifying the
protocols for a specific layer that will allow the network to provide the desired services.
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The four IPS subprofile types deployed in FAA networks are: link, network, transport,
and user extended, as identified in Figure 4.

Application User Extended Subprofile
'Ii‘anspnrt Transpott Subprofile
Metwror Hemrark Subprofile

Link Link Subprofile

FIGURE 4. Subprofile layers

5.1.1 Link subprofile. The subnetwork subprofile specifies the protocols that provide
services corresponding to the physical and data link layers. Users may be directly
connected to either the NAS backbone Wide Area Network (WAN) or to a NAS access
LAN. Backbone WAN end-systems adhere to the backbone WAN subprofile, which is
based on the fiber distributed data interface (FDDI) protocol. Access LAN end-systems
adhere to the available access LAN subprofiles, which are based on Ethernet, Token
Ring, or serial interface protocols. Access LAN end-systems are connected to backbone
WAN and remote LAN end systems via a NAS multiprotocol router. End-systems should
implement the backbone WAN subprofile, the Ethernet access LAN subprofile, or the
Token Ring access LAN subprofile in accordance with FAA-STD-039B, NAS Open
System Architecture and Protocols for the physical link. The link protocols should be
implemented in accordance with the specification applicable to the physical interface.
Implementation of the Link Subprofile should be done in accordance with RFC-1122,
Requirements for Internet Hosts-Communication Layers.

5.1.1.1 LAN connections. The NAS supports the following LAN interfaces.

5.1.1.1.1 Ethernet. Transmission of IP datagrams over Ethernet networks should be in
accordance with FAA-STD-039B, NAS Open System Architecture and Protocols and
RFC 894, A Standard for the Transmission of IP Datagrams over Ethernet Networks.

5.1.1.1.2 IEEE 802. Transmission of IP datagrams over Institute of Electrical and
Electronics Engineers (IEEE) 802 networks should be in accordance with FAA-STD-
039B, NAS Open System Architecture and Protocols, and RFC-1042, A Standard for the
Transmission of IP Datagrams over IEEE 802 Networks.

5.1.1.1.3 FDDI. Transmission of IP datagrams over FDDI networks should be in
accordance with FAA-STD-039B, NAS Open System Architecture and Protocols, and
RFC-1390, Transmission of IP and address resolution protocol (ARP) over FDDI
Networks.
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5.1.1.1.4 ARP/Reverse Address Resolution Protocol (RARP). Implementation of
address resolution between the FDDI, Ethernet or IEEE 802 addresses and the IP
addresses should be in accordance with RFC-826, Address Resolution Protocol (ARP), or
RFC-903, Reverse Address Resolution Protocol (RARP).

5.1.1.2 Serial interfaces. Encapsulation of IP datagrams on serial lines should be
performed in accordance with one of the following RFCs:

e RFC-1055, Nonstandard for Transmission of IP Datagrams over Serial Lines: Serial
Line Internet Protocol (SLIP),

e RFC-1144, Compressing TCP/IP Headers for Low-speed Serial Links,

e RFC-1661, The Point-to-Point Protocol (PPP).

5.1.1.3 Packet Switched Network (PSN X.25). Implementation of the physical and data
link layers of X.25 for an IPS network should be in accordance with FAA-STD-039B,
NAS Open System Architecture and Protocols, RFC-1356, Multiprotocol Interconnect on
X.25, and ISDN in the Packet Mode.

5.1.1.4 Loopback interface. The link implementation should support a loopback
interface that allows a client and server on the same host to communicate with each other
using TCP/IP. The class A network ID 127 is reserved for the loopback interface, refer to
RFC-1166, Internet Numbers, for detailed network number information.

5.1.1.5 Maximum Transmission Unit (MTU). The maximum byte size of a frame that
can be encapsulated is referred to as the maximum transmission unit (MTU). The MTU
for Ethernet is 1500 bytes and the MTU for IEEE 802 is 1492 bytes. The MTU for a
point-to-point link (e.g., SLIP or PPP) is determined by the desired response time, refer to
RFC-1191, Path MTU Discovery, for detailed MTU information.

5.1.2 Network subprofile. The network subprofile specifies the protocols that provide
services corresponding to the network layer. The protocol used in the IPS networks is IP.
IP is designed for use in interconnected packet-switched computer communication
networks and provides addressing and fragmentation services. This is not a reliable
communication facility. If a higher quality of service is desired, those features must be
implemented by a higher layer protocol. Implementation of the network subprofile should
be in accordance with RFC-1122, Requirements for Internet Hosts-Communication
Layers.

5.1.2.1 Internet Protocol (IP). IP support should be in accordance with RFC-791,
Internet Protocol.

5.1.2.1.1 Network addressing. Network addressing should be in accordance with
Guidance ENET1370-002.1A, for nonoperational networks, and FAA-STD-042A, for
operational networks.
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5.1.2.1.2 Subnet extensions. Subnet extensions to the addressing architecture should be
in accordance with RFC-950, Internet Standard Subnetting Procedure.

5.1.2.1.3 IP multicasting. Multicasting support should be in accordance with RFC-1112,
Internet Group Management Protocol (IGMP).

5.1.2.2 Routing. Networks under the same administrative control are referred to as
autonomous systems. Routers used for information exchange within autonomous systems
are called interior routers and they use interior gateway protocols (IGP). Routers that
move information between autonomous systems are exterior routers and they use exterior
gateway protocols (EGP). Dynamic routing for IPS environments should be implemented
using either IGP or EGP routers.

5.1.2.2.1 IGP. The IGPs supported by an IPS autonomous router (same network) should
be in accordance with either RFC-1583, Open Shortest Path First (OSPF) V2 or RFC-
1723, Routing Information Protocol (RIP) V2.

5.1.2.2.2 EGP. The EGPs supported by an IPS router that moves information between
autonomous systems (different networks) should be in accordance with RFC-1267,
Border Gateway Protocol 3 (BGP-3).

5.1.2.2.3 Error detection and reporting. Error detection and reporting should be
accomplished using RFC-950, Internet Standard Subnetting Procedure.

5.1.2.3 Network control protocol for PPP. The network control protocol implemented
for PPP should be in accordance with RFC-1332, The PPP Internet Protocol Control
Protocol (IPCP).

5.1.3 Transport subprofile. The transport subprofile specifies the protocols that provide
services for the transport layer of the IPS protocol stack. The IPS transport layer will
support two transport subprofiles. The available subprofiles are the IPS connection-
oriented (CO) transport subprofile or the IPS connection-less (CL) transport subprofile.

CO service is provided using the TCP, which is the primary virtual-circuit transport
protocol for IPS. TCP provides reliable, in-sequence delivery of a full-duplex data stream
and is used by applications requiring reliable, CO service (i.e., single mail transfer
protocol [SMTP], FTP, Telnet).

CL service is provided using the UDP, which offers minimal transport service and does
not provide guaranteed delivery. This protocol gives applications direct access to the
datagram service of the IP layer. The only services this protocol provides over IP are
checksumming of the data and multiplexing by port number. Therefore, applications
running over UDP must deal directly with end-to-end communication problems that a CO
protocol would have handled (i.e., transmission for reliable delivery, packetization and
reassembly, flow control, etc.). UDP is used by applications that do not require the level
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of service that TCP provides or if communications services that TCP does not provide
(i.e., broadcast, multicast) are to be used.

Implementation of the Transport subprofile should be done in accordance with RFC-
1122, Requirements for Internet Hosts-Communication Layers.

5.1.3.1 TCP. The reliable, CO communication protocol used in IPS networks should be
TCP. The protocol should be implemented in accordance with RFC-793, Transmission
Control Protocol.

5.1.3.2 UDP. The unreliable, CL oriented communication protocol used in IPS networks
should be UDP. The protocol should be implemented in accordance with RFC-768, User
Datagram Protocol.

5.1.4 User extended subprofile. The user extended subprofile provides services
corresponding to the application layer. The applications available are dependent upon the
implemented transport layer and end-user requirements.

The user extended subprofile is transport layer specific and cannot be interchanged
between the transport subprofiles. Therefore, exercise caution when implementing user
extended subprofile. Prior to implementing a user extended subprofile verify that the
applicable transport layer is supported by the network.

In order to efficiently use the existing World Wide Web, also known as the Internet, the
FAA subnetworks must support the standard application configuration. This will enable
subnetworks to connect to the Internet with fewer problems and support the existing
services. The current standard Internet services are:

e Remote Login,

e File Transfer,

e Electronic Mail,
e Support Services.

The general implementation of these services should be in accordance with RFC-1123,
Requirements for Internet Hosts-Application and Support.

5.1.4.1 Remote login. The standard internet application protocol for remote login is
Telnet. It provides the encoding rules necessary to link a user's keyboard/display on a
client system with a command interpreter on a remote server system.

5.1.4.1.1 Telnet. Implementation of Telnet should be in accordance with RFC-854,
Telnet Protocol Specification.

5.1.4.2 File transfer. The user extended subprofile supports two file transfer protocols,
one for TCP and another for UDP. The file transfer protocol for TCP is FTP. The file
transfer protocol for UDP is trivial file transfer protocol (TFTP).
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5.1.4.2.1 FTP. Implementation of the FTP for TCP should be in accordance with RFC-
959, File Transfer Protocol. The file transfer capability of FTP allows a user to copy a file
from one system to another system.

5.1.4.2.2 TFTP. Implementation of the file transfer protocol for UDP should be done in
accordance with RFC-1782, TFTP Option Extension, RFC-1783, TFTP Blocksize
Option, RFC-1784, TFTP Timeout Interval and Transfer Size Options, and RFC-1785,
TFTP Option Negotiation Analysis. TFTP is a simple and small file transfer protocol. It
is intended to be used when bootstrapping diskless systems (i.e. workstations or X-
terminals); therefore, implementations of TFTP can fit in read-only memory.

5.1.4.3 Electronic mail. Mail is sent by a series of request/response transactions between
a client, the sender-SMTP, and a server, the receiver-SMTP, using the SMTP.

5.1.4.3.1 SMTP. Implementation of electronic mail for TCP should be in accordance
with RFC-821, Simple Mail Transfer Protocol, RFC-1148, Mapping between X.400
(1988)/ 1SO 100021, and RFC-822.

5.1.4.4 Support services. The following sections cover the protocols necessary to supply
support services. The standard support services are domain name system, host
initialization, and network management. Implementation of these services should be in
accordance with RFC-1123, Requirements for Internet Hosts-Application and Support.

5.1.4.4.1 Domain name system. A host must implement a resolver to convert host names
to IP addresses and vice-versa. Implementation of a domain name system should be in
accordance with the following RFCs:

DOD Internet Host Table Specification (Optional),

RFC-974, Mail Routing and the Domain System,

RFC-1101, DNS Encoding of Network Names and Other Types,
RFC-1183, New DNS RR Definitions,

RFC-1706, DNS NSAP Resource Records.

5.1.4.4.2 Host initialization. When initializating a diskless host that contains no
permanent storage configuration information must be dynamically obtained from the
network. Diskless host initialization should be in accordance with the following RFCs:

e RFC-906, Bootstrap Loading Using TFTP,
e RFC-951, Bootstrap Protocol,
e RFC-1084, BootP Vendor Information Extensions.

5.1.4.5 Network management. Network management should be implemented using
either simple network management protocol (SNMP) over UDP or common management
information protocol (CMIP) over TCP. Therefore, in order to allow management to be
performed by either protocol, a host must implement an appropriate management agent
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for both SNMP and CMIP. Implementation of network management should be in
accordance with FAA-HDBK-002, Systems Management.

5.1.4.6 Security. Network security services, which include authentication, encryption,
access control, and data integrity, should be in accordance with FAA-STD-045, NAS
Network Security Protocols and Mechanisms.

5.1.4.7 Priority. Application priority should be in accordance with FAA-STD-043A,
NAS Priority.

5.1.4.8 Interoperability and conformance testing. System and network interoperability
and conformance testing should be in accordance with FAA-STD-047, NAS
Conformance Testing, and FAA-STD-048, NAS Interoperability Standard.

5.1.4.9 Naming and addressing. System naming and addressing should be in accordance
with FAA-STD-042A, Open System Interconnection (OSI) Naming and Addressing.

6. NOTES

6.1 Application program interface. Application programming interfaces (API) define
how programmers utilize a particular computer feature. Commonly referred to as sockets,
APIs are available for windowing systems, file systems, database systems, and
networking systems.

6.1.1 Sockets. A socket is one end of a two-way communications link between two
programs running on a network. Sockets are used to implement the connection between a
client program and a server program. Mail, FTP, Telnet, name, and finger are all
examples of services provided by computers on a network. Typically, each service is
provided on a dedicated, well-known port. A program can access a specific service by
connecting to the port dedicated to that service. In addition to the ports that are dedicated
to specific services, computers also have other ports that let programmers create their
own services. Typically ports are numbered and a program connects to a port by
specifying the port number of the service. Each service or port recognizes a certain
protocol, so requests should be formulated in a manner specific to the desired service.
This ensures that a request is understood and a response is received. Port assignments
should be in accordance with RFC-1700, Assigned Numbers.

Typically UNIX systems use Berkeley Sockets, System V Transport Layer Interface
(TLI), and Remote Procedure Call (RPC) API. Berkeley Sockets and System V TLI
provide the same functionality, which is access to TCP and UDP, and are mutually
exclusive. However, it is possible to write conditionally-compiled software to support
either API. RPC supports network subroutines using Sun's RPC protocol. Microsoft has a
sockets-like programming interface, but emphasizes event-based non-blocking to provide
constant handling of graphical user interface (GUI) events.
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UDP communications requires DGRAM sockets. Once created, a DGRAM socket can
immediately be used to transmit UDP packets. TCP requires STREAM sockets, a
STREAM socket cannot send or receive data until a connection has been established.
Therefore, prior to implementing an application, the applicable socket must be available
to support end-to-end communications.
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APPENDIX A

PROFILE RECOMMENDATIONS LISTS COMMUNICATIONS
LAYERS

A.1 SCOPE

A.1.1 Scope. This appendix contains a summary or the recommendations for the
link, network (IP), and transport layers of the IPS. Contained in the summary
tables are the feature names, applicable referenced section in RFC-1122, and
implementation conditions.

A.2 APPLICABLE DOCUMENTS
RFC-1122 Requirements for Internet Hosts-Communication Layers
A.3 DEFINITIONS

A.3.1 Applicable definitions. In addition to the definitions listed in this section,
the definitions in Section 3 of this handbook apply to this appendix.

MUST This word or the adjective "REQUIRED" means that the item is an absolute
requirement of the specification.

SHOULD This word or the adjective "RECOMMENDED" means that there may exist
valid reasons in particular circumstances to ignore this item, but the full
implications should be understood and the case carefully weighed before
choosing a different course.

MAY This word or the adjective "OPTIONAL" means that this item is truly
optional. For example; one vendor may choose to include the item because a
particular marketplace requires it or because it enhances the product, and
another vendor may omit the same item.

A.4 GENERAL RECOMMENDATIONS

A.4.1 General. The tables in this appendix list the features that should be
implemented in an IPS network.
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Footnotes:

(1) Only if feature is implemented.

(2) This condition is overruled if datagram is an ICMP error message.
(3) Only if feature is implemented and is configured "on".

(4) Unless has embedded gateway functionality or is source routed.
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TABLE A-111. UDP conditions summary
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ush Claog | I T I I |
MJJUeFata T (UG Un-pastead darta 22 11 I1XI 11
sonder collapsc succersiwve PSH [lags 4.2.2.2 1 1= 11 1
D ca'l om Apocify DOSH 4.2.2.2 11 I1x1 11
If camwt: 3awiec bafDar 1mderinibely MZZZ 1111 IxI

If camwt: PSH lask aageamt 4.2.2.2 121 1111

RoEify —ecolvivrg ALD of FSH 4.2.2.2 11 I1Z11 11
SAnl BAT S1X0 IgEant Shan peasible 22 1 IXI 111
Fimdow | I T I I |
Troat o aigeed mwmler 14.2.2.3 121 1111
Eavila 3 ZZ-D.C mWEmimT MZZI 1 IXI 111
shrink vindow Crom right M.2.2.161 11 13 1
mbat sgaimet shrinkiheg winowr 12216121 1111
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rocolver’s window closed indefinlbely M.t2.171 1 111
sander proba =eTo wimlow 4.1.2171=21 1111
First proms arter RO M.Z.2.17] IxZI 111
Expmwmtial Sackorr M.2.2.17 IXL 111
Mlowr windowr =-3y rers IndeCinibely M.L217121 1111
SawieT cimeout OX COME Fith zaro wimd M.2.2.171 111 IxI
| Irrrrii

Urgenk Data | (IO I O |
Pointer points Do last octekt M.2.24 X1 1111
irbitrary lewgth uvrgeat Gaka Spaavwce 224 Ixi 1111
e ALP svywchresenaly of urgaat daba [Mtzd 1x 11111
ALP lam LE/MO¥ MCh urgent data C'd M.2.24 IX1 111 11
| Irrrrii

B0 OpLiows | (IO I O |
Racalve TCP op-ion In a0y Soqment 2295 Ix]1 1111
Dpeora mesugpoThbad optloms 225 I1x1 1111
sops with illegal opbimm levghh .25 1x1 1111
[Nplomt Sawl] & TECcOlvine S5 Optlon 4.2.2.86 ] 1111
Sl M35 opblom wmless 5% 4.2.2.6 1 Ix1 111
smvl 259 opbion always 4.2.2.6 | 1 IxX1 1 1
S-St default 18 T M.T.2.6 |1 1111
ealoulate effackiww Smwl 20g =iz .26 Ix1 1111
(I I |

1111

TABLE A-1V. TCP conditions summary - Continued

SANIET CONpULS ChacatR MZZT IZ 1111
Racolver chack chacksmm .27 11111

| I I |

o3 clock-drivem ISH se_ectlm M1.229 Ixmiii1
support simulbawsoms spn aboamphs 4.2.2.10 IxfI 1111
SYN-ACW Tamombar: Ltk state 4.2 2.11 1x1 111 1
reaive opan call inberfors 7ibh obers -2.2.18 |1 111 1=
unctior: zimuben LIFEEN [Or 2 Pk 4.5.2.19 1K1 1111
isk IP Zor src addres: Oor ST IC wwecc. 23T 11111
otherwice., weo Dlocal wddr JF ommn 1.2.3.7 11 1111
e @ roeicesbhultlcest: [P aidress 2314 1111 I1E
Sileakly discard 3] -0 hoasb/mcast addc .23 IX1 1111

| I I |

Clesiny Camwctiors | 111111
BT can cootain data [4.2.2.12 | 11 11 1
e spplication of aborbod .12.2.13 1ZEl 1111
Ealf-duplex cless CRwecktlons 213 1 11X1 11
Sawl RSY Lo Dndicabe daba Losk M.22.13 1 1m 111

I TIME-SATFY =-aba for TelSL ol .2.2.17 1= 1111
Aocapt SW CCom TIME-WAIT 3kabe 4.222.3 1111 1 1

| 111l

Ratravalosion: | L11111
Jacghamr Slow Start algorithe .22.15 1X1 1111
Jatohny Cowpesbioe-—Anidaws algorithe 2215 1 1111
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reiraczit vlth == P ldemt M.2215 1 11xX111
Rarw'e algritm 4231 IE1 1111
Jacobew "3 B0 osstimation aly. 4.2.3.1 Ix1 1111
Expocsaitial backolr M.2.31 Ixi1111
TN RY0 calc =as 33 daba M.2.3.1L 111111
Roconmeded Inlcial wvalues aSed Dowueds 4.2.3.1Y 1 I1x1 111
| 111111

DomerTating MEXK’g: | 111111
e At-of-0rder Sagments 4.2.Z2.3 | 1x1 1] 1]
PrOo0ec:3 all 0°d balfore Sawd ACK M22a ixmi1111
Sl MK Oor out—of-onder Sogmenk .22 1112 ] 1
Balajad ACK"3 4.2.3.2 | 11 111
malay < [.5 3aconds .2.3.2 Ixi1 111
Evary Snd Full-eizsed soguent ME'd 4.2.3.2 Izl 1111
Recalver SES-Avoldawe Alqorithm 4233 X 1111
| 111111

sowdiny daba [ Lrrrt
Emriquranle TrL 4-2.2.19 X1 1 111
sander SWS-Awvoidaws Algoribim 4.2.34 X1 1111
Bagle algoriths 4.13.3.4 | Ix 111
Nplicatim >=an disahls ¥als aluricm M.2.31 IZI 1111

| 111111

omeactiog  Fed lures: | 111111
BaparivE avice Do IP mn Rl (933 M.2.35 X1 1111

TABLE A-1V. TCP conditions summary - Concluded

ELO3S CRERWCELN M KX Talxs M35 1Xi111l1
ALP sak R2 M35 Xmi11111
mforn AP of Rlc-robrsced 235 1111l
Recoamerded walues Cor RL R2 M.23%5 1M 111
s mochmlom Cor STES 4.2.3.% xfI 1111
B2 at laask 3 mbwibes [or 3TN .2.3.5 X1 1111

| 111111

Sond Eoop-alire Zackebs: 4.2.3.6 1 1I=E11
- Nplicatimn =@ Toqmeskt [M.23s Ix11111
- afault ie =eCC~ 4.2.3.6 IxI 1111
- ouly =l if idls fer Inborval 23S 1Z1 1111
—~ Inbterval ocmfiqu-ashls [.2.3.6 X1 1111
- Dafanlk =k leask 2 hrs. .23 8 Ixl 1111
= Tolarat of Losk ACI3 .36 IZI 1111
P optlons | 111111
Dpers spbioves TP doen’'t undersband 4.2.3.8 X1 1111
Time SLCaNp St 4.2.3.8 | 11x11 1
Record Roubs =ssppock 14.2.3.8 ixi 11
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source Rouba: | I I |
AIP EpaG_ Iy 4.2.38 111111
MeITid>s 3TC CL In cabsgram 1.2.3.8 Ix1 1111
Brild mebum routa Zrom src th .2.38 Ixmi1i111
Labar 3TC Toaba OwerTldss M.23.8 | 1E 111

| 111111

Recalving ICHP dezsajes Coom IP 4.2.3.9 111111
Bt Oareach (0.1 5) => inferm ALP .39 1 1m111
Mast. Dareach (0,1 5] => abott omm 4.2.3.9 1111 Ixl
sk Oareach (2-4) =» ahort oEm .2.39 11111
sumee wench = 3low sbark .23.9 1 1E 111
Time Exceadal => ball ALP, dm’'C aierk 1239 111111
Faram P-oblem => hell ALP, dm’t almrh 4.2.3.9 1 1= 111

| 111111

hidires: Walldabtim | TL11111
Rajoect wPEN call bo imvalid ¢ address M.2.310 11111
mjoct Yo fron lowalid P eddress M3 ld 1111
Silently discard SYN 20 bCcast/mcIst  ador [2-2.3.10 X 1111

| I I |

TOP/ALE Imbarface Sorvices | L11111
I Rl Eechanisa 4.2.4.1 x1 1111
AlP can disahls ETTOr Report Routives Mz41l 1 1m 111
ALP spacify T03 [t sevwd-veg 4.24.2 IxI 1111
Passad chamged Do IP .4 1 I1x1 111
ALP can chawps T05 duriveg Comsection 4.2.4.2 1131 111
Pao3 Tocalvad TOS up -0 BLP 4.2.4.2 111211 1
TLOsH call M.243 1112111
ptimeal local IP addr parm In OPEN [4.2.44 Ix1 1111

FOOTNOTES:

(1) "ALP" means Application-Layer program.
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APPENDIX B
PROFILE RECOMMENDATIONS LISTS APPLICATION LAYER
B.1 SCOPE

B.1.1 Scope. This appendix contains a summary or the recommendations for the
application layer of the IPS. Contained in the summary tables are the feature
names, applicable referenced section in RFC-1123, and implementation
conditions.

B.2 APPLICABLE DOCUMENTS

RFC-959 File Transfer Protocol
RFC-1123 Requirements for Internet Hosts-Application and Support

B.3 DEFINITIONS

B.3.1 Applicable definitions. In addition to the definitions listed in this section,
the definitions in Section 3 of this handbook apply to this appendix.

MUST This word or the adjective "/REQUIRED™" means that the item is an absolute
requirement of the specification.

SHOULD This word or the adjective "RECOMMENDED" means that there may exist
valid reasons in particular circumstances to ignore this item, but the full
implications should be understood and the case carefully weighed before
choosing a different course.

MAY This word or the adjective "OPTIONAL" means that this item is truly
optional. For example; one vendor may choose to include the item because a
particular marketplace requires it or because it enhances the product, and
another vendor may omit the same item.

B.4 GENERAL RECOMMENDATIONS

B.4.1 General. The tables in this appendix list the features that should be
implemented in an IPS network.
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TABLE B-I. General application conditions summary

Oeer Interfaces:
Allov boot memd b0 bogin with digit
Bost remes of up bo 535 characters
Bost rmmes of up to 355 characbers
support dotbed-decimal boskt mmbere
obeck embactically [or dotbed-dec [Cirek

—— . . - —
[N NN N

n = mom
Pui ulk Jubk ek Jub
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Nep dosain nemes per Sactim 6.1
oops with soft DES sTTOTS
heasoyble Intsrwal bebtremy Tebxriss

|
[
[
[
Allog for long oukages |
[
|
[
[

Expsct W3 rTecorde Eo be evallable

fry multiple addr’e Cor remobe multihomed hoot
UDP Teply erc widr is specific desk of Tequest
Uss seme IP mddr for relabed TOP cowwctioe  |2.3

specily sppropriats To8 walum 12.4 [ {
08 values conliqueble 2.4 Izl |
| Owxad OS5 bits WTO 12.4 Izl 1

TABLE B-I1. Telnet conditions summary
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IS NN N]E

(L

FEATURE SxoTION | | | ITITI®
| I=1=]=]=]=]

| Pl

option Wegptistim EXE N TR
Awvold negotiation Loope 13.2.1 Ixt 1111
Mfum weupported optiooe 13.3.1 Ix1 1111
BeQotiation OX mwtim m comwction L Ix 111
Default Eto M¥E 13.3.1 Ixt 1111
Sovi official wame In Tera-Type optim 13.2.8 X 1111
MCopt 3y name In TTA-Tye optlm 13.28 1T 1111
Inpleamt Bivary, Supprese-0k optiovw 13..3 11111
Bcho, sStabue, BOL, Ext-Opt-List optime 12.3.3 1111
Impleamt Findow-Size optim if sppropriate 13.3.3 1=l 111
Mt Initiats mode Ttiatime 1.3.4 | I= 111
Oest cmn mwble/disshls init wegobistiow 3.3.4 1 Ix 111

| 11l

Do-hbweade | O I
B0k seTWT negutiate SUPPEESS-0A opbtim 12.2.2 11111
Oeer OT Server accept SPPAESS-0A optim 12.2.2 11111
eer Telnek ignore O0A’s 13.2.2 1 11x |1

| 11l

oonktrol Pmctiom [ (I I I
SUppOTL SE NOP DX IPD A0 AYF SB .23 =111l
Support EOR K0 BL Break 13.2.3 1 1I= 11
IgwTe lnlmrr.u cotrol Eunctione 13.2.3 11111
Deat, discerd urgmt date up bo D 324 I 1111
Illlll."nll.nllb “spch® afber IF, M, ATT .34 | IE 111
SeTwr Tebwmt Teply Sch b0 IP .24 | 1Ix 11
SeTwer Tebwmt Teply Sych bo M 13.2.4 11111
Osor Telnet can C[lush output shem send IP .24 |z 111
| 11l

Excoding | 11l
Savl high-order bit in INT node 13.2.5 1 111x11
Sl high—OrdeT bit as parlty bit 9.2 1111 1x
Bagol. BIMBRY LI pass high-ord bik Lo applic 13.2.5 1l iil
dleagps douhle [AC data byba 13.2.6 It 1111
Bouble [AG data bybe In Linary wode 1327 Ixt 1111

TABLE B-II. Telnet conditions summary - Concluded
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End-of-lina, CR MUL In hinary mda 1327 1111 1=
1 (I O

Ei-or-Line | It
BOL ak Sarwr Samd &3 Lecal wad-orf-lives 13.3.1 Il 1111
ASCIT ST acCcoph CR LF or CR MOL [or EOL 13.3.1 il 1111
Mger Ta_mekt able bo emd CR LF, CR WL, or LF 1331 = 1111
ASCIT U3GC abla Lo selact X LF/CE BOL .31 X111
oot Tolmet Jefalt moede i3 CE LF .31 1Iix111
B-inksractives usss L [P Bar EIL 13.3.1 = 1111
| il

ot Tolmt nborCace | IrrTirrni
Doput & ocutput all 7-bik characktsre B4l JI= 111
Fypass Local Op 393 IRGaTpTetatima B4l T IEIII1
Escape characber R4l =111l
Osar-sak-shls essceps dwarecher 34l 11 111
Escage 0 enter B-biL values 13.41 111zl 11
e Inpakt IP. A0, AYT 13.42 izl 1111
oem input B0, EL Break 42 1 I 111
rept TCPF cmwactlon orTOTR Lo uker 13.43 1Ix1 111
sptioal wm-defau bt contack port P44 1iIxi 111
o spac: cutpab Clushed ehem IF Somk 345 Iz 111
Em mwmally methera submk wwin 45 J1iIxi 111
111
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TABLE B-IIlI. FTP conditions summary

| 111 1

| 111 1= |¥

| 111 10IMo

1 1 18] Nroe

| 1 IEl k18t

| Ixis| _I8|TIn

| Iowx] | |o

| (CIEYENE ] (]

| ITI3YojO|e

TEXIURX | ECTIIN 111 IEIE=
| I=I=1=1=1=1=

Inplommt TYVE T IFf cose 22 TYRE X 123 1111
Floo/Macond trawlora imvertible iIC pesa. |4 .24 1IEl1 111
ParT-FIF soandl PORT ol Cor strsam mede 11.25 1111
SoTvor-F  implosnt DALY 1128 =5 1111
PAYY i3 per—iracsier 4128 I 1111
HLET maply wsable in BER omds 1127 F I |
Impliol bype for LISF awd ¥LOT 4127 1111
IrE oed Sor on-3bawderd Ceabares 41 1.28 Tl 111
SO ond "obumn Jabtiveams 23 gpecifiod 1129 @111l
Oas PP READ bhesdarice oo control com 4 1.1 10 1111 I=]
Sarver-FIF sawl mly onrect reply Commat |4 1.2 11 im 1111

SoTver-FYP usd delfinad -eply oede IF poss. J4.1.2.11
Bowr Topy cedd Collowhwy Soction 4.1 41211

Osar-FIF m3a maly high digit o Teply 11211
User—ITP kanvdle muld-liwe Teply lines 41211
Deer—e kawile 431 roply cpacially 413211
1
Dpalfault data port s [P Sidr &8 ckl comjd.1.2 13
OaT-ITR oavl Tabvat coda coc. STMCH, ID 4 1.1 13

- wepkials wlmk cphkies TR NI
SoTverrIF bawile Telmel optioms 41212
Bandle “Exporimeutal> directory code 4 1.3.1
Il'a Ot In 3ATWT-FIF 4132

caliprable idle tlmaouk 1132

Recolwer chackpoint dakbs ab Rosbart darioor [4.1.3.4
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Somder assme 110 replies ae synchrovous 14 1.34 111l
suyport TTPE: | (I BB
ASCIT — Bou-PrInt (AN 41213 I 1111
ASEIL — Telvak (T) — LI camd a5 AN 1122 Tl 111
ACIT - carrlage Conbrol (AC] 1999 Z.L._.5.2] | I=: 11
- (avy CoTH) =9 =.1.-.2 | 11I=: 11
K 121 ixmi111l
JOCAL B 4121 I 1111
JOCAL m 4121 11 1= 11
| I I I O |
Support MeDE: | rrrrii
StTaam 11213 I 111l
TABLE B-IlI. FTP conditions summary - Continued
BLOCK 199 342 T1 111
| I I I I |
Supporl STRUCTURE: | (I B
rile 1.1.2.13 Iz 1111
Racord |4.1.2.13 I= 11113
Bage 14.1.2.3 1111x 1
| It
Support  Commannds : | Irtrirnii
TSER 14.1.2.13 = 1111
PASE 4.1.1.13 I=s 1111
MCCT [4.1.2.13 = 1111
el 14.1.2.13 = 1111
CIND 4.1.2.12 = 1111
T 1959 53.1 1=l 1l
RELN 1999 53.1 izl i1
WY 14.1.2.13 = 1111
PORT [4.1.2.13 I=s 1111
PASY 14.1.2.6 = 1111
R 4.1.2.13 = 11111
I [4.1.2.13 I=s 11111
WODE 1.1.2.13 Is1 11111
RETR 4.1.2.13 I= 1111
To0R 4.1.2.13 I=s 1111
U 1999 53.1 s il
] |4.1.2.13 I= 1111
ALLD 1999 53.1 (N ENE B
REST 1999 53.1 111 11
[~ |4.1.2.13 I= 1111
RifT0 14.1.2.13 =l 1111
ABOR 199 53.1 (I ENE B
LN |4.1.2.113 I=s 1111
KD 14.1.2.13 = 1111
a0 4.1.2.13 = 1111
MO 4.1.2.13 =zl 1111
iIST 14.1.2.13 =l 1111
LT 4.1.2.13 = 1111
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STTX 14.1.2.9 11z 11
TINT 14.1.3.13 st 1111
SYST 14.1.2.13 = 1111
ELP 1.1.2.13 ixl 1111
e 14.1.2.13 =5 1111
O3aT DnberCace: | il
irbitrary patheames M.14.1 iz 1111
mplosxt “0UOTE" comsawl |4.1.4.2 Iz 1111
Trasler cmtiel comsawis 1mmediabaly [4.1.4.2 izl 111
Mlsplay ormOT Moca3aes b0 wSAT 4.1.43 T iili
vorbose mode 1.1.4.3 1=l 111
¥aintaly syewchronizatim Ltk Server |4.1.4.4 izl 111
TABLE B-I11. FTP conditions summary - Concluded
Footnotes:
(1) For the values shown earlier.
(2) Here m is number of bits in a memory word.
(3) Required for host with record-structured file system, optional
otherwise.
TABLE B-1V. TFTP conditions summary
| 111181
| 11114 |»
I 111 10IXlo
| | 18] |MUjo
| | IE] |E|8IE
| IXIol 1NTIa
| IvjoIN] | |a
I IS % L] ]
| ITINITIOIDIS
FEATURE |smeTzoN | | | ITITI®
| I=1=1-1-1-1
Fix Sorcerer’s Apprentice Sydrome M.2.3.1 1x1 1111
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Trasic wodes:
mabanci1
Dok
mail
sxbaves 10xs
3 Scaptlve CLEeout
rmfigmrahla A bl
Silemkly Lgueore SToadcack Dopmsht

[ oy
| REE—Ta3
.1.2.1
j4.2.3.3
14.2.3.Z
4234

TABLE B-V. SMTP conditions summary
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| 11114 1
| 11110 |»
| 111 |0IX]lo
| 1 18] [oTe
| | IE] IEI8t
| IX|o] |3TIn
| ivuR] | |u
| ISILIRININIE
| IT1n|E|0jO]S
FEATURS |[BEETIOM | | | ITIT]=
| I=1=1=1=1=1
RENE TN - | 111111
mplomnt WET 15.2.3 IZ 1111
[mplosxt EEPN 15.2.2 1l iil
ey, ey cmflipmehla 15.1.3 11 I1=111
[Nploml NN, NI, SAlL 19.1.4 11 1=111
vorify EELO pa-amebar 15.2.5 111111
Bofos moossags with bad BE.0 I5.1.56 1111 Ixl
S0CpL eEpIICICE STC-TMICE SYREAE 1IN Ene. 15.2.8 xmiii1
spport ~postErsber™ 15.2.7 ixt 1111
Frocess ROET whm Toceivel {(emcept Liebas) |5.1.7 11 I=111
Loef delay of BCPT Tafimsas 3. L7 11111x]
&id Receliwed: Lime 15.2.8 iz 111l
Aeceiwad: Lives ivclwddsy desain LLEsmal I6.2.8 Tl 111
RSV ProvidiE Rafalvad- 11%a I15.2.8 1111 1%
P23 Rebum-Path afo (Fhxal delivicey) 15.2.8 ix 1111
support smpby coverse path 1529 |xj 1111
Sl o'y cEficial raply codes 1510 | ix1 111
Sl bext from RFC-821 when 3ppropriabe 15210 1 1X1 111
Mlabs - = fOr brassperoncy I5.2.11 Ix1 1111
MOMAQE bl Talkits $A1C S0EAIN 110aTal (3) 15217 1K1 1111
IImr megsage it 9-TOT Berage 15.3.1 1111 1=l
Foop powding llabtex om S9F otk 5.3 L% | IXL 111
Provide lisdkE ™ TGOV COUCUTTENCY 15312 |1 1111
valt ak laaak 3 mins Zor next sowler omd 15.1.2 Tl 111
ivoldashls Salivery Ca-lurs a’bsr =360 X~ 16.2.3 1111 1=
Saed erTor wob-Cication 3 afber accapk 15.1.3 IZi 1111
Sand m3ing mll retam path 1533 i1l
sawl -0 =vwa ops Tebumm pacth 15.32.3 1111
Sawl -0 mull Sbdress 15.1.3 1111 1=
Sirip off sxpliclt irc Touks 15.3.3 111111
Ninisizs wocopbmws delay (RMN-LMT) 16.2.3 I=Z 1111
| (IO I O |
SEEER-SMTP - | (IO I O |
cawnicelized Jomain mames In MRTL. BCPT 15.2.2 ixr 111l
plomart 906, S0, SAML 15.2.4 11l
Sad va_ld primcipal koSt wame In HELU 153.2.5 X i1i1i1

TABLE B-V. SMTP conditions summary - Continued
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Sl axplicit soarce Toaba in 300T ‘T [ N 111 1Ix11
e iy reply omle b delboraine action 5.2 10 Il 1111
B8 mly high Hqit of raply coede oban poss. |5.2.10 lixli11
bid == for Lrecsparsacy I5.2 11 IxI 1111
Ry measages afber s0fL Callume 15.3.1.1 IxZl 1111

Dalay hafore Telry |5.3.1.1 IZl 1111
CMrLETasls Tolry parasabers I5.3.1.1 IZI 1111
Rotry onoa par oach quasad dost best 15311 1Ixriil

MUEipls RPTs for Same DAY 1I5.3.1.L 1 I=lL111

SUDPOTL MULLIple CONCEITOGRL Lransactiows 15311 11" ||
Poovide limit m comcurcency 153.1.1 1l 111
Fimnouksr m all acktivikis 15.2.1 IZ 1111
[ - AT T 1532 TIEIL111
Timooaks exi-ly Tecmlijmahla 15.1.2 1Ixriil
Poconmmvied Limes 15.3. % LIl 111
TOY AlDmieats IMI°3 Ln CTdet 19.3.4 IZEl 1111
omfipmrakle limlt = sltemsaka Eoles 15.3.4 11111
Try a> laaakt bBwo albtstnabes |6.3.4 11111
0a-3pIIE acress el EX altensates 15.3.4 1IEN111
#30 the Dosain ¥ama STsbom 15.1.5 iIxZl 1111
Suppatt X Tecoris 5.3 56 I 1111
U8 WS TaC0Tds In XX [rocCessiw] 159.2.12 1111Z] 1

AL POBNERIIND: | 11111l
dlbar sxistiwy beadsr Claldis) I5. L. 6 111 1= 1
IplaREt Tala¥ CUACELM: SZLASCELm =6 I5.2.6 Ir1Tmii

If mot, Slimer o RES domain 15.2.6 Tl 111
mbarpret “Local-park’ of sdic |6.1. 16 1111 17

AL LISYS A AITASES | 111111
support both 15.2.6 -4 I |
Moport mall lisk srxor B0 Local adeon 1536 Il 1111

| [ I O |

AL OATHTWAYS: | 111111
Embad Cerolgn mall Tombs in Loce]l-perk |6.1. 16 11111
RaeTiba haader Clelds St RCGIEATY 15.2.7 1115111
Propanl Bacaiwwd: 1ios 15.1.7 Ix 1111
shaups sxisbine Racalvad: 1ims 16.3.7 1111 13
dorapt Zull RM-BII om Inbermekt side 15.1.7 Tl 111
ack m G022 emplicit tamea Doube 15.3.7 i1 1l
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1. Unless there is private agreement between particular resolver and
particular server.
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