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ABSTRACT

DOE Order 5000.3A, "Occurrence Reporting and Processing of Operations Information," requires the
investigation and reporting of occurrences (including the performance of root cause analysis) and the
selection, implementation, and follow-up of corrective actions. The level of effort expended should be
based on the significance attached to the occurrence. Most off-normal occurrences need only a scaled-
down effort while most emergency occurrences should be investigated using one or more of the formal
analytical models. A discussion of methodologies, instructions, and worksheets in this document guides
the analysis of occurrences as specified by DOE Order 5000.3A.
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ROOT CAUSE ANALYSIS
GUIDANCE DOCUMENT

1. SUMMARY

This document is a guide for root cause analysis specified by DOE Order 5000.3A, "Occurrence
Reporting and Processing of Operations Information.” Causal factors identify program control deficiencies
and guide early corrective actions. Assuch, root cause analysisis central to DOE Order 5000.3A.

The basic reason for investigating and reporting the causes of occurrencesisto enable the
identification of corrective actions adequate to prevent recurrence and thereby protect the health and
safety of the public, the workers, and the environment.

Every root cause investigation and reporting process should include five phases. While there may
be some overlap between phases, every effort should be made to keep them separate and distinct.

Phase |. Data Collection. It isimportant to begin the data collection phase of root cause analysis
immediately following the occurrence identification to ensure that data are not lost. (Without
compromising safety or recovery, data should be collected even during an occurrence.) The information
that should be collected consists of conditions before, during, and after the occurrence; personnel
involvement (including actions taken); environmental factors; and other information having relevance to
the occurrence.

Phase |l. Assessment. Any root cause analysis method may be used that includes the following

steps:
L Identify the problem
2. Determine the significance of the problem
3. Identify the causes (conditions or actions) immediately preceding and surrounding the
problem
4, Identify the reasons why the causes in the preceding step existed, working back to the root

cause (the fundamental reason which, if corrected, will prevent recurrence of these and
similar occurrences throughout the facility). This root cause is the stopping point in the
assessment phase.

The most common root cause analysis methods are:

Events and Causal Factor Analysis. Events and Causal Factor Analysis identifies the time
sequence of a series of tasks and/or actions and the surrounding conditions leading to an
occurrence. The results are displayed in an Events and Causal Factor chart that gives a
picture of the relationships of the events and causal factors.

. Change Analysis. Change Analysisis used when the problem is obscure. It is a systematic
process that is generally used for a single occurrence and focuses on elements that have
changed.
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Barrier Analysis. Barrier Analysis is a systematic process that can be used to identify
physical, administrative, and procedural barriers or controls that should have prevented
the occurrence.

Management oversight and Risk Tree (MORT) Analysis. MORT and Mini-MORT are

used to identify inadequacies in barriers/controls, specific barrier and support functions,
and management functions. It identifies specific factors relating to an occurrence and
identifies the management factors that permitted these factors to exist.

.

. Human Performance Evaluation. Human Performance Evaluation identifies those factors
that influence task performance. The focus of this analysis method is on operahility, work
environment, and management factors. Man-machine interface studies to improve
performance take precedence over disciplinary measures.

. Kepner-Tregoe Problem Solving and Decision Making. Kepner-Tregoe provides a
systematic framework for gathering, organizing, and evaluating information and applies to

all phases of the occurrence investigation process. Itsfocus on each phase helps keep
them separate and distinct. The root cause phase is similar to change analysis.

Phase I11l. Corrective Actions. Implementing effective corrective actions for each cause reduces
the probability that a problem will recur and improves reliability and safety.

Phase I V. Inform. Entering the report on the Occurrence Reporting and Processing System
(ORPS) is part of the inform process. Also included is discussing and explaining the results of the
analysis, including corrective actions, with management and personnel involved in the occurrence. In
addition, consideration should be given to providing information of interest to other facilities.

Phase V. Follow-up. Follow-up includes determining if corrective action has been effectivein
resolving problems. An effectiveness review is essential to ensure that corrective actions have been
implemented and are preventing recurrence.

Management involvement and adequate allocation of resources are essential to successful
execution of the five root cause investigation and reporting phases.

2. DEFINITIONS
See DOE Order 5000.3A, Section 5.

Eacility. Any equipment, structure, system, process, or activity that fulfills a specific purpose.
Examples include accelerators, storage areas, fusion research devices, nuclear reactors, production or

processing plants, coal conversion plants, magnetohydrodynamics experiments, windmills, radioactive waste
disposal systems and burial grounds, testing laboratories, research laboratories, transportation activities,
and accommodations for analytical examinations of irradiated and unirradiated components.

Reportable Occurrence. An event or condition, to be reported according to the criteria defined in
DOE Order 5000.3A.

Occurrence Report. An occurrence report is a written evaluation of an event or condition that is
prepared in sufficient detail to enable the reader to assess its significance, consequences, or implications
and evaluate actions being employed to correct the condition or to avoid recurrence.

Event. A real-time occurrence (e.g., pipe break, valve failure, loss of power). Note that an event
is also anything that could seriously impact the intended mission of DOE facilities.
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Condition. Any as-found state, whether or not resulting from an event, that may have adverse
safety, health, quality assurance, security, operational, or environmental implications. A rendition is
usually programmatic in nature; for example, an (existing) error in analysis or calculation, an anomaly
associated with (resulting from) design or performance, or an item indicating a weakness in the
management process are all conditions.

Cause (Causal Factor). A condition or an event that results in an effect (anything that shapes or
influences the outcome). This may be anything from noise in an instrument channel, a pipe break, an
operator error, or a weakness or deficiency in management or administration. In the context of DOE
Order 5000.3A there are seven major cause (causal factor) categories. These major categories are
subdivided into a total of 32 subcategories (see Appendix A).

Causal Factor Chain (Sequence of Events and Causal Factors). A cause and effect sequence in
which a specific action creates a condition that contributes to or results in an event. This creates new
conditions that, in turn, result in another event. Earlier events or conditions in a sequence are called
upstream factors.

Direct Cause. The cause that directly resulted in the occurrence. For example, in the case of a
leak, the direct cause could have been the problem in the component or equipment that leaked. In the
case of a system misalignment, the direct cause could have been operator error in the alignment.

Contributing Cause. A cause that contributed to an occurrence but, by itself, would not have
caused the occurrence. For example, in the case of aleak, a contributing cause could be lack of adequate
operator training in leak detection and response, resulting in a more severe event than would have
otherwise occurred. In the case of a system misalignment, a contributing cause could be excessive
distractions to the operators during shift change, resulting in less-than-adequate attention to important
details during system alignment.

Root Cause. The cause that, if corrected, would prevent recurrence of this and similar
occurrences. The root cause does not apply to this occurrence only, but has generic implications to a
broad group of possible occurrences, and it is the most fundamental aspect of the cause that can logically
be identified and corrected. There may be a series of causes that can be identified, one leading to another.
This series should be pursued until the fundamental, correctable cause has been identified.

For example, in the case of aleak, the root cause could be management not ensuring that
maintenance is effectively managed and controlled. This cause could have led to the use of improper seal
material or missed preventive maintenance on a component, which ultimately led to the leak. In the case
of a system misalignment, the root cause could be a problem in the training program, leading to a
situation in which operators are not fully familiar with control room procedures and are willing to accept
excessive distractions.

3. OVERVIEW OF OCCURRENCE INVESTIGATION

The objective of investigating and reporting the cause of occurrencesisto enable the identification
of corrective actions adequate to prevent recurrence and thereby protect the health and safety of the

public, the workers, and the environment. Programs can then be improved and managed more efficiently
and safely.

The investigation processis used to gain an understanding of the occurrence, its causes, and what
corrective actions are necessary to prevent recurrence. The line of reasoning in the investigation process
is: Outline what happened step by step. Begin with the occurrence and identify the problem (condition,
situation, or action that was not wanted and not planned). Determine what program element was
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supposed to have prevented this occurrence? (Was it lacking or did it fail?) Investigate the reasons why
this situation was permitted to exist.

This line of reasoning will explain why the occurrence was not prevented and what corrective
actions will be most effective. This reasoning should be kept in mind during the entire root cause process.
Effective corrective action programs include the following:

. Management emphasis on the identification and correction of problems that can affect
human and equipment performance, including assigning qualified personnel to effectively
evaluate equipment/human performance problems, implementing corrective actions, and
following up to verify corrective actions are effective

. Development of administrative procedures that describe the process, identify resources,
and assign responsibility

. Development of aworking environment that requires accountability for correction of
impediments to error-free task performance and reliable equipment performance

. Development of a working environment that encourages voluntary reporting of
deficiencies, errors, or omissions

. Training programs for individuals in root-cause analysis

. Training of personnel and managers to recognize and report occurrences, including early
identification of significant and generic problems

Development of programs to ensure prompt investigation following an occurrence or
identification of declining trends in performance to determine root causes and corrective
actions

. Adoption of aclassification and trending mechanism that identifies those factors that
continue to cause problems with generic implications.

4. PHASE | - DATA COLLECTION

It isimportant to begin the data collection phase of the root cause process immediately following
occurrence identification to ensure that data are not lost. (Without compromising safety or recovery, data
should be collected even during an occurrence.) The information that should be collected consists of
conditions before, during, and after the occurrence; personnel involvement (including actions taken);
environmental factors; and other information having relevance to the condition or problem. For serious
cases, photographing the area of the occurrence from several views may be useful in analyzing information
developed during the investigation. Every effort should be made to preserve physical evidence such as
failed components, ruptured gaskets, burned leads, blown fuses, spilled fluids, partially completed work
orders and procedures. This should be done despite operational pressures to restore equipment to service.
Occurrence participants and other knowledgeable individuals should be identified.

Once all the data associated with this occurrence have been collected, the data should be verified
to ensure accuracy. The investigation may be enhanced if some physical evidenceis retained. Establishing
a quarantine area, or the tagging and segregation of pieces and material, should be performed for failed
equipment or components.
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The basic need is to determine the direct, contributing and root causes so that effective corrective
actions can be taken that will prevent recurrence. Some areas to be considered when determining what
information is needed include:

Activitiesrelated to the occurrence
Initial or recurring problems

Hardware (equipment) or software (programmatic-type issues) associated with the
occurrence

Recent administrative program or equipment changes

Physical environment or circumstances.

Some methods of gathering information include:

Conducting interviews/collecting statements - Interviews must be fact finding and not fault
finding. Preparing questions before the interview is essential to ensure that all necessary
information is obtained. The causal factor work sheetsin Appendix B can be used as a
tool to help gather information.

Interviews should be conducted, preferably in person, with those people who are most
familiar with the problem. Individual statements could be obtained if time or the number
of personnel involved make interviewing impractical. Interviews can be documented using
any format desired by the interviewer. Consider conducting a "walk-through" as part of
this interview if time permits.

Although preparing for the interview isimportant, it should not delay prompt contact
with participants and witnesses. The first interview may consist solely of hearing their
narrative. A second, more-detailed interview can be arranged, if needed. The interviewer
should always consider the interviewee's objectivity and frame of reference.

Interviewing others - Consider interviewing other personnel who have performed the job
in the past. Consider using a "walk-through" as part of the interview.

Reviewing records - Review relevant documents or portions of documents as necessary
and reference their use in support of the root cause analysis. Record appropriate dates
and times associated with the occurrence on the documents reviewed. Examples of
documents include the following:

Operating logs

Correspondence

I nspection/surveillance records
Maintenance records

Meeting minutes

Computer process data

Procedures and instructions

Vendor Manuals

Drawings and specifications

Functional retest specification and results
Equipment history records

Design basis information

Safety Analysis Report (SAR)/Technical Specifications
Related quality control evaluation reports

5
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Operational Safety Requirements

Safety Performance Measurement System/Occurrence Reporting
and Processing System (SPMS/ORPS) Reports

Radiological surveys

Trend charts and graphs

Facility parameter readings

Sample analysis and results (chemistry, radiological, air, €tc.)

Work orders.

. Acquiring related information - Some additional information that an evaluator should
consider when analyzing the causes includes the following:

- Evaluating the need for laboratory tests, such as destructive/nondestructive failure
analysis

- Viewing physical layout of system, component, or work area; developing layout
sketches of the area; and taking photographs to better understand the condition

- Determining if operating experience information exists for similar events at other
facilities

- Reviewing equipment supplier and manufacturer records to determine if
correspondence has been received addressing this problem.

5. PHASE Il - ASSESSMENT

The assessment phase includes analyzing the data to identify the causal factors, summarizing the
findings, and categorizing the findings by the cause categories specified in DOE Order 5000.3A (see
Appendix A). The major cause categories are:

Equipment/Material Problem
Procedure Problem
Personnel Error

Design Problem

Training Deficiency
Management Problem
Externa Phenomena.

These categories have been carefully selected with the intent to address all problems that could
arisein conducting DOE operations.  Those elements necessary to perform any task are
equipment/material, procedures (instructions), and personnel. Design and training determine the quality
and effectiveness of equipment and personnel. These five elements must be managed; therefore,
management is also a necessary element. Whenever there is an occurrence, one of these six program
elements was inadequate to prevent the occurrence. (External phenomena beyond operational control
serves as a seventh cause category.) These causal factors specified in DOE Order 5000.3A can be
associated in alogica causa factor chain as shown in Figure 1. (Note that a direct, contributing, or root
cause can occur any place in the causal factor chain; that is, aroot cause can be an operator error while a
management problem can be a direct cause, depending on the nature of the occurrence.) These seven
cause categories are subdivided into a total of 32 subcategories. The direct cause, contributing causes, and
root cause are all selected from these subcategories (see Appendix A).
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5.1. Assessment and Reporting Guidance

To perform the assessment and report the causal factors and corrective actions:

1 Analyze and determine the events and causal factor chain.

Any root cause analysis method that includes the following basic steps maybe used.

€) Identify the problem. Remember that actuation of a protective system constitutes the
occurrence but is not the real problem; the unwanted, unplanned condition or action that
resulted in actuation is the problem to be solved. For an example, dust in the air actuates
afase fire darm. In this case, the occurrence is the actuation of an engineered safety
feature. The smoke detector and alarm functioned as intended; the problem to be solved
is the dust in the air, not the false fire alarm. Another example is when an operator
follows a defective procedure and causes an occurrence. The real problem is the defective
procedure; the operator has not committed an error. However, if the operator had been
correctly trained to perform the task and, therefore, could reasonably have been expected
to detect the defect in the procedure, then a personnel problem may also exist.

(b) Determine the significance of the problem. Were the consequences severe? Could they
be next time? How likely is recurrence? |s the occurrence symptomatic of poor attitude,
asafety culture problem, or other widespread program deficiency? Base the level of effort
of subseguent steps of your assessment upon the estimation of the level of significance.

(c) Identify the causes (conditions or actions) immediately preceding and surrounding the
problem (the reason the problem occurred).

(d) Identify the reasons why the causes in the preceding identification step existed, working
your way back to the root cause (the fundamental reason that, if corrected, will prevent
recurrence of this and similar occurrences throughout the facility and other facilities under
your control). This root cause is the stopping point in the assessment of causal factors. It
is the place where, with appropriate corrective action, the problem will be eliminated and
will not recur.

2. Summarize findings, list the causal factors, and list corrective actions.

Summarize your findings using the worksheets in Appendix B, and classify each finding or cause by
the cause categories in Appendix A.

Select the one (most) direct cause and the root cause (the one for which corrective action will
prevent recurrence and have the greatest, most widespread effect). In cause selection, focus on
programmatic and system deficiencies and avoid simple excuses such as blaming the employee. Note that
the root cause must be an explanation (the why) of the direct cause, not a repeat of the direct cause. In
addition, a cause description is hot just a repeat of the category code description; it is a description
specific to the occurrence. Also, up to three (contributing) causes may be selected. Describe the
corrective actions selected to prevent recurrence, including the reason why they were selected, and how
they will prevent recurrence. Collect additional information as necessary. Appendix B includes
instructions and worksheets that may be used to collect and summarize data. Appendix C contains
examples of root cause analyses.

3. Enter the occurrence report using ORPS.

Enter the occurrence report into ORPS, using the ORPS User’s Manual as necessary. When
entering the cause code data using ORPS PC Software, match your direct cause, root cause, and each of
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the contributing causes with one of the cause categories given in Appendix A (also available through a
HELP screen).

5.2. Root Cause Methods

A number of methods for performing root cause analysis are given in the references 3 through 17.
Many of these methods are specialized and apply to specific situations or objectives. Most have their own
cause categorizations, but all are very effective when used within the scope for which they were designed.
The most common methods are:

Events and Causal Factor Analysis

Change Analysis

Barrier Analysis

Management Oversight and Risk Tree (MORT) Analysis
Human Performance Evaluation

Kepner-Tregoe Problem Solving and Decision Making.

A summary of the most common root cause methods, when it is appropriate to use each method,
and the advantages/disadvantages of each are given in Figure 2 and Table 1. The extent to which these
methods are used and the level of analytical effort spent on root cause analysis should be commensurate
with the significance of the occurrence. A high-level effort should be spent on most emergencies, an
intermediate level should be spent on most unusual occurrences, and a relatively low-level effort should be
adequate for most off-normal occurrences. In any case, the depth of analysis should be adequate to
explain why the occurrence happened, determine how to prevent recurrence, and assign responsibility for
corrective actions. An inordinate amount of effort to pursue the causal path is not expected if the
significance of the occurrence is minor.

A high-level effort includes use and documentation of formal root cause analysis to identify the
upstream factors and the program deficiencies. Both Events and Causal Factor Analysis and MORT could
be used together in an extensive investigation of the causal factor chain. Anintermediate level might be a
simple Barrier, Change, or Mini-MORT Analysis. A low-level effort may include only gathering
information and drawing conclusions without documenting use of any formal analytical method. However,
in most cases, athorough knowledge and understanding of the root cause analytical methods is essential to
conducting an adequate investigation and drawing correct conclusions, regardless of the selected level of
effort.

5.2.1. Events and Causal Factor Analysis

Events and Causal Factor Analysis is used for multi-faceted problems or long, complex causal
factor chains. The resulting chart is a cause and effects diagram that describes the time sequence of a
series of tasks and/or actions and the surrounding conditions leading to an event. The event lineis atime
sequence of actions or happenings while the conditions are anything that shapes the outcome and ranges
from physical conditions (such as an open valve or noise) to attitude or safety culture. The events and
conditions as given on the chart describe a causal factor chain. The direct, root, and contributing cause
relationshipsin the causal factor chain are shown in Figure 3.
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Figure 2. Summary of Root Cause Methods (Flow Chart)
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TABLE 1. SUMMARY OF ROOT CAUSE METHODS

METHOD

WHEN TO USE

ADVANTAGES

DISADVANTAGES

REMARKS

Events and Causal
Analysis

Factor

Use for multi-faceted problems
with long or complex causal
factor chain.

Provides visual display of
analysis process. Identifies
probable contributors to the
condition.

Time-consuming and requires
familiarity with process to
be effective.

Requires a broad perspective
of the event to identify
unrelated problems. Helps to
identify where deviations
occurred from acceptable
methods.

Change Analysis

Use when cause is obscure.
Especially useful in evaluating
equipment failures.

Simple 6-step process.

Limited value because of the
danger of accepting wrong,
“obvious” answer.

A singular problem technique
that can be used in support
of a larger investigation.
All root causes may not be
identified.

Barrier Analysis

Use to identify barrier and
equipment failures and
procedural or administrative
problems.

Provides systematic approach.

Requires familiarity with
process to be effective.

This process is based on the
MORT Hazard/Target Concept.

MORT/Mini-MORT

Use when there is a shortage of
experts to ask the right
questions and whenever the
problem is a recurring one.
Helpful in solving programmatic
problems.

Can be used with limited prior
training. Provides a list of
questions for specific control
and management factors.

May only identify area of
cause, not specific causes.

If this process fails to
identify problem areas, seek
additional help or use cause-
and-effect analysis.

Human Performance
Evaluations (HPE)

Use whenever people have been
identified as being involved in
the problem cause.

Thorough analysis.

None if process is closely
followed.

Requires HPE training.

Kepner-Tregoe

Use for major concerns where
all spects need thorough
analysis.

Highly structured approach
focuses on all aspects of the
occurrence and problem
resolution.

More comprehensive than may
be needed.

Requires Kepner-Tregoe
training.
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This diagram is agraphical display of what is known. Since all conditions are a result of prior
actions, the diagram identifies what questions to ask to follow the path to the source or root cause. In
rea life, the causal factor chain will usually be complex with many branches. In such cases, a diagram will
be necessary to understand what happened and why. The cause and effect block diagram offers these
advantages.

It provides a means for organizing the occurrence data

It provides the investigator with a concise summary of what is known and what is
unknown; thus, it serves as a guide to direct the course of the investigation

' It results in a detailed display of the sequence of facts, conditions, and activities

It assists in organization of the report data and provides a picture format for briefing
management.

Appendix D describes this technique.

5.2.2. Change Analysis

Change Analysis is used when the problem is obscure. It is a systematic process that is generaly
used for a single occurrence and focuses on elements that have changed. It compares the previous trouble-
free activity with the occurrence to identify differences. These differences are subsequently evaluated to
determine how they contributed to the occurrence. Appendix E describes this technique.

5.2.3. Barrier Analysis

Barrier Analysis is a systematic process that can be used to identify physical, administrative, and
procedural barriers or controls that should have prevented the occurrence. This technique should be used
to determine why these barriers or controls failed and what is needed to prevent recurrence. Appendix F
describes this technique.

5.2.4. Management Oversight and Risk Tree (MORT)

MORT/Mini-MORT is used to used to prevent oversight in the identification of causal factors. It
lists on the left side of the tree specific factors relating to the occurrence and on the right side of the tree,
it lists the management deficiencies that permit specific factors to exist. The management factors all
support each of the specific barrier/control factors. Included is a set of questions to be asked for each of
the factors on the tree. As such, it is useful in preventing oversight and ensuring that all potential causal
factors are considered. It is especially useful when there is a shortage of experts to ask the right questions.

However, because each of the management factors may apply to the specific barrier/control factors,
the direct linkage or relationship is not shown but is left up to the analyst. For this reason, Events and
Causal Factor Analysis and MORT should be used together for serious occurrences: one to show the
relationship, the other to prevent oversight. A number of condensed versions of MORT, called Mini-
MORT, have been produced. For amajor occurrence justifying a comprehensive investigation, afull
MORT analysis could be performed while Mini-MORT would be used for most other occurrences.
Appendix G describes the Mini-MORT technique.

13
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5.2.5. Human Performance Evaluation

Human Performance Evaluation is used to identify factors that influence task performance. It is
most frequently used for man-machine interface studies. Its focus is on operability and work environment,
rather than training operators to compensate for bad conditions. Also, human performance evaluation
may be used for most occurrences since many conditions and situations leading to an occurrence ultimately
result from some task performance problem such as planning, scheduling, task assignment analysis,
maintenance, and inspections. Training in ergonomics and human factors is needed to perform adequate
human performance evaluations, especialy in man-machine interface situations. Appendix H discusses this
technique.

5.2.6. Kepner-Tregoe Problem Solving and Decision Making

Kepner-Tregoe is used when a comprehensive analysis is needed for all phases of the occurrence
investigation process. Its strength lies in providing an efficient, systematic framework for gathering,
organizing and evaluating information and consists of four basic steps:

a. Situation appraisal to identify concerns, set priorities, and plan the next steps.

b. Problem analysis to precisely describe the problem, identify and evaluate the causes and
confirm the true cause. (This step is similar to change analysis).

C. Decision anaysis to clarify purpose, evaluate aternatives, assess the risks of each option
and to make a final decision.

d. Potential problem analysis to identify safety degradation that might be introduced by the
corrective action, identify the likely causes of those problems, take preventive action and
plan contingent action. Thisfinal step provides assurance that the safety of no other
system is degraded by changes introduced by proposed corrective actions.

These four steps cover all phases of the occurrence investigation process and thus, Kepner-Tregoe
can be used for more than causal factor analysis. Separate worksheets (provided by Kepner-Tregoe)
provide a specific focus on each of the four basic steps and consist of step by step proceduresto aid in the
analyses. This systems approach prevents overlooking any aspect of the concern. As formal Kepner-
Tregoe training is needed for those using this method, a further description is not included in this
document.

6. PHASE Ill - CORRECTIVE ACTIONS

The root cause analysis enables the improvement of reliability and safety by selecting and
implementing effective corrective actions. To begin, identify the corrective action for each cause; then
apply the following criteriato the corrective actions to ensure they are viable. If the corrective actions are
not viable, re-evaluate the solutions.

1. Will the corrective action prevent recurrence?
2. Is the corrective action feasible?
3. Does the corrective action allow meeting primary objectives or mission?

14
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4, Does the corrective action introduce new risks? Are the assumed risks clearly stated?
(The safety of other systems must not be degraded by the proposed corrective action.)

5. Were the immediate actions taken appropriate and effective?

A systems approach, such as Kepner-Tregoe, should be used in determining appropriate corrective
actions. It should consider not only the impact they will have on preventing recurrence, but also the
potential that the corrective actions may actually degrade some other aspect of nuclear safety. Also, the
impact the corrective actions will have on other facilities and their operations should be considered. The
proposed corrective actions must be compatible with facility commitments and other obligations. In
addition, those affected by or responsible for any part of the corrective actions, including management,
should be involved in the process. Proposed corrective actions should be reviewed to ensure the above
criteria have been met, and should be prioritized based on importance, scheduled (a changein priority or
schedule should be approved by management), entered into a commitment tracking system, and
implemented in atimely manner. A complete corrective action program should be based, not only on
specific causes of occurrences, but also on items such as lessons learned from other facilities, appraisals,
and employee suggestions.

A successful corrective action program requires management that isinvolved at the appropriate
level and is willing to take responsibility and allocate adequate resources for corrective actions.

Additional specific questions and considerations in developing and implementing corrective actions
include:

Do the corrective actions address al the causes?

Will the corrective actions cause detrimental effects?

What are the consequences of implementing the corrective actions?
What are the consequences of not implementing the corrective actions?

What is the cost of implementing the corrective actions (capital costs, operations, and
mai ntenance costs)?

Will training be required as part of the implementation?
In what time frame can the corrective actions reasonably be implemented?
What resources are required for sucessful development of the corrective actions?

What resources are required for successful implementation and continued effectiveness of
the corrective actions?

. What impact will the development and implementation of the corrective actions have on
other work groups?

. I's the implementation of the corrective actions measurable? (For example, “Revise step

6.2 of the procedure to reflect the correct equipment location,” is measurable; “ Ensure the
actions of procedure step 6.2 are performed correctly in the future,” is not measurable.)

15



Downloaded from https://www.everyspec.com

7. PHASE IV - INFORM

Electronic reporting to ORPS is part of the inform process for all occurrences. (For those
occurrences containing classified information, an unclassified version shall be entered into ORPS.)
Effectively preventing recurrences requires the distribution of these reports (especially the lessons learned)
to al personnel who might benefit. Methods and procedures for identifying personnel who have an
interest is essential to effective communications.

In addition, an internal self-appraisal report identifying management and control system defects
should be presented to management for the more serious occurrences. The defective elements can be
identified using MORT or Mini-MORT as described in Appendix G.

Consideration should be given to directly sharing the details of root cause information with similar
facilities where significant or long-standing problems may also exist.

8. PHASE V - FOLLOW-UP

Follow-up includes determining if corrective actions have been effective in resolving problems.
First, the corrective actions should be tracked to ensure that they have been properly implemented and are
functioning as intended. Second, a periodic structured review of the corrective action tracking system,
normal process and change control system, and occurrence tracking system should be conducted to ensure
that past corrective actions have been effectively handled. The recurrence of the same or similar events
must be identified and analyzed. If an occurrence recurs, the original occurrence should be re-evaluated to
determine why corrective actions were not effective. Also, the new occurrence should be investigated using
change analysis. The process change control system should be evaluated to determine what improvements
are needed to keep up with changing conditions. Early indications of deteriorating conditions can be
obtained from tracking and trend analyses of occurrence information. In addition, the ORPS database
should be reviewed to identify good practices and lessons learned from other facilities. Prompt corrective
actions should be taken to reverse deteriorating conditions or to apply lessons |earned.
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APPENDIX A - CAUSE CODES

1. Equipment/Material Problem

1A = Defective or failed part

IB = Defective or failed materid

IC = Defective weld, braze, or soldered joint

ID = Error by manufacturer in shipping or marking
IE = Electrical or instrument noise

IF = Contamination

2. Procedure Problem

2A
2B

Defective or inadequate procedure
Lack of procedure

3. Personnel Error

3A = Inadequate work environment
3B = Inattention to detail
3C = Violation of requirement or procedure
3 = Verba communication problem
3E = Other human error
4. Design Problem
4A = Inadequate man-machine interface
B = Inadequate or defective design
4C = Error in equipment or material selection
D = Drawing, specification, or data errors

5. Training Deficiency

BA = No training provided

5B = Insufficient practice or hands-on experience
5C = I nadequate content

5D = Insufficient refresher training

5E = Inadequate presentation or materials

6. Management Problem

6A = Inadequate administrative control

6B = Work organization/planning deficiency

6C = Inadequate supervision

6D = Improper resource allocation

6E = Policy not adequately defined, disseminated, or enforced
6F = Other management problem

7. Externa Phenomenon

A = Weather or ambient condition

mB = Power failure or transient

C = External fire or explosion

7D = Theft, tampering, sabotage, or vandalism

A-1



Downloaded from https://www.everyspec.com

APPENDIX B - CAUSAL FACTOR WORKSHEETS

After an appropriate root cause model has been used to identify the direct cause, the root cause, and any
applicable contributing cause, these findings can be related to the ORPS cause categories by using one or
more of the worksheets in this appendix. Each of the seven major cause worksheets has a matrix to list
the applicable subcategory cause for each finding. (The same subcategory cause may be listed for up to
four similar findings under columns | through 1V). The Worksheet Summary can be used to list, from the
individual worksheets, the one direct cause, the one root cause, and up to three contributing causes, their
descriptions, and the corrective actions for electronic entry.

Worksheet Instructions:
1 Check each worksheet as applicable or nonapplicable.
2. List subcategory cause information on each applicable worksheet.
a List the applicable subcategory cause for the root cause, the contributing causes,

and the direct cause by placing an R, C, or D in the appropriate box. (The same
cause may be listed for up to four similar findings; for example, four different

failed parts).

b. Under cause description, reference each cause with the code and Roman numeral
from the matrix and describe each cause (explain how it was related to the
occurrence).

C. Under recommended corrective actions, list the action intended to correct each

cause to prevent recurrence.

3. Transfer the direct, the root, and up to three contributing causes and the corrective
actions to the Worksheet Summary. When there are more than three contributing causes,
select those that result in the greatest and most widespread i mprovement when corrected.
(Note that even though only three contributing causes may be reported, corrective actions
should be made for all identified causes). Use the ORPS PC software to transmit the
results to the ORPS database.

Refer to Appendix C for an example of how to use the worksheets.
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1. Equipment/Material Worksheet

D Applicable D Not Applicable

Why was "Equipment/Material* a Cause?

Rate each subcategory

cause: Equipment/Material Problem Subcategories | ] i

D = Direct Cause 1A = Defective or Failed Part

C = Contributing Cause 18 = Defective or Failed Material

R = Root Cause 1C = Defective Weid, Braze, or Soldered Joint

1D = Error by Manutacturer in Shipping or Marking

1E = Electrical or Instrument Noise

1F = Contamination

Cause Descriptions:

Recommended Corrective Actions:
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2. Procedure Worksheet

3 Applicabie 3 not Applicable

Why was "Procedures” a Cause?

Rate each subcategory

, Procedure Problem Subcategory | ] 1]
cause:

D = Direct Cause 2A = Defective or inadequate Procedure

C = Contributing Cause 2B = Lack of Procedure

R = Root Cause

Cause Descriptions:

Recommended Corrective Actions:
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3. Personnel Error Worksheet

D Applicable D Not Applicable

Why was "Personnel Error" a Cause?

Rate each subcategor
gory Personnel Error Subcategory | 1 1]

cause:

D = Direct Cause 3A = Inadequate Work Environment
C = Contributing Cause . .

R = Root Cause 38 = Inattention to Detail

3C = Violation of Requirement or Procedure

3D = Verbal Communication Problem

AC __ Mebac bl con e Eovams
GE = Uligr numan ciiroi

Cause Description:

Recommended Corrective Actions:
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4. Design Problem Worksheet
D Applicable D Not Applicable

Why was "Design" a Cause?

Rate each subcategory

, Design Problem Subcategories | I
cause:

D = Direct Cause 4A = Inadequate Man-Machine Interface

C = Contributing Cause | 4B = Inadequte or Defective Design

R = Root Cause " . " "
4C = Error in Equipment or Material Selection

4D = Drawing, Specification, or Date Errors

Cause Descriptions:

Recommended Corrective Actions:

B-5



Downloaded from https://www.everyspec.com

5. Training Deficiency Worksheet

D Applicable

Why was "Training Deficiency" a Cause?

D Not Applicable

Rate each subcategory

cause: Training Deficiency Subcategories

D = Direct Cause SA = No Training Provided

C = Contributing Cause 5B = Insufficient Practice or Hands-On Experience

R=R t C o 1
oot Cause SC = Inadequate Content

5D = insufficient Refresher Training

SE = Inadequate Presentation or Materials

Cause Descriptions:

Recommended Corrective Actions:
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6. Management Problem Worksheet

D Applicable D Not Applicable

Why was "Management Problem" a Cause?

Rate each subcategory

, Management Problem Subcategories ! ] i
cause:

D = Direct Cause 6A = Inadequate Adminstrative Control

C = Contributing Cause | 6B = Work Organization/Planning Deficiency

R = Root Cause
6C = Inadequate Supervision

6D = Improper Resource Allocation

6E = Policy Not Adequately Defined, Disseminated,
or Enforced

60 = Other

Cause Descriptions:

Recommended Corrective Actions:
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7. External Phenomena Worksheet

3 applicable 3 nNot Applicable

Why was "External Phenomena" a Cause?

Rate each subcategor .
cause: o External Phenomena Subcategories I ] i

D = Direct Cause 7A = Weather or Ambient Condition

C = Contributing Cause 7B = Power Failure or Transient

R = Root
oot Cause 7C = External Fire or Explosion

7D = Theft, Tampering, Sabotage, Vandalism

Cause Descriptions:

Recommended Corrective Actions:
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Worksheet Summary

. Direct Root Contributing
Problem/Deficiency Category Cause Cause Cause
Equipment/
Material Problem
Operational orocedure
Readiness Problem Problem
Personnel
Error
Design
Management/Field Problem
: Training
Bridge Problem Deflciency

Management Problem

Cause Description:

Corrective Actions:
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APPENDIX C - CAUSAL FACTOR ANALYSIS EXAMPLES

EXAMPLE 1

Contaminated water leaked from a pump (wrapped in plastic) after the pump was removed from a hot cell.
Investigation using Mini-MORT revealed:

. A safe-work permit was obtained and properly signed off but did not contain adequate
precautions against possible water involvement in the task

. The safe-work permit included alist of hazards but omitted liquid potential

. A Safety Analysis Report (SAR) identified this particular hazard, but thisinformation was

not used in preparing the safe-work permit checklist.

This occurrence was an off-normal release of radionuclides. Using Mini-MORT as aguide, “controlsless
than adequate” was identified. The problem was leakage of contaminated water. The direct cause was not
draining the pump before removing it from the hot cell. Following down the Mini-MORT chart,
Performance Error, Job Assignment Less Than Adequate (LTA) was found. The operator had not been
instructed or trained on this hazard, and the safe work permit did not include this precaution (Cause Code
2A, Defective or Inadequate Procedure - lacks something essential to successfully perform activity).
Continuing on the Mini-MORT chart, Technical Information, Communication, and Knowledge were
found. Asking questions about these factors revealed that the root cause was the safe-work permit form.
The checklist on the form was devel oped without reviewing the hazard identified on the SAR (Cause Code
6B, Management, Work Organization/Planning Deficiency). Also on the Mini-MORT chart under
performance error, training is listed. Investigation of this factor revealed that a contributing cause was
that neither the health physics technician nor the operator recognized the hazard (Cause Code 5A,
Training Deficiency, No Training Provided).

Note that water in the pump was a condition. Some may feel that this condition was the direct cause of
this occurrence, but water in a pump given as a cause of water leaking from a pump is too simplistic; there
is a need to know why a pump containing water was removed from a hot cell. In addition, operator error
should be listed as a cause only if the operator had been trained and reasonably could have been expected
to recognize the hazard. Also note that full MORT analysis was not used for this off-normal occurrence;
the Mini-MORT chart led to asking the few, right questions with alow level of effort required to perform
the root cause anaysis.

EXAMPLE 2

With the reactor at full power, the outer shim cylinder would not move when attempting to adjust power.
While there was no immediate safety concern, the reactor was shut down. Since this was a physical barrier
that did not perform its function, we use barrier analysis to ask why. Investigation revealed a broken
connection in the wire that activates a solenoid to release the cylinder brake. The Barrier Analysis
Checklist asks: Were there unwanted energies present? Vibration was determined to be the cause of the
broken solder connection. Using other questions in the Barrier Analysis Checklist or by merely asking the
next logical questions, we discover that vibration had not been considered in the design. Inspections had
been conducted during the last shutdown. The installation had been according to design specifications and
verified by quality assurance.

This was classified as an unusual occurrence involving performance degradation of Class A equipment.
The direct cause was Cause Code 1A, Equipment/Material Problem - defective or failed part; lacking
something to perform its intended function. The joint was soldered adequately but lacked support. The
root cause was Cause Code 4B, Design Problem - something essential was not included.
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Corrective actions included repair of the broken connection, inspection of the other connections, and
installation of shrink tubing for structural support. In addition, a checklist, including vibration, was
developed to avoid oversight in design considerations.

EXAMPLE 3

An experiment high-temperature alarm occurred during reactor startup. (Change anaysis, Mini-MORT,
or Cause and Effects are all adequate for this investigation.) It was revealed that:

. The cooling gas lead was hooked to the wrong cylinder
. The operator had followed the startup procedure to verify correct hook up
. The procedure was not sufficiently detailed to ensure adequate verification (the procedure

did not state that the operator was to verify the correct hookup, only to verify the correct
gas mixture in the cylinder)

. The cylinders had been moved by maintenance personne to facilitate other noncylinder
work in the area and had been returned to the wrong position in the rack (management
did not want the cylinders moved by maintenance, but had not implemented any controls)

. The cylinders were not color coded.

Thiswas classified as an off-normal occurrence related to nuclear safety. The problem was inadequate
cooling and the resulting high temperature in the experiment loop. The direct cause was not verifying
correct hookup because of inadeguate startup procedures (Cause Code 2A, Procedure Problem, Defective
or Inadequate Procedure). Contributing causes were maintenance personnel returning the cylinder to the
wrong position (Cause Code 3B, Personnel, Inadequate Attention to Detail), and identical leads and colors
of cylinders with different contents (Cause Code 4A, Design, Inadequate Man-Machine Interface). The
root cause was determined to be the prevailing attitudes and culture that contributed to the maintenance
errors and poor design (Cause Code 6E, Management, Policy Not Adequately Defined, Disseminated, or
Enforced). In this case, personnel error is not a valid cause because the operator had not been trained to
this requirement and could not reasonably have been expected to take the extra precautions.

Note that in this case, as a minimum, corrective action should include review (and revision as appropriate)
of other procedures and training operators to the new procedures. Further corrective action would include
installation of fittings that make it impossible to hook up the wrong cylinder, areview of other hookups
within the facility to correct similar problems, and the use of human factors (ergonomics) in configuration
design and control.

EXAMPLE 4

A large 2400-volt fan system blew afuse. The electrician obtained a fuse from the store room, tagged out
the switch and replaced the fuse. The system would not work, so the electrician bypassed a safety interlock
and used a meter to check the fuse. A large fireball erupted causing burns that required hospitalization
and 50 lost workdays.

This was classified as an off-normal, personnel safety occurrence (in-patient hospitalization). However,
because this was a near fatality and because there existed a potential for significant programmatic impact,
the investigation used formal Cause and Effects Analysis with charting to identify all of the contributing
conditions and any weaknesses in programmatic or operational control. A condensed version of the
working chart isgiven in Figure C-1. The significant findings are given below. The worksheets following
the chart illustrate transferring the findings to the ORPS cause subcategories on the worksheets.
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Findings included:

. The regular electrician was sick so a substitute who was not trained on high voltage was
used (Cause Code 5A, No Training Provided).

. The substitute did not follow procedures. The substitute tied out the interlocks and used
the wrong meter (Cause Code 3C, Violation of Requirement or Procedure).

. The fuse obtained from the storeroom was outdated and was no good (Cause Code 1A,
Defective or Failed Part).

. The large fan was not designed for cycling (frequent startups) and had been regularly
blowing fuses (Cause Code 4B, Inadequate or Defective Design).

. The supervisor knew the substitute was inexperienced but did not observe the substitute
or give any special assistance (Cause Code 6C, Inadequate Supervision).

. Known defects had not been corrected (Cause Code 6A, Inadequate Administrative
Control).

To correct these conditions, the following recommendations were made:
. Investigate and repair the system so that it does not blow fuses.
. Train supervisors to ensure that the worker is qualified for that task.
Provide high-voltage training as needed.

. Evaluate management response to safety problems and operation of malfunctioning
equipment.

Asaresult of the potential significance of this occurrence, aformal, detailed root cause analysis was
performed. A high level of effort was expended but the effort was justified due to the consequences of a
repeat occurrence.
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Figure C-1. Events and Causal Factors Chart
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1. Equipment/Material Worksheet

I’I] Applicable D Not Applicable

Why was “Equipment/Material” a Cause?

Rate each subcategory

cause: Equipment/Material Problem Subcategories | 1] 1] [\Y]

D = Direct Cause 1A = Defective or Failed Part C

C = Contributing Cause 1B = Defective or Failed Material

R = Root Cause 1C = Defective Weld, Braze, or Soldered Joint

1D = Error by Manufacturer in Shipping or Marking

1E = Electrical or Instrument Noise

1F = Contamination

Cause Descriptions:

1A - Defective or Failed Part. The replacement fuse was out-of-date and
was no good.

Recommended Corrective Actions:

Evaluate the parts inventory and procurement system and, where needed,
implement program to discard and replace outdated parts.
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2. Procedure Worksheet

D Applicable

Why was "Procedures” a Cause?

Rate each subcategory
cause:

D = Direct Cause

C = Contributing Cause
R = Root Cause

Not Applicable

Procedure Problem Subcategory

2A = Defective or Inadequate Procedure

28 = Lack of Procedure

Cause Descriptions:

Recommended Corrective Actions:
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3. Personnel Error Worksheet

Applicable D Not Applicable

Why was "Personnel Error" a Cause?

Rate each subcategory

, Personnel Error Subcategory | i n v
cause:

D = Direct Cause 3A = Inadequate Work Environment

C = Contributing Cause 3B = Inattention to Detail

R = Root Cause -
3C = Violation of Requirement or Procedure D

3D = Verbal Communication Problem

3E = Other Human Error

Cause Description:

3C - Violation of Requirement or Procedure. Untrained employee tied
out interlocks in violation of procedure and used wrong meter.

NOTE : Although an employee error was the direct cause, we do not blame
the employee. See corrective action.

Recommended Corrective Actions:

1. Train supervisors to verify qualifications when assigning personnel
to a hazardous task.

2. Reemphasize the need to obtain authorization prior to bypassing any
interlock.
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4. Design Problem Worksheet

m Applicable D Not Applicable

Why was "Design" a Cause?

Rate each subcategory

cause: Design Problem Subcategories | il 1]

D = Direct Cause 4A = Inadequvate Man-Machine Interface

C = Contributing Cause 4B = Inadequte or Defective Design C

R = Root Cause —
4C = Error in Equipment or Material Selection

4D = Drawing, Specification, or Date Errors

Cause Descriptions:

4B - Inadequate or Defective Design. The system was not designed for
frequent cycling and blew fuse during start.

Recommended Corrective Actions:

Evaluate and implement design or operational changes to eliminate fuse
blowing.
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5. Training Deficiency Worksheet

Applicable [ Not Applicable

Why was "Training Deficiency" a Cause?

Rate each subcategory | Trajning Deficiency Subcategories l [ I
cause:

D = Direct Cause 5A = No Training Provided c

C = Contributing Cause 5B = Insufficient Practice or Hands-On Experience

R = Root Cause 5C = Inadequate Content

5D = Insufficient Refresher Training

5E = Inadequate Presentation or Materials

Cause Descriptions:

5A - No Training Provided. The employee was not trained on high voltage.

NOTE: The training program was adequate.

Recommended Corrective Actions:

Train employee on high voltage.
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6. Management Problem Worksheet

m Applicable D Not Applicable

Why was "Management Problem" a Cause?

Rate each subcategory

, Management Problem Subcategories
cause:

D = Direct Cause 6A = Inadequate Adminstrative Control

C = Contributing Cause 68 = Work Organization/Planning Deficiency

R = Root Cause
6C = Inadequate Supervision

6D = Improper Resource Allocation

6E = Policy Not Adequately Defined, Disseminated,
or Enforced

6D = Other

Cause Descriptions:

6A - Inadequate Administrative Control. Reporting and correcting system

malfunction (fuse blowing) was inadequate.

6C - Inadequate Supervision - The root cause was the supervisor assigned

an ungualified person to work on high voltage.

Recommended Corrective Actions:

1. Train supervisors to verify qualifications when assigning personnel

to hazardous tasks.

2. Implement procedures and controls to report and correct malfunctioning

systems.
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7. External Phenomena Worksheet

CJ  applicable [X] Not Applicable

Why was "External Phenomena" a Cause?

Rate each subcategory

cause: External Phenomena Subcategories I I

D = Direct Cause 7A = Weather or Ambient Condition

C = Contributing Cause 7B = Power Failure or Transient

R = Root Cause 7C = External Fire or Explosion

70 = Theft, Tampering, Sabotage, Vandalism

Cause Descriptions:

Recommended Corrective Actions:
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Worksheet Summary

.. Direct Root Contributing
Problem/Deficiency Category Cause Cause Cause
Equipment/ C
Material Problem
Operational Crocedure
Readiness Problem Problem
Personnel
Error D
Design c
Management/Field Problem
Bridge Problem Training
Deficiency
Management Problem R
External Phenomenon

Cause Description:

The direct cause was an untrained employee violated safety procedures by
tying out an interlock and using the wrong meter to test a high voltage fuse.
The root cause was the supervisor assigned an unqualified substitute to
work on high voltage. Contributing causes were failure to maintain up-to-

date parts (fuse) and tolerance of an unsatisfactory operational system

(frequent fuse blowing).

Corrective Actions:

1. Train supervision to verify qualifications when assigning personnel

to hazardous tasks.

2. Evaluate parts inventory and procurement system and, where needed,

discard and replace outdated parts.

3. Implement procedures and controls to report and correct malfunctioning

systems.

4. Train employees, as needed, on high voltage systems.
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APPENDIX D - EVENTS AND CAUSAL FACTOR ANALYSIS

(Cause and Effects [Walk-through] Task Analysis)

Cause and Effects (Walk-through) Task Analysis is a method in which personnel conduct a

step-by-step reenactment of their actions for the observer without carrying out the actual function. If
appropriate, it may be possible to use a simulator for performing the walk-through rather than the actual
work location.

Objectives include:

Determining how a task was really performed

Identifying problems in human-factors design, discrepancies in procedural steps, training,
etc.

Preconditions are that participants must be the people who actually do the task.

Steps in Cause and Effects Task Analysis are as follows:

1

Obtain preliminary information so you know what the person was doing when the problem or
inappropriate action occurred.

Decide on atask of interest.
Obtain necessary background information:
Obtain relevant procedures
Obtain system drawings, block diagrams, piping and instrumentation diagrams, etc.

Interview personnel who have performed the task (but not those who will be observed) to
obtain understanding of how the task should be performed.

Produce a guide outlining how the task will be carried out. A procedure with key items
underlined is the easiest way of doing this. The guide should indicate steps in performing task and
key controls and displays so that:

You will know what to look for

You will be able to record actions more easily.

Thoroughly familiarize yourself with the guide and decide exactly what information you are going
to record and how you will record it.

Y ou may want to check off each step and controls or displays used as they occur. Discrepancies
and problems may be noted in the margin or in a space provided for comments, adjacent to the
step.

Select personnel who normally perform the task. If the task is performed by a crew, crew
members should play the same role they fulfill when carrying out the task.

Observe personnel walking through the task and record their actions and use of displays and
controls. Note discrepancies and problem areas.
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You should observe the task as it is normally carried out; however, if necessary, you may stop the
task to gain full understanding of all steps. Conducting the task as closely to the conditions that
existed when the event occurred will provide the best understanding of the event causal factors.

8. Summarize and consolidate any problem areas noted. Identify probable contributors to the event.

CAUSE AND EFFECT CHART

Figure D-1 shows the conceptual process of cause and effect charting. Figure D-2 shows a sample cause
and effect chart. The primary effect given on the chart is the problem you are trying to prevent from
recurring. To complete the cause and effect chart:

1. Identify the cause and effect starting with the primary effect. For each effect, there is a cause that
then becomes the next effect for which you need to identify the cause. Each block is an effect and
a cause, except for the first block (which isthe primary effect) and the last block in each series,
(which is the root cause).

2. For each cause, list in ablock just below the cause two ways you know it to be true. If only one
way is known or not firm, all possible causes should be evaluated as potential causes, and the
bases for rejected and accepted causes should be stated.

3. When this process gets to the point where a cause can be corrected to prevent recurrence in a way

that allows meeting your objectives and iswithin your control, you have found the root cause or
causes.
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Cause and Effect Chart

Conceptual Process of Cause and Effect Charting

Primary Effect +

Effect

Effect, etc.

How do you know
this? e.g.:
Alarm typer, Transient
Data Acquisition
System, Personnel
statement, etc.

List two or more
ways that explain how
you know each cause.

How do you know
this, etc.?

Figure D-1. Conceptua Process of Cause and Effect Charting
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Cause and Effect Chart

IExample of Cause and Effect Charting|

Turbine Control Valve
Fast Closure RPS 86 Lockout —— (A)
Reactor SCRAM _ Relay Tripped
Logic
® Alarm Typer e Flag Set
® Personnel Observations ® Alarm Typer e Handle Cocked
® Transient Data Acquisi- e TDAS e Indicator Light
tion System

1D\
\D]
(A) - Sudden Pressure g - e
Relay (SPR) Actuation } FAnSTOTET Go to next page
on TR-N1 Pressure Increased
—— (C)
— (D
® Verification by electricians (D)
that iogic train is functionai
Inadvertant SPR Go to next page

® Local panel flag indication Operation
at transformer

—— (E)

Figure D-2. Example of Cause and Effect Charting
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Cause and Effect Char

Exampie (Continued)

(B)

Internal transformer
faults

Performed gas and
oil anlysis and
evaluation showed no

sign of problems

©® Independent Analysis
and evaluation

@ SS evaluation also

(D)

Short circuit in SPR

(C)

Cover gas pressure
too high

Found cover gas at
higher than normal

pressure, but below
setpoint

@ Post-trip inspection
of gauges

©® Operators log

(E)

Pressure integrity
failure

Operation set pressure
higher to prevent
negative pressures in
the winter and this

a hot summer day.
Pressure within limits.

® Verbal discussion
with Operations
Department personnel

SPR disassembled and
found in perfect
working order

® Bench testing per
procedure

® Visual inspection

Found a test relief-type
valve on SPR with a
design set-point of 10 psig
and an actual setpoint of

A B nein
5.9 pPSig

From (C) above we know

xformer pressure was approx.
5 psig - cause of trip

type test valves

® Bench testing of relief

Figure D-2. Continued
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APPENDIX E - CHANGE ANALYSIS

Change Analysis looks at a problem by analyzing the deviation between what is expected and what actually
happened. The evaluator essentially asks what differences occurred to make the outcome of this task or
activity different from all the other times this task or activity was successfully completed.

This technique consists of asking the questions. What? When? Where? Who? How? Answering these
guestions should provide direction toward answering the root cause determination question: Why?

Primary and secondary questions included within each category will provide the prompting necessary to
thoroughly answer the overall question. Some of the questions will not be applicable to any given
condition. Some amount of redundancy exists in the questions to ensure that all items are addressed.
Several key elements include the following:

Consider the event containing the undesirable consegquences.

Consider a comparable activity that did not have the undesirable consequences.

Compare the condition containing the undesirable consequences with the reference
activity.

Set down all known differences whether they appear to be relevant or not.

Analyze the differences for their effects in producing the undesirable consequences. This
must be done with careful attention to detail, ensuring that obscure and indirect
relationships are identified (e.g., a change in color or finish may change the heat transfer
parameters and consequently affect system temperature).

Integrate information into the investigative process relevant to the causes of, or the
contributors to, the undesirable consequences.

Change Analysisis agood technique to use whenever the causes of the condition are obscure, you do not
know where to start, or you suspect a change may have contributed to the condition.

Not recognizing the compounding of change (e.g., a change made five years previously combined with a
change made recently) is a potential shortcoming of Change Analysis. Not recognizing the introduction of
gradual change as compared with immediate change aso is possible.

This technique may be adequate to determine the root cause of arelatively simple condition. In general,
though, it is not thorough enough to determine all the causes of more complex conditions.

Figure E-1 shows the six steps involved in Change Analysis. Figure E-2 is the Change Analysis worksheet.
The following questions help identify information required on the worksheet.

WHAT?
What is the condition?
What occurred to create the condition?
What occurred prior to the condition?

What occurred following the condition?
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What activity was in progress when the condition occurred?
What activity was in progress when the condition was identified?
- Operational evolution in the work space?

Surveillance test?
Power increase/decrease?
Starting/stopping equipment?

- Operational evolution outside the work space?

Valve line-up?

Fuel handling?

Removing equipment from service?
Returning equipment to service?

- Maintenance activity?

Surveillance?

Corrective maintenance?
Modification installation?
Troubleshooting?

Training activity?
What equipment was involved in the condition?

- What equipment initiated the condition?
. What equipment was affected by the condition?
- What equipment mitigated the condition?
. What is the equipment’s function?
- How does it work?
- How isit operated?
- What failed first?
- Did anything else fail due to the first problem?
What form of energy caused the equipment problem?
- What are recurring activities associated with the equipment?
- What corrective maintenance has been performed on the equipment?
- What modifications have been made to the equipment?

What system or controls (barriers) should have prevented the condition?

What barrier(s) mitigated the consequences of the condition?

When did the condition occur?
What was the facility’ s status at the time of occurrence?
When was the condition identified?

What was the facility’s status at the time of identification?

E-2



Downloaded from https://www.everyspec.com

What effects did the time of day have on the condition? Did it affect:
- Information availability?

- Personnel availability?

- Ambient lighting?

- Ambient temperature?

Did the condition involve shift-work personnel? If so:

- What type of shift rotation was in use?
- Where in the rotation were the personnel ?

For how many continuous hours had any involved personnel been working?

WHERE?

Where did the condition occur?

What were the physical conditions in the area?

Where was the condition identified?

Was location a factor in causing the condition?

- Human factor?
Lighting?
Noise?
Temperature?
Equipment labeling?
Radiation levels?
Personal protective equipment required in the area?
Radiological protective equipment required in the area?
Accessibility?
Indication availability?
Other activities in the area?
What position is required to perform tasks in the area?

Equipment factor?
Humidity?
Temperature?
Cleanliness?
HOW?
. Was the condition an inappropriate action or was it caused by an inappropriate action?

- An omitted action?

- An extraneous action?

- An action performed out of sequence?

- An action performed to atoo small of a degree? To atoo large of a degree?

. Was procedure use afactor in the condition?
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- Was there an applicable procedure?
- Was the correct procedure used?
- Woas the procedure followed?

Followed in sequence?
Followed "blindly"--without thought?

- Woas the procedure:

Legible?

Misleading?

Confusing?

An approved, current revision?

Adequate to do the task?

In compliance with other applicable codes and regulations?

- Did the procedure:

Have sufficient detail?

Have sufficient warnings and precautions?
Adequately identify techniques and components?
Have steps in the proper sequence?

Cover al involved systems?

Require adequate work review?

Which personnel:

- Were involved with the condition?
- Observed the condition?

- Identified the condition?

- Reported the condition?

- Corrected the condition?

- Mitigated the condition?

- Missed the condition?

What were:

- The qualifications of these personnel?

- The experience levels of these personnel?

- The work groups of these personnel?

- The attitudes of these personnel?

- Their activities at the time of involvement with the condition?

Did the personnel involved:

- Have adequate instruction?
- Have adequate supervision?
- Have adequate training?

- Have adequate knowledge?
- Communicate effectively?
- Perform correct actions?

- Worsen the condition?

- Mitigate the condition?
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Occurrence

oY 20 N

.\Jl UUSIIdUIB
Consequence

M/l /////

W Wy
% Compare
4/1 AN

\\\l\\\

4.

Set Down
Differences

Comparable
Activity without
Undesirabie
Consequence

2.

Figure E-1. Six Steps Involved in Change Analysis
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Change Analysis Work Sheet |

Difference/Change Effect

Questions to
Answer

What

(Conditions, occurrence,
activity, equipment)

When

(Occurred, identified,
plant status, schedule)

Where
{Physicai iocation,
environmental conditions)

How

(Work practice, ommission,
extraneous action, out of
sequence procedure}

LA

vvno

(Personnel involved,
training, qualification,
supervision)

Figure E-2. Change Analysis Worksheet
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APPENDIX F - BARRIER ANALYSIS

There are many things that should be addressed during the performance of a Barrier Analysis. NOTE: In
this usage, a barrier is from Management Oversight and Risk Tree (MORT) terminology and is something
that separates an affected component from an undesirable condition/situation. Figure F-I provides an
example of Barrier Analysis. The questions listed below are designed to aid in determining what barrier
failed, thus resulting in the occurrence.

What barriers existed between the second, third, etc. condition/situation and the second, third, etc.
problems?

If there were barriers, did they perform their functions? Why?

Did the presence of any barriers mitigate or increase the occurrence severity? Why?
Were any barriers not functioning as designed? Why?

Was the barrier design adequate? Why?

Were there any barriers in the condition/situation source(s)? Did they fail? Why?
Were there any barriers on the affected component(s)? Did they fail? Why?

Were the barriers adequately maintained?

Were the barriers inspected prior to expected use?

Why were any unwanted energies present?

Is the affected system/component designed to withstand the condition/situation without the barriers?
Why?

What design changes could have prevented the unwanted flow of energy? Why?
What operating changes could have prevented the unwanted flow of energy? Why?
What maintenance changes could have prevented the unwanted flow of energy? Why?
Could the unwanted energy have been deflected or evaded? Why?

What other controls are the barriers subject to? Why?

Was this event foreseen by the designers, operators, maintainers, anyone?

Isit possible to have foreseen the occurrence? Why?

Isit practical to have taken further steps to have reduced the risk of the occurrence?
Can this reasoning be extended to other similar systems/components?

Were adequate human factors considered in the design of the equipment?

What additional human factors could be added? Should be added?
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I's the system/component user friendly?

I's the system/component adequately labeled for ease of operation?

I's there sufficient technical information for operating the component properly? How do you know?
Is there sufficient technical information for maintaining the component properly? How do you know?
Did the environment mitigate or increase the severity of the occurrence? Why?

What changes were made to the system/component immediately after the occurrence?

What changes are planned to be made? What might be made?

Have these changes been properly, adequately analyzed for effect?

What related changes to operations and maintenance have to be made now?

Are expected changes cost effective? Why? How do you know?

What would you have done differently to have prevented the occurrence, disregarding all economic
considerations (as regards operation, maintenance, and design)?

What would you have done differently to have prevented the occurrence, considering all economic
concerns (as regards operation, maintenance and design)?
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Work Task: Clean Relay Contact
Occurrence: Reactor Trip

Sequence of Events:

System Tagout Warning Tag Maintenance Electricians Reactor
Requested — Hung —® Electricians —¥% Follow .
Given Procedure T!’!p
Assignment
Barriers Analysis:
Tagout Tagout Communications Procedure Training
Wf:a:"?i :> Process #= Process #  Process - E # QOccurrence
VVUIR FIULESS Step 1 Step 2 Interface

MWR requests Tag hung on Electricians given Electricians Electricians
de-energizing P689 - only MWR to work, which go to P690 and never trained
two panels so P690 is still references a Maint. begin procedure. to always
relays can be energized. Procedure, but Procedure has no check power
cleaned. Opera- not told of change step to verify supply prior to
tions will only in scope by dead power working on
allow one panel foreman. supply before electrical
at a time to be starting. They equipment.
tagged out. open first relay
Electrical foreman and plant trips.
told and agrees.

Barrier Barrier Barrier Barrier Barrier

Holds Holds Fails Fails Fails

Figure F-1. Examples of Barrier Analysis
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APPENDIX G - MANAGEMENT OVERSIGHT AND
RISK TREE (MORT) ANALYSIS

A Mini-MORT analysis chart is shown in Figure G-1. This chart is a checklist of what happened (less-
than-adequate specific barriers and controls) and why it happened (less-than-adequate management). To
perform the MORT analysis:

1. Identify the problem associated with the occurrence and list it as the top event.

2. Identify the elements on the "what" side of the tree that describe what happened in the occurrence
(what barrier or control problems existed).

3. For each barrier or control problem, identify the management elements on the "why" side of the
tree that permitted the barrier control problem.

4. Describe each of the identified inadequate elements (problems) and summarize your findings.

These findings can then be related to the ORPS cause codes using the worksheets in Appendix B. For
critical self-assessment (not an ORPS requirement), the findings can aso be related to MORT elements
given in Figure G-2, MORT Based Root Cause Analysis Form. To do this, enter the findings in the left-
hand column. Next, select the MORT elements from the top of the root cause form that most closely
relate to the finding by placing a check in the column below the MORT elements and on the same line
where the finding is listed (more than one element can be related to a single finding.) Then, sum the
number of checks under each MORT element (the sum can be entered at the bottom of the page even
though there is no place designated on the form). The relative number of checks under each MORT
element (the sum of all the findings) is a measure of how widespread the element inadequacy is. The
results guide the specific and generic corrective actions.

A brief explanation of the "what" and "why" may assist in using mini-MORT for causal analyses.

When atarget inadvertently comesin contact with a hazard and sustains damage, the event is an accident.
A hazard is any condition, situation, or activity representing a potential for adversely affecting economic
values or the hedlth or quality of people’s lives. A target can be any process, hardware, people, the
environment, product quality, or schedule--anything that has economic or personal value.

What prevents accidents or adverse programmatic impact events?

Barriers that surround the hazard and/or the target and prevent contact or controls and
procedures that ensure separation of the hazard from the target

Plans and procedures that avoid conflicting conditions and prevent programmatic impacts.
In a facility, what functions implement and maintain these barriers, controls, plans, and procedures?

Identifying the hazards, targets, and potential contacts or interactions and specifying the
barriers/controls that minimize the likelihood and consequences of these contacts

Identifying potential conflicts/problems in areas such as operations, scheduling, or quality
and specifying management policy, plans, and programs that minimize the likelihood and
consequences of these adverse occurrences

Providing the physical barriers: designing, instalation, signs/warnings, training or
procedures
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Providing planning/scheduling, administrative controls, resources, or constraints

Verifying that the barriers/controls have been implemented and are being maintained by
operational readiness, inspections, audits, maintenance, and configuration/change control

Verifying that planning, scheduling, and administrative controls have been implemented
and are adequate

Policy and policy implementation (identification of requirements, assignment of
responsibility, alocation of responsibility, accountability, vigor and example in leadership
and planning).

Cause definitions used with this method are similar to those in DOE Order 5000.3A:

A cause (causal factor) is any weakness or deficiency in the barrier/control functions or in the
administration/management functions that implement and maintain the barriers/controls and the plans/
procedures.

A causal factor chain (sequence or series) isalogical hierarcha chain of causal factors that
extends from policy and policy implementation through the verification and implementation functions to
the actual problem with the barrier/control or administrative functions.

A direct cause is a barrier/control problem that immediately preceded the occurrence and
permitted the condition to exist or adverse event to occur. Since any element on the chart can be an
occurrence, the next upstream condition or event on the chart is the direct cause and can be a
management factor. (Management is seldom a direct cause for areal-time loss event such asinjury or
property damage but may very well be a direct cause for conditions.)

A root cause is the fundamental cause which, if corrected, will prevent recurrence of this and
similar events. Thisisusually not a barrier/control problem but aweakness or deficiency in the identifica-
tion, provision, or maintenance of the barriers/controls or the administrative functions. In the context of
DOE Order 5000.3A, a root cause is ordinarily control-related involving such upstream elements as
management and administration. In any case, it is the original or source cause.

A contributing cause is any cause that had some bearing on the occurrence, on the direct cause, or
on the root cause but is not the direct or the root cause.
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APPENDIX H - HUMAN PERFORMANCE EVALUATION

a. Input detection

b. Input understanding
c. Action selection

d. Action execution.

Facility and equipment operability, procedures and documcentation, and management attitudes are
al part of the work environment that needs to be evaluated for each of these steps. Common problems
that need to be considered are:

. Cognitive overload
Cognitive underload/boredom
Habit intrusion
Lapse of memory/recall
Spatial misorientation
Mindset/preconceived idea
Tunnel vision or lack of big picture
Unawareness
Wrong assumptions made
. Reflect/instinctive action
. Thinking and actions not coordinated
Insufficient degree of attention applied
Shortcuts evoked to complete job
Complacency/lack of perceived need for concern
Confusion
Misdiagnosis
Fear of failure/consequences
Tired/fatigued.

e e e o

Where high risk is very sensitive to noncompliance with requirements, each of the human
performance factors should be considered in order to achieve a high degree of reliability. These factors
also should be considered in system design/control and operator training, as well as causal factor
determination and corrective action decisions.
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