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b. producing it for inspection when required.
3. AAP 5030.001 RAAF Publication System Technical and Non-Technical Manuals, outlines

procedures for the incorporation of amendment lists. In particular the distributee is to:

a. acknowledge receipt of ALs by signing the attached DEFPUBS Issue Note and returning
it to the library/Technical Publication Office (TPO) promptly,

b. check the amendment certificate to ensure all previous ALs have been incorporated,
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This publication, although issued as an Australian Air Publication (AAP), is authenticated by the ADF Airworthiness
Authority because the content has Tri-Service significance and authority. The single Service markings on the front of
the book have been replaced by their Tri-Service equivalents as an interim step towards the formation of a proper,
structured, binding Defence Publication System for airworthiness, aircraft, aircraft related equipment and other ‘air’
matters.

Attention is drawn to DI(AF) ADMIN 6-8 in regard to amending this publication.

DI(AF) LOG, STIs and Modifications may affect the subject matter of this publication. When such orders or
instructions contradict any part of this publication they are to be taken as the overriding authorities. Where a Technical
Maintenance Plan (TMP) indicates servicing periodicities at variance with those detailed in this publication, the TMP
is at all times the overriding authority.

Reference to items of equipment in this publication does not constitute authority for demanding of the items. Prior to
demanding reference should always be made to the appropriate Topic —4 (IPB) and RAAF List of Assessed Spares
(LOAS).

This AAP is managed in accordance with AAP 5030.001, RAAF Publication System Technical and Non-Technical
Manuals. Reference is to be made to this publication for Unit management of AAPs and for procedures for requesting
additional copies of AAPs and Amendments.
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SECTION 1

CHAPTER 1

THE APPLICATION OF DESIGN REQUIREMENTS

INTRODUCTION

1. Airworthiness design requirements, including where appropriate the means of demonstrating compliance, are
prescribed by the Technical Airworthiness Regulator (TAR) for the purpose of establishing adequate levels of safety
for the design of aircraft, engines, propellers and other aircraft equipment. AAP 7001.053, the Technical
Airworthiness Management Manual (TAMM), recognises AAP 7001.054 as the TAR’s repository for ADF
airworthiness design requirements.

2. Purpose. This publication provides guidance on the application of airworthiness design requirements within
the ADF design acceptance process. It is intended for reference by project staff involved in the acquisition or
modification of ADF aircraft, and engineers involved in design changes to ADF aircraft or aircraft systems. At the
project manager’s discretion it may also provide useful guidance to Contractors in the establishment and completion of
airworthiness certification bases.

3. Context.  Until 2004, Section 1 of this publication provided comprehensive guidance on establishing
certification bases for ADF aircraft acquisitions and major design changes. This information has now been revised and
relocated to AAP 7001.053 Section 3 Chapter 12. To provide context to this publication, it should be read in
conjunction with the AAP 7001.053 chapter.

4. Design Standards versus Design Requirements. This publication refers to both ‘design requirements’ and
‘design standards’, which may appear to the reader to be interchangeable. This is often, but not always, the case. The
latter specifically refers to a standard published by a civilian or military standards body, for example a US MIL STD
or an RTCA standard. The TAR’s design requirements, on the other hand, may refer to a single item (“PVC wiring
shall not be used on ADF aircraft”), the adoption of a complete design standard (“The TAR’s preferred standard for
aircraft wiring is SAE AS 50881”) or the adoption of a tailored version of a design standard.

ADF DESIGN REQUIREMENTS

5. It is not practical for the ADF to create and maintain its own aircraft design standards; it therefore relies
extensively on design standards produced by other civilian and military agencies. Some of these design standards are
comprehensive and directly applicable to the ADF. Others may meet many of our requirements, but require
supplementation or tailoring to account for:

a. the ADF’s particular Configuration, Role and/or operating Environment (CRE);

b. deficiencies in the level of safety provided by the design standard, detected by the ADF through local
research or experience (eg investigations into aircraft incidents);

C. intentional ambiguities in the design standard, where it is assumed the standard will be tailored to meet
the needs of the specific application; or

d. the ADF’s particular approach to through-life support.

6. This publication documents the TAR’s preferred design standards, and any tailoring they require to overcome
shortfalls. Further, it expounds the TAR’s underlying design philosophy for key aircraft technologies or functions, to
assist in the evaluation of alternate design standards that might be proposed by Tenderers. Finally, it provides
suggested clauses and Data Item Descriptions for insertion into the aircraft acquisition or modification Statements of
Requirement.

7. The chapters in this publication are broadly partitioned along aircraft functional lines (eg oxygen, structures,
propulsion) or technology lines (eg software, system safety, E). Not all aircraft functions are captured in this
publication; rather, coverage is limited to those areas where there is potential for the issues in paragraph 5 to become
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relevant. For those omitted aircraft functions, common aerospace standards that are accepted by ADF-recognised
Airworthiness Authorities will likely provide an adequate level of safety.

Mandatory or Optional ?

8. The ADF, as an independent Airworthiness Authority, interprets and sets standards to assure the airworthiness
of State aircraft. DI(G) OPS 2-2 delegates to the TAR the authority to interpret technical airworthiness regulations in
the context of specific aircraft designs, and recognises AAP 7001.054 as providing guidance on the application of
airworthiness design requirements. The TAR accomplishes this charter by documenting preferred design requirements
in AAP 7001.054, but on the understanding that their adoption is not mandatory; in every case, the intention is that
Tenderers should be allowed to propose compliance with an alternative condition, provided that the alternative
condition can be shown to the ADF’s satisfaction to provide an adequate level of safety.

9. Historically, Projects have had difficulty grasping this concept of an ‘adequate level of safety’ - does it mean
the level of safety must be equivalent to the ADF’s preferred standard, or merely that it has been accepted as safe by a
recognised Airworthiness Authority ? In fact, the TAR’s interpretation lies somewhere in between. A good example is
polyimide (eg Kapton®) wiring: while civilian Airworthiness Authorities still allow its use, clearly there are ‘safer’
wire types available for ADF aircraft (although an alternate wire type might impose an unacceptable weight or cost
burden). Accordingly, while the TAR’s preference is for any alternative condition proposed by a Tenderer to provide
an ‘equivalent level of safety’ to the design requirements in this publication, a lesser (but still adequate) level of safety
may be negotiated.

10. So, the airworthiness design requirements in this publication are neither mandatory nor optional. Rather, the
TAR expects Project Offices to provide a reasoned justification (assessing factors such as safety impact, cost,
engineering complexity, incompatibility with existing systems, standardisation, and so on), if they wish to accept a
tendered design that does not provide the level of safety provided by the design requirements in this publication. This
is often relevant to aircraft acquisition projects (since the cost of re-engineering existing systems may be cost-
prohibitive), but is more difficult to justify for major design changes.

Design Standards for Mission Systems

11. Civilian aircraft design standards primarily focus on ensuring new or modified aircraft are adequately
‘airworthy’ in their intended CRE. For military aircraft, on the other hand, it is of almost equal importance that they
are ‘fit-for-purpose’, that is, capable of performing their intended function in the worst-case operational CRE.
Inadequate mission system integrity may result in mission failure, or may even have safety implications in a hostile
environment (hence the concept of ‘missionised hazards’).

12. One means of assuring adequate mission system integrity is to apply the same airworthiness design
requirements to mission systems. However, this is often impractical and can become cost-prohibitive. Rather, a
balanced approach often needs to be adopted, one that acknowledges the importance of mission systems but accepts
that a level of integrity less than that of safety-critical aircraft systems may be necessary. Key technology chapters in
this publication explicitly examine how airworthiness design requirements may be tailored for mission systems.

Non-aircraft Systems

13. Design requirements for simulators, mission planning systems and other non-aircraft systems are not covered
in this publication. Rather, where those systems interface (either directly or indirectly) with the aircraft, their
airworthiness impact should be assessed via the aircraft system safety program. Should this program highlight hazards
that cannot effectively be mitigated by operational means, DGTA staff are able to provide advice on establishing and
tailoring design requirements to improve the integrity of the non-aircraft systems.

Interoperability

14, The ADF’s interoperability requirements are largely managed through the Air Standardisation Coordination
Committee (ASIC) series of standards. While some references to ASIC standards and other interoperability issues are
mentioned in this publication, interoperability is not comprehensively covered. A specific interoperability chapter is
being considered for a future amendment; in the meantime, project offices (particularly for new acquisitions) should
assess their particular interoperability requirements by reviewing the ASIC standards. Assistance in this process may
be obtained from the Coordinating Member for ASIC Working Party 25 (which covers engineering and logistics),
AMPTS-DGTA.
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15. Each chapter in Section 2, 3 and 4 of this publication is sponsored by a relevant ADF Centre of Expertise or

DGTA section. Annex A lists these sponsors, who are the first point of contact for assistance, requests for
interpretation or suggestions for improvement.

Annex:

A AAP 7001.054 Chapter Sponsors
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AAP 7001.054 CHAPTER SPONSORS

1. Each chapter in this publication is sponsored by a relevant ADF Centre of Expertise or DGTA section. Table
1-A-1 lists these sponsors, who should be the first point of contact for assistance, requests for interpretation or
suggestions for amendment.

Table 1-A-1 Chapter Sponsors

TITLE SPONSOR
Section 1:
Chapter 1 | The Application of Design Requirements OIC SCI-DGTA
Chapter 2 Design, Equipage and Certification Issues for Civil OIC SCI-DGTA
Certified ADF Aircraft
Section 2:
Chapter 1 | Systems Safety SCI3-DGTA
Chapter 2 Electromagnetic Environmental Effects in Airborne Systems | SCI2-DGTA
Chapter 3 | General Avionics Systems SCI2-DGTA
Chapter 4 | Aircraft Lighting SCI2-DGTA
Chapter 5 Electrical Power Generation, Storage and Distribution SCI2-DGTA
Chapter 6 | Oxygen Systems SCI2-DGTA
Chapter 7 | Software for Airborne and Related Systems SCI1-DGTA
Chapter 8 Embedded Computer Systems SCI1-DGTA
Chapter 9 Flight Control Systems and Aircraft Dynamics DSDE Flight Dynamics AOSG
Chapter 10 | Aircraft Mechanical Systems ESI-DGTA
Chapter 11 | Aircraft Structural Integrity ASI-DGTA
Chapter 12 | Aircraft / Stores Compatibility DASCENG
Chapter 13 | Human Factors Engineering SCI3-DGTA
Chapter 14 | Role Equipment SCI2-DGTA
Chapter 15 | Unmanned Aerial Vehicles OIC SCI-DGTA
Chapter 16 | Crash Protection OIC SCI-DGTA
Chapter 17 | In-Service Management of Software Product SCI1-DGTA
Chapter 18 | Carriage of Portable Electronic Devices SCI2-DGTA
Chapter 19 | Health and Usage Monitoring Systems ESI-DGTA
Chapter 20 | Aeronautical Life Support Equipment SDE ALSLMU
Chapter 21 | Airborne Environmental Control Systems SCI2-DGTA
Section 3:
Chapter 1 Rotorcraft RWS-DGTA
Section 4:
Chapter 1 Propulsion Systems ESI-DGTA
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SECTION 1

CHAPTER 2

DESIGN, EQUIPAGE AND CERTIFICATION ISSUES FOR CIVIL
CERTIFIED ADF AIRCRAFT

INTRODUCTION

1. Sponsoring the ab-initio design and construction of a new aircraft type is an enormously complex and costly
undertaking. The ADF, like most militaries, recognises the advantages of acquiring existing civilian aircraft designs
that largely meet our needs, and then adapting them to fulfil particular operational requirements. Provided the ADF
fully understands the role and operating environment for which the civilian aircraft was designed and certificated, and
sensibly applies design standards to ADF-unique modifications, these aircraft can become effective military aircraft.
However, ADF projects have previously encountered problems due to contracting to a Statement of Requirement
(SOR) that inadequately reflects the civilian aerospace design and certification processes. The following clause
represents a typical ADF SOR approach to defining a certification basis for the baseline aircraft and its post-
production modifications:

The ...... baseline aircraft, and all modifications to the baseline Aircraft, shall be certified by an
ADF recognised National Airworthiness Authority (NAA) as complying with Federal Aviation
Regulation 25 (FAR 25).

While this clause appears to present a comprehensive certification basis for the baseline aircraft and its modifications,
it is inadequate for all but the most straightforward of applications. Key shortfalls are as follows:

a. Some civil airworthiness requirements (eg FAR 23/25/27/29) contain several ‘optional’ certifications,
for example certification for ditching and flight in icing conditions. An aircraft OEM will normally
only pursue certifications perceived as relevant to the target market sector, so some aircraft types are
not designed for these optional certifications.

b. Some aircraft equipage options are not mandated by civil airworthiness requirements, but present an
improved level of safety. Examples include windshear detection systems, Traffic Alert and Collision
Avoidance Systems (TCAS), Ground Proximity Warning Systems (GPWS), life rafts, supplemental
oxygen, and so on. These systems may be offered as ‘options’ for production aircraft, but will not be
included unless specifically nominated by the purchaser.

c. While a baseline aircraft may be designed to be eligible for certain operational certifications (for
example, ETOPS), post-production modifications may impact its eligibility. The contractor may not be
compelled to re-validate these features unless specifically required in the SOR.

d. Civil airworthiness standards do not encompass some military-unique functions, for example, aerial
refuelling and stores carriage. Civil standards also may not assure an appropriate level of system
integrity for mission systems. Unless suitable standards are incorporated in the SOR, aircraft safety
and/or mission integrity may be affected in some roles and operating environments.

2. When compiling an aircraft acquisition/modification SOR, the ADF must understand the range of design,
equipage and certification options available for the class of civilian aircraft being sought, and assess their impact on
the proposed ADF configuration, role and operating environment. While the lack of these design, equipage and
certification options may not prevent the aircraft from flying, it may substantially reduce the level of safety for some
roles and operating environments. Furthermore, the ADF must assess whether the baseline aircraft design standards
will present an acceptable level of safety and mission integrity for ADF-unique modifications.

3. This chapter provides guidance on specifying design, equipage and certification options for new civil aircraft.
It also provides guidance on specifying standards for ADF-unique modifications.
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CIVIL AIRCRAFT CERTIFICATIONS

4, The ADF relies extensively on civil aircraft certifications by the US Federal Aviation Administration (FAA),
the European Aviation Safety Agency (EASA) and other recognised National Airworthiness Authorities (NAAS).
These certifications provide confidence to the ADF that the aircraft type will be airworthy for a particular
configuration, role and operating environment. There are two fundamental aspects to aircraft certifications provided by
a civil NAA:

a. Certifications against Airworthiness Requirements. The NAA is certificating that an aircraft type
conforms to an acceptable certification basis, that is, a comprehensive set of airworthiness requirements
and associated standards (eg Federal Aviation Regulation (FAR) Parts 23, 25, 27 or 29).

b. Certifications against Operating Requirements. The NAA is certificating that the aircraft operator is
able to safely operate the aircraft in the country of certification (eg FAR Pt 91, plus for certain operators
Pt 121, 125 or 135).

Intuitively, the first certification appears most relevant to the ADF, since it provides the ADF with confidence that the
NAA has ensured the aircraft type meets its certification basis. The second certification (the operator certification), on
the other hand, would appear to be largely irrelevant; after all, the ADF is an independent Airworthiness Authority
and therefore defines its own regulations for aircraft operations. Unfortunately, this assumption may be misleading, as
the following assessments of the FAA’s Operating Requirements will illustrate:

a. FAR Pt 91. This regulation prescribes rules governing the operation of aircraft within the USA. Many
of these rules are primarily relevant to aircrew, for example responsibilities of pilots, flight planning,
flight rules, training requirements, and so on. However, some of these rules also prescribe equipment and
certification requirements for flight in certain conditions, for example, flight under instrument flight rules
(IFR), flights above 12,500 feet, and extended over-water flights. In some cases the relevant
Airworthiness Requirements (ie FAR 23/25/27/29) do not make provision for this equipment and
certification. In other cases, while there is provision for the equipment and certification in FAR
23/25/27/29, it may not be a mandatory element of the certification program. It is therefore quite
permissible for an aircraft to successfully achieve FAR Pt 23/25/27/29 certification, but be severely
limited in when and where it can fly. Thus, even though FAR Pt 91 is an operational regulation, it
inherently imposes equipage and certification requirements for certain operations.

b. FAR Pt 121. This regulation prescribes rules governing the operation of aircraft by air carriers and
commercial operators, or aircraft with 20+ passengers (although there are exceptions). In many cases,
the rules merely build on the Pt 91 requirements, to improve the level of safety for fare-paying
passengers (for example, additional crew training requirements, minimum crew qualifications, rest
periods, etc). However, as with Pt 91, Pt 121 also prescribes equipage and certification requirements, for
example additional Flight Data Recorder parameters, a windshear detection system, TCAS, GPWS, and
numerous other features. Furthermore, it imposes enhancements to the Pt 25 airworthiness standards to
improve the overall level of safety of the aircraft, for example, additional fire detector systems, fuel
system independence requirements, and so on. Thus, even though FAR Pt 121 is an operational
regulation, it inherently imposes substantial addition design, equipage and certification requirements.

C. FAR Pt 125 and 135. Pt 125 (applicable to non-commercial carriers) and Pt 135 (air taxis) are
analogous to Pt 121, in that they provide additional rules to those prescribed in Pt 91. While not as
rigorous as Pt 121, both still prescribe design, equipage and certification requirements to improve the
level of safety of the aircraft.

5. From the preceding sub-paragraphs, it is evident that the FAR operating requirements cover much more than
aircrew rules; they can invoke ‘optional’ airworthiness design requirements within FARs 23/25/27/29, they can
require additional equipage, and they can impose additional design and certification requirements. An ADF SOR that
specifies the airworthiness requirements, but does not consider the impact of operating requirements, is likely to have
serious deficiencies.

6. While the preceding section has referred only to the FARs, the equivalent EASA airworthiness and
operational requirements are equally valid.
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SPECIFYING DESIGN, EQUIPAGE AND CERTIFICATION REQUIREMENTS

7. Establishing a comprehensive aircraft certification basis is a fundamental TAA requirement for a contract
SOR. This section provides guidance for deriving a comprehensive certification basis for the baseline civilian aircraft
and all post-production modifications.

Specifying a Certification Basis for the Baseline Aircraft

8. The previous section emphasised the importance of evaluating the design, equipage and certification
requirements embedded within the FAA’s operating requirements. An ADF SOR for an aircraft acquisition and
modification project should therefore include the following elements:

a. the relevant FAR airworthiness requirement (ie FAR Pt 23/25 for fixed wing aircraft, and FAR Pt
27/29 for rotary wing aircraft);

b. the propulsion system airworthiness requirements (FAR Pt 33 for the engine, and FAR Pt 35 for the
propeller if required) and noise standard (FAR Pt 36);

c. those FAR Pt 91 elements that impact aircraft equipage and/or certification, if those issues are
relevant to the ADF’s proposed role and operating environment;

d. for large fixed wing aircraft, those FAR Pt 121 elements that impact design, equipage and/or
certification, if those issues are relevant to the ADF’s proposed role and operating environment; and

e. for smaller fixed wing aircraft and for all rotorcraft, those FAR Pt 135 elements that impact design,
equipage and/or certification, if those issues are relevant to the ADF’s proposed role and operating
environment.

Annex A to this chapter proposes relevant ADF SOR clauses, while annex B lists the key elements in the operational
FARs that require Project Office assessment.

Specifying a Certification Basis for Post-production Modifications
9. The civilian approach to post-production modifications is to ensure they meet the same standards as the

baseline aircraft, so the overall level of safety of the aircraft should be retained. This approach is largely acceptable to
the ADF, but there are some circumstances where the baseline aircraft standards are not sufficient, as follows:

a. Military-specific functions (for example, aerial refuelling) are not encompassed within civilian aircraft
design standards, and therefore relevant military standards may need to be added to the certification
basis.

b. Civilian aircraft design standards may not adequately encompass challenging military roles and/or

operating environments (for example, operation in hostile electromagnetic environments), and may
require supplementation.

C. Civilian aircraft design standards may not inherently ensure that aircraft mission systems achieve the
higher levels of integrity demanded for military operations.

The SOR certification basis must ensure the above issues are appropriately addressed. The following three sections
provide guidance for each issue, while annex A presents SOR clauses that may be used to supplement the baseline
aircraft certification basis.

10. Military-specific Functions. Design requirements for military-specific functions such as the carriage of
armament, aerial refuelling, NVG-compatible lighting, formation lighting and so on, may not be adequately addressed
by civilian standards. If not, relevant military standards and processes from Section 2 of this manual should be
included in the acquisition SOR certification basis.

11. Challenging Military Role and/or Operating Environment. Civilian aircraft design standards present an
appropriate level of safety for aircraft being operated in ‘normal’ civilian roles. However, a proposed military role
and/or operating environment may extend beyond that encompassed by the civilian design requirements, for example
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operation in hostile electromagnetic environments, abrupt evasive manoeuvres, extensive low flying, and so on. If so,
these issues need to be carefully examined before the Request for Tender process begins. Where there appear to be
significant differences between the civilian and proposed ADF role and/or operating environment, a detailed study
may need to be commissioned to fully scope the differences and establish the feasibility of adapting a civilian aircraft
to the military role. Section 2 of this manual includes guidance on how civilian standards might need to be
supplemented to account for the challenges of ADF roles and/or operating environments.

12. Mission System Integrity. The design standards adopted by civilian NAAs place primary emphasis on
assuring the design integrity of safety-related aircraft systems. Aircraft mission systems are not generally included in
the NAA’s certification process (except to ensure that they do not affect safety-related systems), so mission system
integrity is largely left to the system designer. While some civilian aircraft standards do define minimum integrity
requirements for mission systems, the requirements are often substantially lower than for safety-related aircraft
systems. This may not be acceptable for ADF aircraft, where mission systems are often fundamental to mission
success, and failures in some mission systems can have safety implications in hostile environments. The application of
more rigorous design standards may therefore be justified for some mission systems. Section 2 Chapter 1 of this
manual presents further information on the concept of ‘missionised hazards’, while several other chapters in Section 2
inherently address this issue. Projects should, however, resist the temptation to simply apply rigorous military
standards to mission systems on civilian aircraft; there is rarely any value in designing mission systems to a level of
integrity exceeding that of the baseline aircraft’s safety-critical systems.

THROUGH-LIFE SUPPORT

13. Several of the design, equipage and certification options available in FARs Pt 91, 121 and 135 may have
through-life support implications that are not readily evident. For example, maintaining an ETOPS or RVSM
certification can impose an additional maintenance, reporting, periodic verification and training burden. Where the
ADF is establishing an SOR for a contractor through-life support contract, particular care should be taken to ensure
these additional tasks are included within its scope.

Annexes:
A Civilian Aircraft SOR Clauses
B. Technical Requirements Embedded in Operational FARS
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CIVILIAN AIRCRAFT SOR CLAUSES

Underlying Certification Basis

1. The following clauses will inject the civilian airworthiness design requirements, as presented in FAR Pt 23-
36, into the RFT SOR for both the baseline aircraft and the post-production modifications. While they also potentially
inject the additional design, equipage and certification issues from FAR Pt 91 and Pt 121/135, this relies on the
comprehensiveness of the Operational Concept Document and in addition may be open to interpretation by the
Tenderer. The recommended approach is to include the following generic clauses, and then include each relevant item
from FAR Pt 91 and 121/135 as individual SOR clauses, as explained below in paras 2 and 3.

The <project> Baseline Aircraft shall be certified by an ADF recognised National
Airworthiness Authority (NAA) as complying with Federal Aviation Regulation 2x (FAR 2x)
or EASA Certification Specification 2x (CS 2x), for safe operation in the ADF’s intended
roles, configurations and operating environments, detailed in the Operational Concept
Document (OCD). [Essential]

For other than the modifications and equipment specified in paragraph <next para>, all
modifications to and equipment fitted to the <project> Baseline Aircraft to meet the
requirements detailed in this specification shall be certified by an ADF recognised NAA as
complying with current FAR2x/CS2x, as detailed in the Approved <project> Aircraft CBD

All military specific modifications and equipment fitted to the <project> Baseline Aircraft,
that can not be certified to FAR/CS as civilian standards are not applicable or for which a
different certification standard is specified in this specification, shall be certified by an ADF
recognised NAA to the standard detailed in the Approved <project>Aircraft CBD

Note: Prior certification to an alternative standard by an ADF-recognised Airworthiness
Authority (AA) may be accepted by the Commonwealth as providing an equivalent level of
safety. The Certification Basis Description (DID-ENG-....) provides the instrument for
Tenderers to present a case for acceptance

Note: Design work that has not been accepted by an ADF-recognised AA must be
presented to the Commonwealth and meet either the airworthiness requirements defined in
this specification, or a basis shown by the Tenderer and agreed by the Commonwealth to
provide an equivalent level of safety and performance. The Certification Basis Description
(DID-ENG-....) provides the instrument for Tenderers to present a case for acceptance.

Note: ~ Where reference is made in this Specification to FARs, that reference shall also be
deemed to invoke all applicable Technical Standard Orders (TSOs), Advisory Circulars
(ACs) and other Federal Aviation Administration (FAA) documents. For Notices of Proposed
Rulemaking (NPRMs), the final rule from the NPRM will be invoked as levied by the FAA,
not the NPRM itself.

Additional Design, Equipage and Certification Issues

2. Section 1 Chapter 2 of this manual examined the pitfalls in specifying only the civilian Airworthiness
Requirements (ie FARs Pt 23-36) in the SOR. While the SOR clause presented above in para 1 does encompass the
additional design, equipage and certification requirements that are encompassed by the FAR operating requirements
(ie FARs 91 and 121/135), it still relies on the OCD being sufficiently comprehensive. A better approach may be to
assess which of the design, equipage and certification requirements inherent in the operational FARs are relevant to
the ADF’s configuration, role and operating environment, and then including each as a line item in the SOR, for
example:

The aircraft shall incorporate a low-altitude windshear warning and flight guidance system
meeting the requirements of FAR 121.358.

Annex B presents a comprehensive list of design, equipage and certification requirements embedded in the operational
FARs.

2A-1
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3. Post-production modifications may invalidate certain certifications held by the baseline aircraft, for example

Extended Operations of Multi-Engine Airplanes (ETOPS), or flight in icing conditions. Unless the SOR explicitly
requires the contractor to fully re-validate the design, sufficient for acceptance by an ADF-recognised NAA, the
resultant level of safety cannot be assured. If relevant to the ADF’s role and/or operating environment, an SOR clause
such as the following may be warranted:

The post-modification aircraft shall be verified, to the satisfaction of an ADF-recognised
National Airworthiness Authority, as continuing to meet the design requirements for ETOPS
per FAA AC 120-42A.

Annex B presents a comprehensive list of optional certification requirements embedded in the operational FARSs.

2A-2
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TECHNICAL REQUIREMENTS EMBEDDED IN OPERATIONAL FARs

1. This annex presents a summary of the design, equipage and certification requirements that are embedded
within the operational FARs.

FAR Pt 91

2. FAR Pt 91 prescribes rules governing the operation of aircraft within the United States. Inherent in these
operational requirements are a number of issues that impact the design of the aircraft. The issues listed in Table B-1
should be assessed for applicability to the proposed ADF role and operating environment for both fixed wing and
rotary wing aircraft, and if applicable included in the acquisition SOR.

Table B-1: FAR Pt 91 Embedded Design Requirements

FAR 91 Embedded Design Requirements Clause
Subpart C
Instrument and Equipment Requirements (VFR/IFR required instruments) 91.205
Emergency locator transmitters 91.207
Supplemental Oxygen 91.211
ATC transponder and altitude reporting equipment and use 91.215
Altitude alerting system or device: Turbojet-powered civil aeroplanes 91.219
Subpart F — Large and Turbine Powered Multiengine Aeroplanes
Equipment requirements: Over-the-top or night VFR operations 91.507
Survival equipment for overwater operations 91.509
Radio equipment for overwater operations 91.511
Emergency equipment 91.513
Passenger information 91.517
Shoulder harness 91.521
Subpart G — Additional equipment and operating requirements for large and transport
category a/c
Aural speed warning device 91.603
Emergency exits for aeroplanes carrying passengers for hire 91.607
Flight recorders and cockpit voice recorders 91.609
Materials for compartment interiors 91.613
Appendix A — Cat 2 ops — required intruments and equipment App A (2)
Appendix E - Airplane Flight Recorder Specifications App E
Appendix G — RVSM operations App G
3. Note that FARs Pt 25 and Pt 29 do inherently include some of the issues highlighted in Table B-1, and

therefore may not need to be specifically highlighted in the acquisition SOR. The document ‘Examination of
Operational Federal Aviation Regulations’, available on the DGTA website, presents a cross-reference of Pt 91 and Pt
25 requirements.

FAR Pt 121
4. FAR Pt 121 prescribes rules governing the operation of aircraft by air carriers and commercial operators, or
aircraft with 20+ passengers (although there are exceptions). Where large civilian fixed wing aircraft are being

procured by the ADF, the issues listed in Table B-2 should be assessed for applicability to the proposed ADF role and
operating environment, and if applicable included in the acquisition SOR.

2B-1
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Table B-2: FAR Pt 121 Embedded Design Requirements
Pt 121 Embedded Design Requirements Clause
Flight And Navigational Equipment 121.305
Engine Instruments 121.307
Lavatory Fire Protection 121.308
Emergency Equipment 121.309
Additional Emergency Equipment 121.310
Seats, Safety Belts, And Shoulder Harnesses 121.311
Materials For Compartment Interiors 121.312
Miscellaneous Equipment (Fuses, Windsheild Wipers, Etc.) 121.313
Cargo And Baggage Compartments (Materials) 121.314
Fuel Tanks 121.316
Passenger Information Requirements, Smoking Prohibitions, And Additional Seat 121.317
Belt Requirements
Public Address System 121.318
Crewmember Interphone System 121.319
Instruments And Equipment For Operations At Night 121.323
Instruments And Equipment For Operations Under IFR Or Over-The-Top 121.325

Supplemental Oxygen: Reciprocating Engine Powered Aeroplanes

121.327, 121.329,
121.331, 121.333

Protective Breathing Equipment 121.337
Emergency Equipment 121.339, 121.353
Emergency Flotation Means 121.340
Equipment For Operations In Icing Conditions 121.341
Pitot Heat Indication Systems 121.342
Flight Recorders 121.343

Digital Flight Data Recorders

121.344, 121.344a

Radio Equipment

121.345, 121.347,

121.349, 121.351

Terrain Awareness And Warning System 121.354
Equipment For Operations On Which Specialised Means Of Navigation Are Used 121.355
Collision Avoidance System 121.356
Airborne Weather Radar Equipment Requirements 121.357
Low-Altitude Windshear System Equipment Requirements 121.358
Cockpit Voice Recorders 121.359
Ground Proximity Warning — Glide Slope Deviation Alerting System 121.360
5. Note that FARs Pt 25 and Pt 29 do inherently include some of the issues highlighted in Table B-2, and

therefore may not need to be specifically highlighted in the acquisition SOR. The document ‘Examination of
Operational Federal Aviation Regulations’, available on the DGTA website, presents a cross-reference of Pt 121 and
Pt 25 requirements.

6. Table B-3 presents the numerous special airworthiness requirements embedded within FAR Pt 121. Most of
these would inherently be included in the design requirements for later revisions of FAR Pt 25 and the ‘commuter’
category in FAR Pt 23. Since most of these requirements would not be presented to customers as ‘options’, most
would likely be included as standard in the baseline aircraft, provided the aircraft is currently in civilian use by Pt 121
operators. However, this should be confirmed prior to contract signature.

2B-2
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Table B-3: FAR Pt 121 Special Airworthiness Requirements

Annex B to
Sect 1 Chap 2

Special Airworthiness Requirement FAR 121-J
Cabin Interiors 121.215
Internal Doors 121.217
Ventilation 121.219
Fire Precautions 121.221
Propeller Deicing Fluid 121.225
Pressure Cross-Feed Arrangements 121.227
Location Of Fuel Tanks 121.229
Fuel System Lines And Fittings 121.231
Fuel Lines And Fittings In Designated Fire Zones 121.233
Fuel Valves 121.235
Qil Lines And Fittings In Designated Fire Zones 121.237
Qil Valves 121.239
Qil System Drains 121.241
Engine Breather Lines 121.243
Fire Walls 121.245
Fire-Wall Construction 121.247
Cowling 121.249
Engine Accessory Section Diaphragm 121.251
Powerplant Fire Protection 121.253
Flammable Fluids 121.255
Shutoff Means 121.257
Lines And Fittings 121.259
Vent And Drain Lines 121.261
Fire-Extinguishing Systems 121.263
Fire-Extinguishing Agents 121.265
Extinguishing Agent Container Pressure Relief 121.267
Extinguishing Agent Container Compartment Temperature 121.269
Fire-Extinguishing System Materials 121.271
Fire-Detector Systems 121.273
Fire Detectors 121.275
Protection Of Other Airplane Components Against Fire 121.277
Control Of Engine Rotation 121.279
Fuel System Independence 121.281
Induction System Ice Prevention 121.283
Carriage Of Cargo In Passenger Compartments 121.285
Carriage Of Cargo In Cargo Compartments 121.287
Landing Gear: Aural Warning Device 121.289
Takeoff Warning System 121.293

FAR Pt 135

7.

While FAR Pt 135 prescribes rules governing the operation of air taxis, it is considered by the FAA (and the

ADF) as appropriate for smaller fixed wing aircraft and all rotorcraft. For these aircraft types Table B-4 should be
assessed for applicability to the proposed ADF configuration, role and operating environment, and if applicable
included in the acquisition SOR.

2B-3
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Table B-4: FAR Pt 135 Embedded Design Requirements

FAR Pt 135 Embedded Design Requirements Clause
Flight and navigational equipment 135.161, 135.165
Emergency equipment 135.167, 135.178
Seats, safety belts, and shoulder harnesses 135.171
Materials for compartment interiors 135.170
Public Address System 135.150
Instruments and equipment for operations under IFR or over-the-top 135.159, 135.159
Supplemental oxygen: Reciprocating engine powered aeroplanes 135.157
Pitot heat indication systems 135.158
Flight Recorders 135.152
Radio Equipment 135.161, 135.165
Terrain Awareness and Warning System 135.154
Collision Avoidance System 135.180
Airborne Weather Radar Equipment Requirements 135.173, 135.175
Cockpit voice recorders 135.151
Ground proximity warninulide slope deviation alerting system 135.153
Other Issues
8. The certifications and capabilities listed below are optional in the civilian airworthiness system. Further SCI-

DGTA research is needed to determine just how the FAA invokes and mandates these certifications, since they are not
explicitly included in the operational FARs. Pending the outcome of this research, aircraft acquisition project offices
should assess whether the following issues are relevant to the required capability; if so, guidance should be sought
from SCI-DGTA:

a.

Extended Operations of Multi-Engine Airplanes (ETOPS);

b. Required Navigation Performance (RNP);

c. Global Air Traffic Management (GATM) requirements for Communication, Navigation, Surveillance /

Air Traffic Management (CNS/ATM);
d. ditching certification; and

e. certification for flight in icing conditions.

2B-4
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SECTION 2

CHAPTER 1

SYSTEMS SAFETY

INTRODUCTION
The ADF Aerospace Safety Management Framework

1. The ADF’s Aerospace Safety Management Framework encompasses operations conduct (both mission and
maintenance), technical design and Occupational Health and Safety (OH&S). These three can be broadly described as
follows:

a. ADF Aviation Safety Program (AvSP). The Directorate of Flying Safety (DFS-ADF), through
DI (G) OPS 28-2 and the Defence Aviation Safety Manual (DASM), require the generation and
sustainment of AvSPs to help maintain the Operational Airworthiness of each weapon system, in part
through the mitigation of operational hazards. Within this context, some aspects of aircraft operational
and deeper maintenance are also included, where the opportunity to affect Operational Airworthiness
exists. At a local level, AvSPs are coordinated by Squadron or Wing Aviation Safety Officers (ASOs).

b. System Safety Program (SSP). Through DI (G) LOG 08-15 and DI (G) OPS 2-2 the TAR is required
to maintain a procedural framework for the establishment and maintenance of a technical airworthiness
management system. The framework encompasses design, maintenance and quality assurance, together
with a robust systematic approach to risk management. To assist with this task, the TAR requires
System Safety Programs (SSPs) to be considered throughout the Life-Of-Type (LOT) of weapon
systems, from concept development to disposal. The SSP provides confidence that the weapon system
is fit for service, and poses acceptable hazards to personnel, public safety, and the environment. Within
this context, aspects of aircraft operational and deeper maintenance are also included, where the
opportunity to affect Technical Airworthiness exists. At a local level, SSPs are coordinated by SPO or
Project Office (PO) System Safety Managers (SSMs).

c. Occupational Health and Safety Program (OH&SP). DFS-ADF, through the Air Force Ground
Safety Agency (AFGSA), the Defence Safety Management Agency (DSMA), and the Safety Manual
(SAFETYMAN), requires a proactive program to allow the Commonwealth to comply with Federal
OH&S and Hazardous Substances acts whilst weapon systems are in service. At the local level,
OH&SPs are coordinated by SPO or PO Unit Safety Coordinators. Note that whilst there is no direct
relationship between System Safety and OH&S, by virtue of considering and mitigating aircraft system
hazards, the SSP will also contain some OH&S considerations. However, a SSP cannot be thought of
as suitable alternative to a comprehensive OH&SP.

2. The AvVSP and SSP are separate, but complimentary activities, and each needs to be aware of the existence,
outputs and available resources of the other. This ensures a systematic and coordinated approach to the total
airworthiness management of the weapon system and maximises the benefits of each program.

3. The remainder of this Chapter deals specifically with SSPs and their implementation, leading to Design
Acceptance certification and the subsequent issue of Australian Military Type Certificates (AMTCs) and
Supplemental Type Certificates (STCs).

System Safety Program

4, In its simplest sense, if “‘Mishap’ can be defined to be an accident (or potential accident) with corresponding
injury, illness or damage, then Safety, in its broadest sense, can be defined as the ‘freedom from mishap’.
Consequently, in an engineering context, System Safety can be defined as ‘the application of engineering management
principles, criteria and techniques to optimise the safety of a ‘system’, within the constraints of operational
effectiveness, time and cost throughout all phases of the life cycle’. Or, in a practical sense, an engineering risk
management process designed to assure that the probability of detecting hazards inherent in the system is maximised
through its LOT.
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5. In the context of Technical Airworthiness, System Safety is but one element of the entire certification basis
and is concerned with the safety of the aircraft and its on-board systems, and of ground-based systems which interface
to it either directly or indirectly (ie. known in total as the aircraft system). Effective System Safety depends on the
correct application of all other certification basis elements, without duplication.

6. System Safety is implemented through a System Safety Program (SSP), as documented in a System Safety
Program Plan (SSPP). The SSP should decompose all potential aircraft system hazards in the system’s design,
integration, operation, maintenance and disposal phases from the perspective of the three fundamental hazard
constituent elements: hardware, software and human causal factors. This involves structuring a SSP to detail specific
activities and analyses to predict and evaluate the inherent safety of each of these elements in the integrated product.
In turn, this allows for the timely identification and mitigation of hazards, thus minimising costs and the risk inherent
in the final product.

7. For practical purposes, it is also understood that any SSP must be commensurate to the aircraft system
Configuration, Role, Environment (CRE) and mitigation costs (ie best ‘bang for buck’ principle). Thus no two SSPs
will ever be totally alike — each will require careful consideration of realistic objectives and pragmatic tailoring.
Indeed, it is the System Safety objectives that will decide the scope of SSP and documentation required, not the other
way round.

8. System Safety objectives for aircraft acquisition and modification projects are different to those used for the
management of in-service aircraft. During acquisition and modification projects the overarching System Safety
objective is to procure an aircraft with an acceptable level of safety, as defined in the risk acceptance framework
discussed below. Once in service, the overarching System Safety objective is to assure that the aircraft's inherent level
of safety is maintained. The subtle differences between these two perspectives will be discussed in this Chapter.

9. This Chapter will also provide guidance on how to achieve an acceptable level of assurance for the System
Safety aspects of the aircraft system only. However, recognising that POs and SPOs must deal with type design
changes to the entire weapon system, the scope of the annexes attached will allow for coverage of a SSP for the entire
Weapon System.

10. Throughout this Chapter, some terms or concepts significant to System Safety have been identified in italics.
Definitions for these and all other abbreviations have been included at Annex A.

SYSTEM SAFETY END OBJECTIVES
11. The end objectives for a SSP in any aircraft acquisition and modification project are:

a. For the weapon system integrator to prove that through systematic analysis and reporting, their SSP
has maximised the probability of identifying safety risks for the aircraft system, and that these have
been tracked and mitigated sufficiently, in accordance with safety objectives.

b. To provide a suggested LOT SSP strategy for the aircraft system and enough data to support it.

12. The end objectives for an in-service SSP are:
a. To assure that the aircraft system's inherent level of safety is maintained through the establishment of a

tailored in-service SSP, and pragmatically advocating the generation of Safety Case Reports for design
changes or assessments.

b. To maximise use of relevant legacy or newly generated SSP data.
c. To maximise use of the extant in-service Engineering Management System (EMS).
d. To minimise impact on organisational resources.
13. After describing key concepts below, Chapter guidance on achieving the above end objectives has been

separated into two parts. The first part of this Chapter outlines the TAR’s System Safety guidance for aircraft
acquisition or modification projects and the second part outlines the TAR’s System Safety guidance for in-service
weapon systems.
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SYSTEM SAFETY - KEY CONCEPTS
Mission First — Safety Always

14. System Safety does not aim to prohibit flying operations, but simply to better disclose the technical risk
inherent in an aircraft system such that technical and operations staff can be more informed users and make decisions
aware of true risk. Throughout their LOT military aircraft will be employed in missions which will be subject to
different operational pressures, hence it is accepted that ideal levels of safety may at times be compromised for the
good of the mission. It is System Safety’s role to document the inherent risk of an aircraft system, no matter what the
circumstances, and to provide recommendations for mitigating that risk to acceptable levels: “Mission First — Safety
Always’.

Tailoring of your SSP

15. Each acquisition and modification project, like each in-service organisation, will be different and therefore
have different SSP objectives due to aircraft system configuration, role and environment, SSP strategies and
anticipated LOT. While this Chapter provides guidance on establishing and maintaining the ideal SSP, it is also
understood that POs and SPOs must tailor their SSPs to suit their circumstances. If guidance is not directly applicable,
its intent may still be, and therefore needs to be considered. With early SCI-DGTA involvement, optimal SSP tailoring
alternatives can be justified and residual risk acceptance levels adjusted against mitigation requirements.

System Safety Engineering and System Safety Management

16. System Safety Engineering (SSE) is an engineering discipline requiring specialised professional knowledge
and skills in specific principles, criteria and techniques, to allow the identification and control of hazards to acceptable
levels. It draws upon professional knowledge and skills in the mathematical, physical, and related scientific
disciplines, together with the principles and methods of engineering design and analysis, to specify, predict, and
evaluate the safety of the system. To apply successfully and consistently, SSE is a skill acquired only after numerous
years of practising in the System Safety design and analysis areas.

17. System Safety Management (SSM) is a management discipline that defines SSP requirements and ensures
planning, implementation and completion of System Safety Engineering activities consistent with overall SSP
objectives. Intuitively, one cannot be immediately successful as a SSM without prior SSE training, essentially because
one must have the foresight that only comes with substantial hands-on experience. Typically, adequately experienced
SSMs have 10+ years in the System Safety industry and may hold the title of Certified Safety Professionals (CSPs)
with the US System Safety Society. However, this is by no means a prerequisite and is provided for comparative
purposes only. It is still up to individual organisations to determine suitability of SSM credentials, and equivalence to
alternate experience is always possible.

18. While Commonwealth staff charged with managing contractor SSPs will probably never have the luxury of
extensive prior SSE or SSM skills, this will be offset by the experience of the contractor’s SSM. However, as a
minimum, Commonwealth staff involved with SSP management or reviews should consider training as detailed at the
end of this Chapter. Ultimately, the successful System Safety Engineer or System Safety Manager is one step removed
from the design, can pragmatically think ‘outside the square’, and asks: ‘Can X occur? How? Does it create a hazard?
How would you mitigate it? Show me!”

Commercial and Military System Safety Methodologies — The Paradigms

19. Multiple commercial and military System Safety standards exist. All are largely acceptable with only minor
additions. A brief synopsis of several standards is provided at Annex B to this Chapter. Typically, all System Safety
standards fall into one of two paradigms, both equally acceptable but not easily interchangeable with the other
paradigm once the SSP has already commenced:

a. Top-Down approach — These standards advocate starting from the highest aircraft-level functions, and
to derive System Safety requirements down through each system and component level functions by
virtue of possible failure effects (eg FAR/JAR 2X.1309 and corresponding Advisory Circulars). These
tend to be most useful during the early stages of design, when functions may be understood but design
implementation is not yet defined.
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b. Bottom-Up approach — These typically advocate preliminary conceptual hazard analyses and then
commencing with component piece parts or sub-systems to derive safety requirements by virtue of the
effect that each piece part failure can have on each next higher assembly (eg some aspects of
MIL-STD-882C).

20. The choice of a System Safety standard is usually only critical during initial aircraft system design, as the in-
service management objectives to maintain the aircraft’s inherent level of safety usually translates into adopting the
System Safety design standard previously used. The most likely scenario during aircraft acquisition and modification
projects is that the aircraft system will already have been designed to some Contractor-preferred System Safety
standard, but additional modifications will be required for the ADF environment. Continued use of the existing
Contractor-applied System Safety standard is preferable in this case, as long as equivalency can be shown to ADF-
preferred System Safety standards, being: MIL-STD-882C for military SSPs and FAR/JAR 2X.1309 for commercial
SSPs, as reflected by Annex C for Statement Of Work requirements, and Annexes D and E for Specification
requirements.

21. There should be no requirement to impose a military SSP on a system previously designed to commercial
System Safety standards, or vice versa. Besides not taking advantage of the Contractor’s previous (probably extensive)
application experience with their preferred System Safety standard and extant Quality Management System, it would
be forcing a possibly unknown System Safety paradigm upon them, requiring re-training and new procedures, thus
introducing new program risks and costs.

22. For the unlikely cases where the ADF is involved in the original development of a total aircraft system, the
application of either of the following is required:

a. MIL-STD-882C or FAR/JAR 2X.1309, and their respective additional requirements shown in attached
Annexes, or

b. a TAR endorsed alternative.

23. Further, even if FAR/JAR 2X.1309 is not typically associated with military-specific functions or hazards (eg
EW Self Protection, Low Altitude Parachute Extraction System, ejection seats, etc), commercial System Safety
methodologies can still be successfully applied.

Safety Case Report

24. The Safety Case Report (SCR) is a well-reasoned summary document detailing what the original SSP aims
were versus what was actually achieved, and a risk analysis (with recommendations) of the differences. The weapon
system integrator would typically produce this report, which is not necessarily a separate document (ie most SSPs
produce System Safety documents which already fulfil most SCR requirements). This DGTA definition of a Safety
Case or Safety Case Report may differ to other global Air Forces’ definitions. For example, a UK MoD *Safety Case’
or ‘Safety Case Report’ communicates a clear, comprehensive and defensible argument that a system is acceptably
safe to operate in a particular context AND it infers the COMPLETE BODY OF EVIDENCE that demonstrates that
all risks have been reduced as low as reasonably practicable (ALARP). In doing this, a UK MOD “Safety Case’ may
show that the system was designed and integrated correctly to approved standards, by competent people in accordance
with approved procedures, with sufficient mitigation, and analysed and tested sufficiently to justify it being acceptably
safe (airworthy) for flight. For DGTA, this UK MoD definition aligns almost to the entire Design Acceptance process
and includes all elements of the Certification Basis Description!

25. Traditionally the SCR has been presented using conventional textual narrative. However, more recently SCRs
are being presented using textual narrative augmented with a graphical argumentation notation such as Goal
Structuring Notation (GSN). The graphical notations offer some advantages over solely textual means as they provide
a clearer articulation of the relationship between what was actually achieved and the original SSP aims. Further
information on GSN and other graphical argumentation notations can be found on the SCI System Safety Intranet site.
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26. The concept of the SCR is to provide a brief synopsis of System Safety activities undertaken for
Commonwealth Design Acceptance purposes. Consequently, depending on the System Safety paradigm used, the
intent of the ADF SCR may be satisfied in multiple ways, as follows:

a. Military System Safety Programs with a TAR-Recognised NAA. Under this scenario and depending on
the CRE argument, a SCR may only be required for design aspects where the Commonwealth is
providing compliance findings (ie. for unique modifications). Further, if following a MIL-STD-882C
SSP, the requirements of a SCR are almost totally satisfied by Task 402 — Annex C Appendix 8 refers.

b. Military System Safety Programs without a TAR-Recognised NAA. Under this scenario a SCR will be
required for all design aspects. However, similar to the above, if following a MIL-STD-882C SSP,
SCR requirements are almost totally satisfied by Task 402 — Annex C Appendix 8 refers.

C. Commercial System Safety Programs with a TAR-Recognised NAA. Under this scenario and depending
on the CRE argument, a SCR may only be required for design aspects where the Commonwealth is
providing compliance findings (ie. military modifications) — Annex C Appendix 8 refers.

d. Commercial System Safety Programs without a TAR-Recognised NAA. Under this scenario, a SCR will
be required for all design aspects — Annex C Appendix 8 refers.

217. The TAR accepts that most capital aircraft programs will always have open issues against the SSP which may
or may not have been raised as Issue Papers. It is important for the weapon system integrator to present these open
issues in the SCR in terms of residual risk, and provide mitigating arguments (ie. extensive lab, ground and flight
testing, similar service histories, operational limitations/restrictions, etc). In this manner, no matter what outstanding
SSP issues exist, management will always be able to make a risk-based service release decision for the aircraft system.

Aircraft System Life-Of-Type (LOT) Considerations

28. Even if tailored within the context of a SSP commensurate to platform CRE, a SSP can be expensive to
establish. Commonwealth staff must therefore consider maximising SSP return on investment over aircraft system
LOT, by establishing an adequate self-sustaining SSP. This is especially important for acquisition or modification
projects, as the scope of follow-on in-service SSPs is largely dependent on initial project SSP strategies and data
produced. To a lesser extent, the same is also true of in-service modifications, whereby the scope of future SSP efforts
could be affected by the foresight of in-service modification teams and any planned updates to extant System Safety
data.

29. Some possible uses for System Safety data over LOT include:

a. initial and on-going confirmation of safety objective achievement and design redundancy analysis
validation (eg. does the design meet the Failure Probability Objectives (FPOs) required by the SSP, or
what were the FPOs?);

b. provision of hazard probabilities, especially for the top two hazard severities (ie Catastrophic and
Hazardous for a FAR/JAR 2X.1309 program, or Catastrophic and Critical for a MIL-STD-882C
program), on a per flight hour basis (eg. probability of Misleading Navigation information
simultaneously generated by both Mission Computers = 4.5 x 10, etc);

c. description and architecture of System Safety interfaces to assist and accelerate future upgrade hazard
impact assessments (eg. system interfaces and hazard assessments will already exist, therefore
modifications will only have to assess their delta impact in lieu of recreating entire System Safety data
sets);

d. assist with pre or post incident and accident analysis (eg. incident or accident causation can either be
revealed with existing data, or will show where existing analyses are deficient and thus highlight
potential hazards that were not originally considered — this alone could save many hours of fault-
finding);

e. sustainment of an aircraft system lesson-learned historical hazard database (eg. the success or failure
of mitigations that had been applied under specific circumstances can be recorded for possible future
re-use or avoidance); and
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f. assist with engineering or operational ‘what if’ mission scenario analysis to better determine safety
risks associated with specific mission circumstances (eg component x of the undercarriage system is
redundant, so while correct undercarriage operation can still be expected, what is the probability of
failure of the second component (and is it independent?) if the primary has failed and what is the effect
on aircraft safety versus mission criticality?).

30. At all times during LOT, but especially during initial acquisition or modification projects, consideration
should be given to the anticipated aircraft system in-service SSP strategy, and documenting this in the SSP Plan and/or
Project Transition Plan accordingly. This should include its complementary data requirements (ie the System Safety
Baseline) and efficient access to this data. This latter aspect will depend on planned in-service strategic support
arrangements with the OEM or integrators through to LOT, and may only require access to electronic documentation —
not outright purchase of hardcopy deliverables. Additional project guidance for in-service SSP strategy considerations
is provided later in this Chapter and at Annex F.

Hazard Causal Factors

31. All aircraft system hazards are composed of combinations of hardware, software and human factors’ causes,
inherent in either the aircraft system design, its integration, its operation, its maintenance or its disposal. SSP hazards
need to be identified and analysed in terms of these three fundamental constituents across all these phases if the
probability of hazard identification is to be maximised and exact root causes are to be determined and mitigated. The
omission of any one of these aspects will lead to a SSP that is only considering part of the overall hazard picture, and
will therefore provide a false sense of safety.

32. Hardware Causal Factors. Generally, hardware causal factors are considered appropriately in SSPs, and
information for these is derived through architecture and wiring diagrams, field or predicted Mean Time Between
Failure (MTBF) data, and System Safety analyses conducted. If predicted MTBF data is to be used in lieu of field
MTBF data, Commonwealth personnel need to consider when, during LOT, figures will require validation and
possible re-baselining. This is necessary because predicted MTBF data would have been used to determine initial
design redundancies, verify requirements and architecture, and justify the SCR for at least Catastrophic systems.
Should the observed in-service MTBF be less than the predicted MTBF, the aircraft system may not possess the
inherent safety levels expressed in the SCR and will therefore either require re-design or acceptance of residual risk.
Typically, validation of predicted MTBF data can only occur when the original design has stabilised and is sufficiently
robust — normally 4-7 years after introduction into service. However, to cater for shorter timeframe requirements,
validation with different confidence levels is also possible, and is further described within the Australian Defence
Organisation’s Reliability, Availability and Maintainability (RAM) Manual. This aspect should be planned for in the
transition of the SSP to the in-service organisation, as described at Annex F.

33. Software Causal Factors. Historically the analysis of software causal factors is either overlooked or
considered too late in the design cycle to have any real positive influence. For an aeronautical industry that is
relegating more and more system functions to software, this approach is no longer acceptable. Software must be
analysed together with hardware and human factor hazard causes to provide a complete aircraft system safety analysis.
Standards and guidance discussed at Annex B provide various options to achieve this.

34. Software Safety is defined as a mutually dependent combination of the following two elements, both integral
to the success of the SSP:

a. Software Safety Assurance. This aspect spans the entire breadth of the software development life-cycle
process and is discussed in greater detail at Section 2 Chapter 7 of this manual. However, given that
failure probabilities cannot be assigned to software, Software Safety Assurance provides confidence,
commensurate with the most severe hazard to which the software could contribute, that the software
complies with its requirements and has no safety effects. This is achieved by increasing the process
and product rigour applied to software development through the application of industry best practice
(typically by using Software Integrity Levels (SILs)). To be effective, the Software Safety Assurance
process requires a proactive Software System Safety approach to:

(1)  accept flowed-down SSP requirements at all stages of the product design cycle, and

(2)  generate derived software safety requirements for SSP monitoring.
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b. Software System Safety. This aspect invokes the application of software safety analyses to code, to
optimise System Safety in the design, integration, operation, maintenance and disposal of software
within safety-critical systems. For example, one approach is to provide evidence of the absence or
handling of all potential software failure modes, where software failure modes refer to the software's
failure to carry out an intended or implied function. Specific software failure modes might include the
omission and commission of services, timing inconsistencies (early or late execution of services), and
value based failures in services. Services are defined as a communication event within the software.
Techniques that specifically support this approach include the Software HAZOP (DefStan 00-58
Computer HAZOP), and Software Hazard Analysis and Resolution in Design (SHARD) — a refinement
of Software HAZOP. Other software specific techniques such as software functional failure analysis,
software fault tree analysis, markov analysis, petri nets, and sneak software analysis can be used to
complement this approach. Furthermore, most other existing hazard analysis techniques can be adapted
to consider these issues as long as software system safety is considered as part of the overall hazard
analysis. The analyses generate the necessary lower-level software requirements to ensure that the
software will execute with an acceptable level of safety risk within the system context. Software
requirements may also be derived from general design requirements and guidelines for safety critical
software described in the Software System Safety Handbook of the Joint Software System Safety
Committee. An acceptable level of safety is achieved by increasing the depth and analysis rigour of
safety-critical software applications, based on SIL, architecture, integration methodology and SSP
techniques. This occurs through guidance provided at Annex B, typically by a Software Safety
Engineer. Like System Safety Engineers and System Safety Managers, who require the experience of
many years to be successful, competent Software Safety Engineers have previously gained significant
experience in software development before venturing into, and gaining experience in, System Safety.
Software Safety Engineers tend to be matrixed within Contractor or sub-Contractor software
development teams, providing guidance and conducting Software System Safety analyses at all stages
during the software development process, thus dynamically feeding System Safety requirements back
into design.

35. Human Causal Factors. Traditionally, aircraft system human design requirements are considered adequately
through the use of commercial or military guidance documents, supplemented by Commonwealth human design and
subject matter experts at DSTO, ARDU, AMAFTU, AVMED and operational squadrons. Similar to the software
causal factor analysis argument above, a hazard’s human causes can be analysed together with hardware and software
causes. However, the pitfall is that human causes to hazards are typically analysed and mitigated on a per-hazard basis
— and mitigations themselves usually also require human input (ie. aircrew work-arounds, procedures, or training).
Seldom during a worst credible aircraft system hazard scenario would just one hazard be applicable, typically being a
combination of hazards. Therefore all designs need to consider performing a Human Factors Workload Assessment on
the integrated system, to ensure that the average-skill crew member, under a worst credible hazard scenario, can still
effectively continue to safely fly and land the aircraft system.

36. If a Human Factors Workload Assessment is not required due to the low level of inherent risk, then this needs
to be justified in the aircraft system SCR, however SCI-DGTA advice should be sought early, to ensure that the
methodology and justification is adequate. Further advice on human factors in aircraft system design and system
integration activities is contained in Section 2 Chapter 13 of this manual.

System Safety Document Baseline

37. The System Safety Document Baseline (SSDB) consists of the minimum set of safety-related documents that
at any given time during the LOT of the aircraft system, is able to accurately disclose the System Safety analysis of the
final design (and therefore direct and derived System Safety design requirements), and the closure status of all hazards.
This document set is typically identified in the Project’s Transition Plan and is detailed in the SCR. The set could
include the SSPP, Hazard Log/Database, aircraft-level and system-level Functional Hazard Analyses, aircraft-level
and system-level Safety Analyses, System and Sub-System Hazard Analyses, Operating and Support Hazard
Analyses, individual ECP and Deviation/Waiver Safety Assessments and SCR, depending on the safety paradigm
used.

38. The intent of the SSDB is to provide the most concise record of original and current System Safety
requirements, hazard identification and analysis, and hazard closure status. This provides the traceability, analysis
processes and assumptions, and hazard status of the aircraft system, at any point in its LOT, and is the in-service SSP
starting point upon project transition. However, the set of documents will largely depend on the tailored SSP strategy
applied during acquisition or modification, and the LOT in-service support System Safety strategy chosen, and
therefore could be as simple as only the SSPP and Hazard Log/Database.
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Commonwealth-level System Safety Program Plan

39. Some acquisition and modification projects’ or in-service organisations’ System Safety engineering efforts
may be managed through multiple Contractors, Foreign Military Sales, or specialty organisations. Indeed, the PO
themselves may be the integrators of the equipment they are attempting to certify. For these cases, as well as
individual Contractor organisations generating their own subordinate SSPP, the TAR strongly recommends for the PO
to generate an overarching Commonwealth-level SSPP. This overarching plan could then effectively coordinate the
System Safety efforts of all the disparate entities towards overall SSP aims. This has historically proved invaluable in
retaining a SSP focus across multiple SSP participants, and posting cycles, and POs are therefore encouraged to
develop their own. An outline of an overarching Commonwealth-level SSPP is provided at Annex G.

40. The generation of a Commonwealth-level SSPP should also be considered for design changes where
integration aspects are complex, or there are unusual Contractor or equipment suite circumstances. Alternately, this
detail could be included within another existing document. Irrespective of the decision to generate an overarching
Commonwealth-level SSPP, for design changes where integration, Contractor or equipment complexities exist,
information that would be provided in the plan may eventually be required anyway, as part of the SCR, to support the
overall Design Acceptance effort.

Consideration of ‘Missionised’ Hazards

41, While the TAR seeks an equivalent level of safety to that adopted for civil aircraft, the TAR also understands
that with very few exceptions, all aircraft systems to be used by the ADF have military-specific roles, including
specialised wartime functions. This is the nature of ADF business and therefore design requirements are levied to
achieve these operational imperatives.

42, Consequently, for the CRE, the TAR recommends that the SSP needs to not only consider hazards in benign
operating environments, but also aircraft system hazards with airworthiness implications that could exist in worst
credible missionised scenarios, reflecting the Statement of Operating Intent (SOI). However, as most analyses of this
type can only be qualitative, the System Safety Working Groups (SSWGs), with operational input from the OAAR,
will need to provide basic mission assumptions to facilitate practical and realistic solutions.

43, The TAR recognises that the application of System Safety to hazards that may only exist during wartime (or
war-gaming) is a novel and therefore unfamiliar concept to most Contractors, hence the following additional
considerations may assist:

a. The number and scope of missionised hazards, leading to a cost-benefit analysis.

b. The availability and content of a Technical Review and Audit Program, leading to the consideration of
these hazards through other means.

C. The existence and scope of an operational effectiveness and suitability test phase, leading to the
consideration of these hazards through other means.

44, Early DGTA advice is recommended when establishing the SSP to consider these hazards, and when in doubt
about their practical resolution.

SYSTEM SAFETY PROGRAM REQUIREMENTS FOR AIRCRAFT ACQUISITION
OR MODIFICATION PROJECTS

45, A SSP needs to be considered for all major Type Design Changes. This requirement should be captured in the
project Certification Basis Description (CBD), and compliance must be shown as part of the Design Acceptance
process (and to subsequently receive a TAR recommendation for an AMTC or STC).

46. For minor Type Design Change modification projects, SSP requirements are typically subject to the pragmatic
tailoring by the Design Acceptance Representative (DAR), commensurate with risk. However, even if SSP rigour is
not anticipated to be as extensive as for major Type Design Changes, SSP considerations are the same. Consequently,
minor Type Design Changes will not be separately discussed again within this Chapter.
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47. The following paragraphs outline the TAR's System Safety requirements with respect to the design change
process for all Type Design Changes: establishing the CBD, conducting the SSP, and Compliance Finding. Alternative
approaches may be used, however these should be discussed with DGTA in the first instance.

ESTABLISHING SYSTEM SAFETY CBD ENTRIES

48. Typically projects will rely upon a component of the existing System Safety Program from a previously
certified aircraft baseline, and require additional System Safety activities for changes resulting from the ADF CRE.
Sample CBD entries are provided at Annex H.

CONDUCTING THE SSP
SSP Scope

49, The scope of the SSP comprises the identification and mitigation of aircraft system hazards that impact
airworthiness, including consideration of missionised hazards, to acceptable levels. This includes hazards directly and
indirectly associated with the aircraft systems and their reliability, degraded states, failure modes, and complex
interactions, caused by hardware, software or human factors in aircraft system design, integration, operation,
maintenance and disposal. Many hazards and their causes will be self-evident, however less obvious examples
include:

a. hazards associated with interfaces between ground equipment and the aircraft (ie flight maintenance
data or mission planning loading systems which could lead to loss or corruption of flight safety
related data or functions);

b. hazards caused by aircraft stores’ integration (either due to the influence of the store on the aircraft
system, or vice versa — note that Section 2 Chapter 12 of this manual specifies System Safety
requirements for Weapon Certification and Stores Clearance, typically the domain of ASCENG, and
further discussed below in ‘SSP Additional Considerations’); and

C. chemical, biological or radiological hazards to aircrew, passengers and maintainers (eg due to long
term exposure to radiation or toxic material presence).

SSP Objectives

50. While the objective of any SSP must be to aim for zero mishaps through LOT, probabilistic theory ensures
that this is theoretically unachievable. However, to discharge the Commonwealth’s responsibility to both its personnel
and the community at large, and to approach aircraft system design professionally, Commonwealth personnel should
strive for zero mishaps within the bounds of a SSP commensurate with aircraft system CRE and costs. This is
established by demonstrating that:

a. the aircraft system design does not include unacceptable catastrophic system or sub-system failure
mechanisms,
b. aircraft system related hazards are mitigated to an acceptable level of risk (as outlined in discussions

below, and conceptually referred to as ‘As Low As Reasonably Practical (ALARP)’), and

C. the intended LOT System Safety strategy is being satisfied by the transition of sufficient System
Safety data to the in-service organisation.
SSP Overview
51. A comprehensive schedule of SSP deliverables is included at Annex C. At the outset the Contractor should

develop a SSPP which outlines the SSP's scope and objectives, and the planned manner in which they will be
achieved. All activities that the Contractor intends to undertake as part of the SSP should be described, and the timing
of these activities outlined against the project’s schedule. This includes defining the Contractor’s planned approach to
the identification, analysis, tracking, treatment, verification and acceptance of hazards. Additional guidance is
provided at Annex C Appendix 1.



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED
AAP 7001.054 Sect2 Chap 1

52. At an early stage in the project (typically no later than System Definition Review (SDR), or equivalent) the
Contractor should assign criticalities to:

a. all aircraft systems for an acquisition project, or
b. all new and modified aircraft systems for a modification/upgrade project.
53. The assignment of aircraft system criticalities will influence documentation requirements and the depth of

analysis within that documentation. Criticalities will also allow tailoring of the level of oversight required by the
Commonwealth.

54. At the completion of the SSP, unless a NAA provides the equivalent of a Type Certificate to match the ADF
CRE, the Contractor should submit a SCR in accordance with Annex C, to:

a. assess and document the SSP’s achievements with respect to its safety objectives (ie verification),
and
b. justify the level of technical risk inherent in the aircraft system (ie validation).

SSP Additional Considerations

55. Integration of Aircraft Stores. Section 2 Chapter 12 of this manual deals specifically with generating and
verifying safety requirements for Stores’ Certification per se, and its Stores Clearance. This is ASCENG’s domain of
System Safety and therefore will not be discussed further here. However, integration hazards due to the influence of
the Store on the aircraft system, and vice versa, can be considered by either ASCENG or the acquisition and
modification project, as mutually agreed. Responsibility for this facet of System Safety is purposely not discussed in
detail as it is dependent on the level of aircraft system integration and developmental maturity of the Store.

56. For acquisitions and modifications involving Stores, agreement on where the System Safety responsibility
boundaries lie between ASCENG and the PO need to be documented early (either in the Commonwealth-level or
Contractor SSPP) to ensure all aspects of integration hazards are considered.

57. Explosive Ordnance Integration. Similar to the Stores’ integration philosophy above, the integration of
explosives onto an aircraft system may require involvement from ASCENG and/or JALO and the Ordnance Safety
Group (OSG). Again, for acquisitions and modifications involving explosives, agreement on where the System Safety
responsibility boundaries between ASCENG, JALO, the OSG and the PO lie need to be documented early (either in
the Commonwealth-level or Contractor SSPP) to ensure all aspects of integration hazards are considered.

58. Chemical, Biological or Radiological Toxicity. Hazards involving the introduction of components with these
properties, even if temporarily, are generally governed by OH&S and national legislation and statutes, and their
inclusion into the SSP would simply reflect these governance requirements. However, generally the Contractor would
also be required to submit justification as to why alternative, benign components that achieve the same objectives
could not be used in lieu. These items tend to be considered on a case-by-case basis through the relevant federal
regulatory body.

59. Integration of Propulsion System Reliability. Successful integration of the propulsion system into the SSP
requires an understanding of its reliability under the ADF CRE. A thorough understanding of propulsion system
reliability becomes critical for single engine aircraft and when pursuing extended range operations. Propulsion systems
are usually designed to meet a number of performance, durability and structural integrity requirements. Propulsion
system reliability will be influenced by the reliability of a number of sub-systems and components such as fuel,
lubrication, pneumatic, electronic, anti-icing, cooling, instrumentation, speed reduction, fire protection and in some
cases, thrust reversers. The engine OEM will normally perform a safety analysis to support the engine design
objectives, such that there would not be any likely single failures that would result in fire, an un-contained event,
exceedence of engine ultimate loads, or prevent the engine from being shut down. The engine OEM should therefore
be able to provide an In-Flight Shut Down (IFSD) rate for the propulsion system. This can then be incorporated into
the overall aircraft System Safety assessment process.

60. Propulsion system reliability will be based on a number of design assumptions and hence, the ADF CRE

should be evaluated to confirm that it does not invalidate IFSD rates. IFSD rates will also be based on a prescribed
maintenance program, which may require scheduled maintenance activities to mitigate hazards, or unscheduled ‘on-

10



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED
AAP 7001.054 Sect2 Chap 1

condition’ maintenance activities. The latter requires an effective condition monitoring program to ensure that in-
service operations are not causing engine deterioration at a rate faster than that assumed during design. Refer to
Section 4 Chapter 1 of this manual for more guidance on propulsion system design requirements.

61. Integration of Airframe and Engine Fatigue Life Management. Due to the nature of cyclical loading on
airframe structure and rotating parts in gas turbine engines, they are prone to fatigue. Mismanagement of fatigue in
service may lead to the development of catastrophic events, which can occur without prior warning. Whilst System
Safety standards such as FAR/JAR 2X.1309 encourage redundant designs to achieve the fail-safe design concept, this
becomes impractical for some critical structures and all critical engine rotating parts. However, a fail-safe design can
still be effectively achieved by in lieu applying factors of safety during design, applying life limits in service, and by
ensuring responsible management of accumulated fatigue. Whatever the approach, it subsequently needs to be
validated by in service usage and condition monitoring, as described in its ASI Management Plan (ASIMP) and ESI
Management Plan (ESIMP). Effectively, the requirement for these two documents is an adjunct to the Aircraft System
SSPP, to ensure that fatigue on critical airframe and engine parts is managed responsibly to LOT. For further details
refer to Section 2 Chapter 11 for ASI management and Section 4 Chapter 1 for ESI management.

62. Engineering Change Proposals (ECPs). Inevitably, all projects require the inclusion of ECPs in their aircraft
system during its life cycle, either due to unforeseen circumstances or to ensure all original requirements are indeed
captured. The later in the life cycle they are introduced, the more the System Safety effort could be disrupted.

63. To update System Safety documents with ECP effects, two options exist. Either the update of System Safety
documents is negotiated into the ECP price, or at their next revision, ECP changes are introduced retrospectively. For
this latter option, a stand-alone ECP System Safety Report (ECPSSR), generated by the integrator, may be used to
provide the adequate safety assurance required of the design change, in anticipation of updated safety documents.
Obviously the more complex and risky the ECP, the more the ECPSSR is unsuitable in providing such assurance.
Early SCI-DGTA advice is therefore recommended on ECPs where organisations propose using ECPSSRs as the
initial method of documenting safety compliance.

64. Test and Evaluation (T&E) Safety. While the SSP will consider aircraft system hazards in design,
integration, operation, maintenance and disposal from the perspective of hardware, software and human causal factors,
T&E phases provide their own unique safety challenges. Depending on the scope of new development, many test
procedures could be required to validate operating envelopes as well as functionality, and albeit that highly qualified
aircrew are usually given this task, the physical lack of training and experience with the new aircraft type creates
hazards that need to be accepted by management. Similarly, to support the test procedures, operations and
maintenance may need to be exercised with sequences and techniques that are not anticipated under normal conditions.
All carry hazards that need to be accepted by management.

65. To account for the nominally higher levels of risk expected during T&E phases, a Test and Evaluation Risk
Matrix (TERM) may be specifically developed. The TERM mirrors the format of the Hazard Risk Index (HRI) matrix,
but the qualitative risk acceptance levels are adjusted to suit the higher risk expected. Test procedures are analysed
from the training, experience, operational and maintenance risks perspective and mitigated and accepted according to
the TERM. Responsibility for the conduct and coverage of the T&E hazard assessment is usually required to be
negotiated with the responsible Commonwealth test organisation, and decisions recorded in the Commonwealth-level
SSPP. If a T&E Hazard Analysis Report is required by the PO or contractor, additional guidance is provided at Annex
C.

Failure Probability Objectives

66. Safety of an aircraft system is described in terms of risk. Risk is typically expressed in terms of hazard
probability and hazard severity categories. In turn, Hazard probabilities are expressed in either qualitative or
quantitative terms (eg. as shown in Tables 1-1 and 1-2 for FAR/JAR 25/29 aircraft). The minimum quantitative
probability values allowed are known as Failure Probability Objectives (FPOs). Typically, any project with hazard
severities in the top two severity classes require FPOs to verify sufficient mitigation. A MIL-STD-882C SSP approach
would require similar definition tables and FPOs, but the severity and probability categories will be differently named.

11
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Table 1-1 Hazard Severity Definitions for FAR 25/29 Aircraft

Severity

Catastrophic

Hazardous

Major

Minor

Failure conditions that
would result in
fatality/ies, usually with
loss of the airplane.

Failure conditions that
would reduce the
capability of the airplane or
the ability of the flight crew
to cope with adverse
operating conditions to the
extent that there would be,
for example:

e alarge reduction in
safety margins or
functional capabilities; or

e physical distress or
excessive workload such
that the flight crew cannot
be relied upon to perform
their tasks accurately or

completely; or

e serious or fatal injuries
to a relatively small
number of persons other
than the flight crew.

Failure conditions that
would reduce the capability
of the airplane or the ability
of the flight crew to cope
with adverse operating
conditions to the extent
that there would be, for
example:

e a significant reduction
in safety margins or

functional capabilities;

e a significant increase in
flight crew workload or in
conditions impairing flight
crew efficiency;

discomfort to the flight
crew; or

¢ physical distress to
passengers or cabin crew,

possibly including injuries.

Failure conditions that
would not significantly
reduce airplane safety,
and involve flightcrew
actions that are well
within their
capabilities. Minor
failure conditions may
include, for example:

¢ a slight reduction in
safety margins or
functional capabilities;

¢ aslight increase in
flight crew workload,
such as routine flight
plan changes; or

e some physical
discomfort to
passengers or cabin
crew.

Table

1-2 Hazard Probability Definitions for FAR 25/29 Aircraft

Probability per Flight Hour

Extremely Improbable

Extremely Remote

Remote

Infrequent

Quantitative: P<10®

Qualitative: So unlikely
that it is not anticipated
to occur during the
entire operational life of
all airplanes of the type.

Quantitative:
10°<P<10"

Qualitative: Not
anticipated to occur to
each airplane during its
total life, but which may
occur a few times when
considering the total
operational life of all
airplanes of the type.

Quantitative: 107<P<10®

Qualitative: Not
anticipated to occur to
each airplane during its
total life, but which may
occur numerous times
when considering the total
operational life of all
airplanes of the type.

Quantitative:
10°<P<10°

Qualitative: Not
anticipated to occur to
each airplane every
year, but which may
occur one or more times
during the entire
operational life of each
airplane.

67. ADF aircraft with roles similar to civil industry aim for design safety probabilities equivalent to civil
requirements. However, ADF aircraft with military roles generally operate in harsher environments, tend to utilise less
mature technology and include more highly optimised designs, therefore the ADF may accept lower safety objectives
in order to achieve mission aims. Therefore, upon presentation of suitable arguments, the TAR will consider less
onerous FPOs for ADF aircraft systems. Further, OEM advice can be sought on FPOs required, and indeed this advice
could provide part of the PO argument in recommending aircraft system FPOs.

68. Typical system FPO ranges are outlined in Table 1-3. The basis of these FPOs is in the statistical history of
commercial large transport airline accidents, calculated to be less than one Catastrophic aircraft accident due to a
‘system failure’ (ie hardware-related only) for every 10’ operating hours. Assuming a combined total of 100
Catastrophic system-level failure conditions for the aircraft system, again based on historical commercial hazard
number averages, each one of these system Catastrophic failures should occur no more than once every 10° operating

12
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hours. That is, the probability of any catastrophic hardware-related ‘system level’ hazard must be less than 10 per
flight hour for all FAR/JAR 25/29 aircraft. A similar argument applies to FAR/JAR 23/27 commuter category aircraft,
albeit probability requirements are less onerous.

Table 1-3 Relative System-Level FPOs

System FPOs (per flight hour)
Probability Level FAR 25/29 Civil Military Aircraft Systems Historically
Certified Aircraft (Combat/Transport/Training/Utility)
Systems
Infrequent 10° 107 - 10°
Remote 10° 10°-10°
Extremely Remote 107 10" - 10"
Extremely Improbable 10° 107 - 10”
69. For hazards related to loss of a function, the reliability expected above can usually only be achieved through

redundancy. For hazards related to incorrect or misleading provision of a function, reliability and integrity must
usually be sought through independent monitoring or comparison of redundant units. For hazards related to the
provision of a function when not desired, interlocks or other appropriate fail-safe mechanisms are normally used.

70. As an example, consider ‘Total Loss of All Hydraulic Power’, as shown below in Figure 1, as a Catastrophic
failure condition. For a FAR/JAR 25 commercial aircraft the probability of total loss of hydraulic power must be less
than 10°° per flight hour. Assume that the hydraulic system consists of 3 identical independent sub-systems, each with
5 independent failure modes which can cause loss of hydraulic power to that sub-system (eg valve failure, drive belt
failure, shaft failure, etc). Assume also that the probability of failure for each failure mode can be estimated as 2 x 10
per hour. This would give a combined probability of failure for each sub-system of 10 per hour. Therefore the
probability of loss of hydraulic power (ie failure of all sub-systems) would equate to 10°° per hour, which is acceptable
from an initial design solution perspective. Additional analysis would then also be required to establish that there are
no Common Cause failures that would invalidate this argument (eg maybe the 3 sub-systems all have components in
close proximity to one engine, thus an uncontained engine failure could sever all three systems’ lines simultaneously).

Total Loss of ALL
Hydraulic Power

1x10°
\ \
Loss of System 1 Loss of System 2 Loss of System 3
Hydraulic Power Hydraulic Power Hydraulic Power
1x10° 1x10° 1x10°

Failure Modes 1 to 5 Failure Modes 1 to 5 Failure Modes 1 to 5
2 x 10 each 2 x 10 each 2 x 10™ each

Figure 1-1 Hydraulic Power Fault Tree

71. The FPO ranges in Table 1-3 are provided to show potential relative risk and historical averages, however
this is not to be used as sole justification for FPO choice. FPOs for ADF aircraft projects should be established in
consultation with the integrator and the TAR, and should commensurately reflect the aircraft system’s CRE. There is
an argument for “at risk” intervals to be considered when performing calculations to meet FPOs, however, this

13
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typically makes the safety case more difficult to justify. Issues arise about how we can guarantee that an activity is
limited to the “at risk” time. The TAR preference is that no credit should be taken for limited exposure intervals. For
example, where the Statement of Operating Intent identifies a low level military flying profile, calculations should be
performed assuming low level flight for 100% of the flight time. Similar assumptions should be made for formation
flights, overwater operations etc. Where an OEM proposes using “at risk” time to meet agreed FPOs advice should be
sought from DGTA-SCI.

72. Unlike hardware, software and human-factors-related hazard probabilities cannot typically be quantified and
therefore a qualitative methodology must be applied to minimise these types of hazards. This is discussed in other
parts of this Chapter.

Hazard Analysis Guidance

73. The TAR does not mandate specific hazard analysis techniques for aircraft SSPs as each has its merits for
specific applications, and is therefore dependent on circumstances. The following paragraphs provide guidance on
what should be considered by the weapon system integrators for all analysis techniques, but is not exclusive. With
CRE defined, hazard analyses should consider hazards associated with;

a. the baseline aircraft system, and

b. departures from that certified baseline.
74. When considering departures from the certified baseline, hazard analyses should address hazards associated
with:

a. legacy aircraft systems;

b. new and modified aircraft systems’ design, integration, maintenance, operation and disposal;

c. the interface between new and legacy aircraft systems; and

d. complex system interactions, including Common Cause, Zonal and Particular Risk Analyses.
75. When considering hazards associated with new and modified aircraft systems’ design, integration,

maintenance, operation and disposal, the hazard analysis should, as a minimum, address their:

a. failure modes and degraded states,
b. potential impact upon safety related systems,
c. contained energy sources,
d. physical location, and
e. susceptibility to events such as:
(1) fire,

(2)  humidity/moisture/water/seaspray/hail/ice/snow/temperature changes,
(3) lightning,

(4)  dust,

(5)  bird strike,

(6)  tyre/wheel disintegration,

() leaking fluids,
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(8)  depressurization,
(9)  crash landing/impact/shock/vibration,
(10) high intensity radiated fields, and
(11) release of high energy devices.
Hazard Mitigation
76. Identified hazards should be reduced to an acceptable level of risk, in accordance with the project’s tailored

Hazard Risk Index (HRI) matrix. Hazard mitigation is typically conducted in the following order of precedence due to
the inherent effect of each:

a. design hazard out to reduce risk or eliminate it (ie through re-design make the hazard scenario
irrelevant),
b. incorporate safety devices to reduce the hazard risk to an acceptable level (eg automatic override on

Terrain Following Radar),

C. provide warning devices to reduce hazard risk to an acceptable level (eg Ground Proximity Warning
System audio and visual indications), and

d. develop procedures and training to attempt to avoid the hazard (eg safe distances when operating radar
on the ground, or use of personal protective equipment).

77. Typically, the incorporation of mitigations do not alter hazard severity, only probability (ie a Catastrophic
hazard will still be Catastrophic after mitigation, just that its probability of occurrence may be reduced), however there
are exceptions (eg ‘burst’ disks in pressure systems). Also, procedures and training are not typically used as the sole
mitigation method for Catastrophic hazards.

Hazard Tracking

78. Hazards need to be tracked throughout the aircraft system’s LOT. This should be accomplished by
maintaining a Hazard Log, or database of all hazards. All hazards identified during any SSP analysis, whether during
initial design or during in-service management should be added to the Hazard Log, making it a historical document for
closed hazards, and a status document for hazards in-work. Consequently, the Log’s configuration needs to be
carefully updated to match its corresponding SSP analyses updates. At a minimum, the Hazard Log should include the
following fields:

a. an unique identifying reference number;

b. a short title that captures the nature of the hazard (the ‘when’ and ‘where’ it is a hazard);

c. a detailed description of the hazard;

d. a description of any necessary mitigation, and whether short or long-term fixes;

e. assignment of responsibility for treating the hazard;

f. probability, severity and accompanying HRI before mitigation;

g. probability, severity and accompanying HRI after short or long-term mitigations have been
incorporated;

h. evidence that necessary mitigation has been implemented (eg test report, inspection, etc);

i confirmation that the residual risk has been accepted at the appropriate level, in accordance with HRI
criteria (eg correspondence reference); and
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j- status of the hazard (open, closed or in-work with an expected close-out date).
Hazard Closure
79. The following activities are requisites for hazard closure:

a. The Contractor and/or Commonwealth have confirmed that all necessary mitigations have been
implemented, and that the HRI was correctly assigned pre and post mitigation. Post mitigation HRIs
should be demonstrated by test, analysis, demonstration, simulation, past experience or expert opinion.

b. The hazard’s residual risk has been accepted, in writing, in accordance with agreed HRI sign-off
levels.

Residual Risk and Risk Acceptance

80. The ‘go/no-go’ risk acceptance methodology used by FAR/JAR 2X.1309 aircraft, as outlined in Table 1-4
below is unlikely to be appropriate for military aircraft. In lieu, the TAR accepts a flexible approach whereby hazards
that would be unacceptable in the civil environment may be accepted on behalf of the Commonwealth by persons with
appropriate engineering or operational authority. Notwithstanding this, reasonable effort should still be made to reduce
the risk of a given hazard as low as reasonably practicable. An example of this approach is outlined in Tables 1-5,
however projects must generate and be able to justify their own HRI table, and this table could equally apply to MIL
SSP.

81. HRI matrices for ADF aircraft acquisition and modification projects must be established in consultation with
the TAR. Further, these tables can be referred to as either Hazard Risk Index (HRI) matrices, or Risk Hazard Index
(RHI) matrices, simply dependent on the parent safety standard used. For consistency this Chapter will continue to
refer to them as HRI matrices, understanding that the alternate could also apply.

Table 1-4 Hazard Risk Index/Acceptance Matrix for Commercial FAR/JAR 2X.1309 Aircraft

Severity
Probability Catastrophic Hazardous Major Minor
Infrequent 7
Remote 11
Extremely Remote 14
Extremely Improbable 10 16
7-16 Acceptable

Table 1-5 Example Hazard Risk Index/Acceptance Matrix for ADF FAR/JAR 2X.1309 Aircraft

Severity
Probability Catastrophic Hazardous Major
Infrequent
Remote

Extremely Remote
Extremely Improbable

. 46 | Requires mitigation, unless acceptance given by the DAR and OAAR

11-16 Acceptable with approval from the designated Contractor authority

82. All mitigation strategies should consider the periodic review of hazards to ensure the risk likelihood does not
increase and/or the CRE context has not changed.
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Integration of Sub-Contractors
83. The TAR expects the Contractor’s SSP, and SSPP, to integrate sub-contractors, such that:

a. the prime Contractor’s requirements for the SSP are communicated to the sub-contractors, and audited
for compliance during the SSP; and

b. results from sub-contractor’s System Safety activities are incorporated back into the overall prime
Contractor’s aircraft system SSP (eg sub-contractor safety analysis results are rolled into the prime
Contractor’s analyses).

Interface with Software Safety Program

84. Historically, software’s contribution to hazards (ie. software causal factors) tend to be either overlooked or
considered too late in the development cycle to have any positive influence on design. This usually results in a product
where the software’s potential contribution to hazards, and its effective mitigation, is poorly understood. A Software
Safety Program (SwSP) is required to coordinate hazard identification and mitigation efforts for hazards with
software-related causal factors. By definition, the SwSP is a subset and integral part of the SSP, and is a systematic
approach to reducing software risks within the system. All SSP analyses and reports must integrate software hazard
considerations and activities as part of their conclusions, including the SCR.

85. As described earlier, the SwSP can be thought of as a combination of the following two aspects:

a. software development assurance requirements (ie build the product right), known as Software Safety
Assurance ( for more guidance see Section 2 Chapter 7 of this manual); and

b. software safety requirements determination (ie build the right product), known as Software System
Safety (SSS), and where results of the SSS analyses are fed back to the SSP to ensure that the Hazard
Log correctly tracks software related hazards and causal factors.

86. Both of these aspects are required for a successful SwSP, and indeed, both depend on one another and cannot
survive in isolation without elevated risk. Their application therefore needs to be integral to the SSP, as described
within the SSPP, and use the same definitions for key terms. Further, cross-referencing to the Software Development
Plan may also be required if this latter plan is used to document aspects of the SwWSP.

87. Guidance that can be applied in the establishment and maintenance of SwSPs and SSS includes IEEE 1228
‘Standard for Software Safety Plans’, whose intent should be included within the SSPP, and the Software System
Safety Handbook of the Joint Software System Safety Committee for analysis conduct. A short synopsis of each is
provided at Annex B.

Interface with Human Engineering Program

88. In the context of the SSP, human System Safety requirements are determined through analysis of the
contribution of human factors to hazards. Similar to the SWSP discussed above, all SSP analyses and reports must
integrate human factor considerations as part of their conclusions, including within the SCR.

89. The Human Engineering Program (HEP) consists of a combination of design human System Safety
requirements determination, and system integration human workload validation. A brief description of both is
provided below, but additional guidance is provided at Section 2 Chapter 13 of this manual.

90. Human Factors’ System Safety Design Considerations. Consideration of human factors’ influence on System
Safety at the design stage is generally constrained to:

a. the application of a recognised human engineering and anthropometric design standards,
b. Subject Matter Expert (SME) and human factors’ specialists involvement in design considerations, and
c. determining and mitigating the contribution of humans in hazards.
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91. To successfully achieve this, a compromised balance between the SOI, the technology used and human
capacities must be struck. Typically this subjective balance is achieved by agreement of SMEs, human factors’
specialists and PO staff, through interfaces with the System Safety Working Group.

92. Human Factors’ System Integration Validation. As described earlier, it is necessary to consider a Human
Factor Workload Assessment during system integration, to ensure that an average-skill aircrew member, under all the
worst credible representative hazard scenarios (eg. lightning strike during single Mission Computer back-up mode of
operation) can still continue to safely fly and land the aircraft. For further advice, refer to Section 2 Chapter 13 of this
manual.

93. Should a Human Factor Workload Assessment not be required due to perceived low inherent risk, the SCR is
to provide justification. However, early SCI-DGTA involvement in this decision is strongly recommended.

Interface with the RAM Program

94. The RAM Program is a multi-discipline program that has close links with System Engineering, Integrated
Logistics Support (ILS) and the SSP, and concentrates on the provision of the following information throughout the
equipment’s life cycle:

a. Defining RAM requirements (eg. Mission Reliability, Fleet Availability, Mean Time to Repair
(MTTR), etc) including for RAM testing/demonstration.

b. Review of RAM prediction models (eg. Mean Time Between Failure (MTBF) models).
C. Evaluation of RAM test data.

d. Evaluation of field data from a Failure Reporting, Analysis and Corrective Action System (FRACAS)
such as CAMM?2,

95. The main interface between the RAM Program and the SSP is with the provision of potential failure modes
and corresponding MTBFs from the Failure Mode and Effects Analyses (FMEA). Whilst typically the RAM Program
provides this data to the SSP, there will be instances where the SSP will identify new failure modes or altered MTBFs
to be reflected back into the various RAM products. Close liaison with the RAM Program is therefore suggested to
maximise the benefits of this relationship. Additional information on RAM processes or products can be found in the
ADO RAM Manual.

System Safety Working Group

96. The PO should ensure that a System Safety Working Group (SSWG) is established as soon as practical after
contract signature. The SSWG will comprise of active working-level members of project, operator and Contractor
teams, that are either SSMs, SMEs or engineers and specialists in specific technical or operational disciplines.

97. The primary aim of the SSWG s to facilitate communication between the program executives, aircraft system
design teams, safety organisations, and the Commonwealth, and to allow for the agreed mitigation of safety hazards as
early as possible in the design phase. For maximum effectiveness, SSWGs need to include representatives from the
users, System Safety Engineering, Contractor, design engineering, maintenance engineering and, if required, OH&S.
Further, these individuals need to be empowered by their parent organisations to either make decisions on the
organisation’s behalf, or to be able to get priority endorsement/veto of SSWG recommendations. The necessity and
aims of the SSWG could be detailed in the Commonwealth-level SSPP. The Contractor SSPP would further define
SSWG processes.

98. The SSWG is particularly useful for gaining wide agreement of particular mitigation strategies where only
qualitative data and subjective opinions are available, or may affect military utility. For example, in mitigating some
hazards, either a technological limit or mission effectiveness compromise is required such that further mitigation of a
hazard to achieve the necessary HRI is either not feasible or not militarily desirable. Some hazards just cannot be
eliminated satisfactorily (eg. loss of thrust in a single engine aircraft), while others could be mitigated but their
implementation would consequently erode the military utility of the type. Each of these cases requires different levels
of involvement or oversight by the OEM, DAR, TAR and OAR dependent on potential solutions, their respective
military utility, and the residual risk in the compromise that each delegate is prepared to accept.
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99. Various sub-groups of the SSWG might also exist to support specialist programs. For example, the SwSP will
stipulate requirements for a Software Safety Working Group (SWSWG) and the HEP will stipulate requirements for a
Human Factors Working Group (HFWG). To provide adequate visibility of the higher-level system safety objectives,
these sub-groups are then often linked by specialists common to both the sub-groups and the SSWG.

100. A sample SSWG Charter is provided at Annex |. The Charter’s main purpose is to establish aims,
membership, agenda procedures, voting rights, and responsibilities, thus maximising SSWG discussions on design
hazard issue resolution.

SSP Audits

101.  Contractor SSP audits should be conducted within the context of on-going Commonwealth AEO or AMO
audits required as part of periodical Contractor Engineering Management System or Quality Management System
reviews. There should be no need to hold independent Contractor SSP audits unless warranted by Commonwealth
assessed risk.

Transition to In-service System Safety Management

102.  As part of the Weapon System LOT in-service strategy, the PO must consider what pragmatic System Safety
approach is best suited to the aircraft system. Importantly, the vast majority of the in-service System Safety strategy
will be constrained by default, through the SSP approach applied during the acquisition and modification phase, and
by the foresight of PO personnel. Typically, in determining a LOT SSP strategy, considerations must include the
expected volume of future modifications and their significance, anticipated Weapon System LOT, possible aircraft
system operational role expansions, and inherent relative platform risks. Resources which may then be required to
support these LOT SSP considerations include:

a. a PO transition plan that documents the LOT SSP strategy and out-refers to the draft in-service SSP for
detail;

b. the provision of a draft in-service SSPP (and accompanying procedures and training), outlining
anticipated System Safety strategies and how to pragmatically maintain the FPOs and/or HRIs
established during the acquisition and modification phase;

c. a consolidated Hazard Log of all hazards, their mitigations, and acceptance sign-off; and

d. sufficient document and personnel resources to maintain the System Safety strategy envisaged,
including Contractor and sub-contractor System Safety deliverables (ie the new System Safety
Document Baseline).

COMPLIANCE FINDING

103.  To support Design Acceptance, a Compliance Finding must be made against an acquisition and modification
project’s System Safety CBD entry. The results of the Compliance Findings are to be documented in the SCR.

Compliance Finding Responsibilities

104.  The PO should approach SCI-DGTA early to identify a suitable agency to be the System Safety Compliance
Finding Agency (CFA). Typically, the CFA will either be a NAA, the PO, the parent System Program Office (SPO),
an Independent Safety Assessor (ISA) or DGTA, or a combination thereof. Specific TAR policy on ISAs is under
development and may be incorporated into future Chapter amendments, however, if POs wish to engage the services
of an ISA in the meantime, early consultation with DGTA is recommended.

Compliance Finding Activities
105.  The CFA can make Compliance Findings at any time to support safety objectives for the scope of intended
operations. However, Compliance Findings are typically conducted progressively during the acquisition and

modification phase to spread the workload sensibly. Typical levels of confidence for a Compliance Finding are
established by undertaking activities listed at Annex G, and could be described within the Commonwealth SSPP.
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106.  All Contractor and sub-contractor SSP documentation may be reviewed as part of the Compliance Finding.
The SCR s typically the prime document used to support Compliance Finding, however, further audit against lower-
level SSP documentation may also be necessary. Certainly, before any flight testing or flight operations with
Commonwealth involvement, the TAR would expect an SCR to have been generated and accepted for the scope of
flying expected.

SYSTEM SAFETY PROGRAM REQUIREMENTS FOR IN-SERVICE AIRCRAFT
Introduction

107.  Commonwealth responsibilities and risk acceptance requirements do not end with the transition of a project to
the in-service organisation. The aircraft system SSP may have been created to mitigate hardware, software and human
factors’ hazards identified during either design, integration, operation, maintenance and disposal considerations during
the project phase, however, each of these will also be continuously applicable during in-service management, albeit
probably on a smaller scale. It is for this reason that the PO is initially best placed to determine the most effective LOT
In-Service SSP (ISSSP) strategy, and therefore SSPs developed for aircraft systems during the acquisition and
modification phase should transition seamlessly to the in-service organisation for on-going System Safety
management.

108.  As ISSSP strategies could be constrained by acquisition approaches, typical SSP transition considerations
were discussed earlier in this Chapter. These considerations, together with necessary DGTA oversight during projects,
and early in-service organisation awareness of the SSP they are accepting, should ensure optimal ISSSP strategies are
prepared for project transition. Nonetheless, as aircraft system CRE changes over the LOT, in-service organisations
may need to continually tailor their ISSSP to suit, whilst maintaining their original CBD. When tailoring ISSSPs, the
intent of the guidance provided herein is important, and if not directly applicable, its intent may still apply. With early
DGTA involvement, ISSSP tailoring alternatives, and justifications can be explored.

109.  Given most methodologies to be applied to an ISSSP are the same as those applied during acquisition and
modification phases, and discussed earlier, they will not be repeated here. Aspects discussed below represent System
Safety considerations unique to ISSSPs.

Conducting the In-Service SSP (ISSSP)
110.  While SPOs are encouraged to develop ISSSPs which provide an adequate level of confidence within the
bounds of their end objectives, typical System Safety Engineering activities for in-service aircraft systems would, as a
minimum, include:

a. establishing an 1ISSSP;

b. monitoring the reliability of safety critical aircraft items/systems;

c. undertaking hazard analyses for design changes or assessments, commensurate to risk, and accepting
identified risks within a formal framework;

d. generating a tailored SCR for the more complex design changes to summarise the system safety
strategy used and its achievements; and

e. presenting results of key ISSSP activities to the annual Airworthiness Boards.

111.  Establishing an ISSSP. During PO transition to the in-service organisation, the optimum LOT in-service
System Safety strategy, commensurate to aircraft system CRE and cost, should have been agreed. This includes
consideration of the following:

a. People. An ISSSP Manager needs to be appointed to coordinate system safety activities. This person
would typically be an experienced senior engineer who could provide guidance and mentor less
experienced staff. This position could be established as a secondary duty, however at least one deputy
is then also recommended, to assist with the intermittent workload and ensure the ISSSP does not stall
in the absence of the Manager.
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b. Processes. The organisation’s EMS should be used to the maximum extent possible, by embedding any
ISSSP requirements or procedures into usual processes. An ISSSP Plan (ISSSPP) should be created,
either through a transitioning major project providing a draft, or by the in-service organisation for a
legacy aircraft system. ISSSPP content should reflect requirements of the System Safety Certification
Basis standard used, and include guidance for the pragmatic generation of safety analyses and SCRs for
design changes or technical assessments dependent on their significance and complexity. All ISSSP
activities, and their timing, should be described. This includes defining the planned approach to the
identification, tracking, treatment, verification and acceptance of hazards. A sample ISSSPP is
included at Annex F.

c. Data. To introduce a weapon system into service the design organisation would have likely established
a robust SSP with corresponding reports (ie the System Safety Document Baseline). To maximise the
return on weapon system investment, maximum use of legacy or newly generated SSP data should be
made, and updated through LOT with modifications, to retain a System Safety Baseline. Strategies on
optimum use of data will depend on the expected LOT ISSSP approach, and therefore may only
require electronic access to data rather than outright purchase.

d. Training. All technical personnel should at least attend a System Safety Awareness briefing. All
personnel directly involved in conducting, analysing or reviewing a design assessment or change’s
System Safety impact should attend the System Safety Intermediate Course. Both are organised through
DGTA. Additional specialist courses may also be required, depending on the ISSSPP approach, and
can be organised with DGTA assistance.

112.  Safety Critical Items/Systems Reliability Monitoring. Typically, the loss of the function provided by Safety
Critical Items/Systems (SCI/S) could, in a worst credible representative environment, directly (ie without additional
events occurring) affect the aircraft’s ability for continued safe flight and landing (ie. a “direct failure’). Through
monitoring therefore, adverse failure rates of SCI/S can be used to gauge the relative risks of in-service aircraft.
Designed failure rates would have been used by the OEMs to introduce an inherent level of safety through
redundancy, and therefore justify sufficient hazard mitigation. Any reduction between field failure rates and originally
designed (or predicted) values could therefore highlight areas of residual risk for re-design or acceptance.

113.  Without original design (or predicted) failure data it is difficult to determine whether design safety margins
are being retained. However, even if original data is available, aircraft system architecture needs to have remained
reasonably static to allow for meaningful comparisons. Or conversely, original design data needs to have been updated
to reflect significant design changes up to the current configuration. Notwithstanding, in the absence of original design
failure data, a considered hypothesis can be applied to historical real-time reliability data to infer design safety levels,
albeit with a lower level of confidence. Either way, a baseline for SCI/S can be established, thus allowing better future
trend analysis and failure-cause diagnosis (ie the SCI/S may only be failing due to out-of-bounds transients).

114.  Hazard Analysis. When design changes (assessments, modifications, deviations and substitutions) are made
to in-service aircraft, either new hazards may be introduced or they may alter the risk associated with existing
hazards. Hazard analyses should therefore be conducted to determine the System Safety impact and to determine
whether the proposed mitigations are sufficient to retain extant safety levels. In particular, the analysis should consider
impacts of on SCI/S, which would be included as part of the Judgement Of Significance (JOS) process. The optimal
technique for analysing or assessing the design change will depend on the system and the complexity of the change, as
described within the ISSSPP. At the very least, for significant design, the in-service organisation should produce a
tailored SCR to:

a. assess and document the design change’s System Safety achievements with respect to its safety
impact and the safety objectives defined in the ISSSPP, and

b. justify the level of technical risk inherent in the aircraft system post design change.
ISSSP Failure Probability Objectives
115.  To ensure that the aircraft system's inherent level of safety is maintained, ISSSP Failure Probability

Obijectives should at least reflect legacy design FPOs. Changes to legacy FPOs are possible, however DGTA
consultation is required.
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Residual Risk and Risk Acceptance

116.  As a starting point, upon project transition, the HRI matrix used by the PO (or provided in the draft ISSSPP)
should be adopted by the in-service organisation. If after a settling-in period, the matrix proves to be inadequate for
ISSSP purposes additional tailoring should be considered. The matrix is a key element of the ISSSP and will assist

with:

determining acceptable and unacceptable risks associated with all identified hazards, and therefore
simplify JOS assignment;

determining residual risk levels when all mitigations (whether short or long-term) have been
incorporated; and

identifying appropriate personnel to accept residual risk levels.

SYSTEM SAFETY TRAINING OFFERED BY DGTA

117.  The following System Safety courses are provided by DGTA:

a. System Safety Awareness Course — Designed for staff either not directly involved with SSPs, or with
minimal involvement, and desirous of generic SSP concepts, applications, outputs, and their use within
the ADF context. Typically this course is of two hours’ duration and is run by SCI3-DGTA on
location, on an as-required basis.

b. Aircraft System Safety Engineering Course (PMKeys Code 112689) — Designed for staff directly
involved with SSPs, or in the review of related documentation. This course familiarises members with
SSP elements and the different analyses and their applications, and traps, and is typically of five-day
duration. This course is run by training contractors through SCI3-DGTA at central locations at least
twice a year.

Annexes:

A Definitions and Abbreviations

B. Comparison Of System Safety Related Standards And Guidance
C. Statement Of Work For Military And Commercial-Based Aircraft

Appendix 1 ~ CDRL-1 Project Aircraft System Safety Program Plan (SSPP) For Military-Based Aircraft Or

Project Aircraft System Safety Program Plan (SSPP) For Commercial-Based Aircraft

Annex to Appendix 1 System Safety Program Plan Outline
Appendix 2 ~ CDRL-2 System Safety Program Progress Report (SSPR)
Appendix 3~ CDRL-3 Project Aircraft Sub-System Hazard Analysis Report (SSHAR) Or System Hazard

Analysis Report (SHAR)

Appendix4  CDRL-4 Project Aircraft Test And Evaluation Hazard Analysis Report
Appendix5  CDRL-5 Hazard Log

Appendix 6  CDRL-6 ECP System Safety Report (ECPSSR)

Appendix 7 CDRL-7 Safety Verification Report

Appendix 8  CDRL-8 Safety Case Report (SCR)

Annex to Appendix 8 Safety Case Report Outline

Appendix 9  CDRL-9 Aircraft-Level Functional Hazard Assessment (AFHA) Or System-Level Functional

Hazard Assessment (SFHA)

Appendix 10 CDRL-10 Preliminary System Safety Assessment (PSSA) Or System Safety Assessment

(SSA)

Appendix 11  CDRL-11 Common Cause Analysis (CCA)
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Appendix 12 CDRL-12 Health Hazard Assessment (HHA)

Appendix 13 CDRL-13 Operating and Support Hazard Analysis (O&SHA)
Appendix 14 CDRL-14 Safety Requirements/Criteria Analysis (SR/CA)
Appendix 15 CDRL-15 Preliminary Hazard Analysis (PHA)

FAR/JAR Based System Safety Program Weapon System Specification
MIL-STD-882 Based System Safety Program Weapon System Specification
In-Service System Safety Program (ISSSP) Guidance

Appendix 1 Example In-Service System Safety Program Plan (SSPP) for XXSPO
Commonwealth-level System Safety Program Plan Outline

Appendix 1 Typical SSPP Compliance Finding Activities

Sample CBD Entries for Military and Commercial-based System Safety Programs
Example System Safety Working Group Charter

Appendix 1 Sample System Safety Working Group Agenda
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1. This Annex provides a listing of all abbreviations used in the parent section of this Chapter. Additionally, all
terms which have a specific meaning within System Safety, identified in italics in the parent Chapter, have been

included.

Table 1-A—-1 Definitions and Abbreviations

Term/
Abbreviation

Definition

Found in

Aircraft System

Catastrophic

Continued safe
flight and
landing

Critical

CSP

ECPSSR

Fail-safe

Failure
Probability
Objectives

Flight hour

FPOs

The aircraft, all its on-board systems, and ground-based
systems which interface to it, directly or indirectly

Tailorable, but a failure condition that almost always involves
death, system loss or severe environmental damage

Failure conditions that could result in multiple fatalities of the
occupants, or incapacitation or fatal injury to a flight
crewmember normally with the loss of the airplane

The airplane is capable of continued controlled flight and
landing, possibly using emergency procedures, without
requiring exceptional pilot skill or strength. Some airplane
damage may occur as a result of the failure condition

Tailorable depending on program goals, but a failure condition
that almost always involves severe injury/death, severe
occupational illness, major system damage

Loss of this function would prevent the continued safe flight
and landing of the airplane. The term is associated with a
Catastrophic failure condition

Certified Safety Professional — Postnominal used by US
System Safety Society for accredited individuals that have
passed rigorous system safety related tests, interviews and
experience criteria

Engineering Change Proposal System Safety Report

A design feature that ensures that the system remains safe, or
in the event of a failure will cause the system to revert to a
state which will not cause a mishap

In any system or sub-system, the failure of any single element,
component or connection during any one flight should not
prevent continued safe flight and landing

See FPOs

The probability of the subject hazard occurring during a typical
flight of mean duration for the airplane type, divided by the
mean flight’s duration in hours, expressed as a probability per
flight hour

Failure Probability Objectives — minimum quantitative
probability values assigned to hazard categories

AAP 7001.054 S2 C1

MIL-STD-882C

AC 23.1309-1C
AC 23.1309-1C

MIL-STD-882C

AC 23.1309-1C

MIL-STD-882C
MIL-STD-882C

FAR/JAR AC
25.1309-1C

AC 23.1309-1C

AAP 7001.054 S2 C1
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Abbreviation
Hazard A condition which is a pre-requisite to a mishap MIL-STD-882
Any condition that compromises the overall safety of the AC 23.1309-1C
airplane or that significantly reduces the ability of the flight
crew to cope with adverse operating conditions
Hazard Risk See HRI
Index
Hazardous A failure conditions that would reduce the capability of the AC 23.1309-1C
airplane or the ability of the crew to cope with adverse
operating conditions to the extent that there would be the
following:
(i) A large reduction in safety margins or functional capabilities;
(ii) Physical distress or higher workload such that the crew
cannot be relied upon to perform their tasks accurately or
completely; or
(i) Serious or fatal injury to an occupant other than the flight
crew
HEP Human Engineering Program
HEPP Human Engineering Program Plan
HRI Hazard Risk Index — A program-specific numerical priority MIL-STD-882C

Human Factor
Workload
Assessment

Independent
Safety Assessor

ISA

ISSSP

Latent Failure

Mishap

MoD

assigned to hazards, pre and post-mitigation, based on their
risk level (combination of hazard severity and hazard
probability). The acceptance of a hazards’ HRI is
commensurately assigned to program and vendor
management dependent on risk

Considered in system integration, to ensure that an average
crew member, under worst case representative hazard
scenarios, can still effectively continue to safely fly and land
the aircraft system.

See ISA

Independent Safety Assessor — a program-independent
specialist body responsible for the review of the SSP against
the requirements of the standard quoted in the CBD, or with
SSP compliance finding

In-Service System Safety Program

A latent failure is one which is inherently undetected when it
occurs (ie failure of the Warning and Caution light system). A
significant latent failure is one which, in combination with one
or more other specific failures or events, result in a hazardous
failure condition

An unplanned event or series of events resulting in death,
injury, iliness or damage to equipment, property or
environment. Includes incidents and accidents

Ministry of Defence, UK

AAP 7001.054 S2 C1

AAP 7001.054 S2
C13

AAP 7001.054 S2 C7

AAP 7001.054 S2 C1

AC 25.1309-1A

MIL-STD-882C
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Residual Risk From the perspective of an individual hazard, the risk MIL-STD-882C
remaining when all agreed mitigation measures have been
implemented, requiring commensurate acceptance as per HRI
matrix
From the perspective of the total program, the risk left over US Air Force System
after all system safety efforts have been fully employed. It is Safety Handbook
the sum of acceptable risk and unidentified risk — this is the
total risk passed onto the user
RHI Risk Hazard Index — See HRI
SAE ARP Society of Automotive Engineers Automotive Recommended
Practice
Safety Freedom from mishap MIL-STD-882C
Safety Case A well-reasoned summary document listing the activities AAP 7001.054 S2 C1
Report undertaken to satisfy the goals of the SSP, and the artefacts

Safety critical

Safety Critical
ltems/ Systems

SCR
SME
SSDB
SSE

that prove that your systematic analysis and reporting SSP
maximised the probability of identifying all risks for your aircraft
system, tracking, mitigating and accepting them adequately,
and that the system is safe and fit for its intended purpose

NOTE: Different global Air Forces’ definition of ‘Safety Case’ is
not necessarily the same as an ADF Safety Case Report (ie
UK MoD refers to a Safety Case as being the complete body of
evidence that an item was designed and integrated correctly to
approved standards, by competent people in accordance with
approved procedures, with sufficient mitigation, and tested
sufficiently to justify being safe (airworthy) for flight — ie the
entire ADF Design Acceptance process)

A term applied to a condition, event, operation, process or item
of whose proper recognition, control, performance or tolerance
is essential to safe system operation or use (eg safety critical
function, safety critical path, safety critical component)

Typically, these are items/systems whereby loss of the function
provided by that item/system could, in a worst credible
representative environment, directly (ie without additional
events occurring) affect the aircraft’'s ability for continued safe
flight and landing. This is consistent with AAP 7001.038-2,
which calls this a ‘direct failure’

See Safety Case Report
Subject Matter Experts
System Safety Document Baseline

System Safety Engineer - an engineering discipline requiring
specialised professional knowledge and skills in applying
specific principles, criteria and techniques to identify and
eliminate hazards in order to reduce associated risk to an
acceptable level within the system. It draws upon professional
knowledge and specialised skills in the mathematical, physical,
and related scientific disciplines, together with the principles
and methods of engineering design and analysis to specify,
predict, and evaluate the safety of the system.

MIL-STD-882C

AAP 7001.054 S2 C1
AAP 7001.038-2 S10

AAP 7001.054 S2 C1

AAP 7001.054 S2 C1
MIL-STD-882C
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SSM System Safety Manager - a discipline that defines SSP MIL-STD-882C

SSP

SSPP

SSWG

SwSP

System Safety

Type Design
Change

requirements and ensures planning, implementation and
completion of System Safety Engineering activities consistent
with overall SSP objectives.

System Safety Program
System Safety Program Plan
System Safety Working Group
Software Safety Program

The application of engineering management principles, criteria
and techniques to optimise the safety of a ‘system’, within the
constraints of operational effectiveness, time and cost
throughout all phases of the life cycle.

Can be Major or Minor, dependent on the introduction of new
or significantly different existing capabilities, or an appreciable
effect on weight, balance, structure, reliability, operation, or
airworthiness

AAP 7001.054 S2 C1
MIL-STD-882C

AAP 7001.053 S2 C1
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COMPARISON OF SYSTEM SAFETY RELATED STANDARDS AND

GUIDANCE

Table 1-B-1 System Safety Related Design Guidance

Standard/Handbook

Strengths

Weaknesses

Defence Standard 00-970
‘Design and Airworthiness
Requirements for Service Aircraft’

Provides well defined high-
level safety objectives for
specified aircraft systems

Does not provide sufficient
low-level detail to address
System Safety

Defence Standard 00-55
‘Requirements for Safety Related
Software in Defence Equipment’

Presents the most rigorous
requirements for safety
related software of all
standards.

Designed to be used in an
integrated manner with
DEF STAN 00-56 Issue 2

Could be expensive to
implement in total

Defence Standard 00-56 Issue 2
‘Safety Management
Requirements For Defence
Systems’

Very rigorous
requirements for System
Safety Programs
Designed to be used in an
integrated manner with
DEF STAN 00-55
Emphasises use of
Independent Safety
Auditors

Emphasises management
separation

Provides clear guidance
on safety analyses to be
conducted

Could be expensive to
implement in total

Interim Defence Standard 00-56
Issue 3 ‘Safety Management
Requirements for Defence
Systems’

Has taken a goal based
approach.

The means of complying in
terms of technology,
documentation and
development is
unconstrained.

Only mandates what must
be achieved for a
demonstrably safe system.
Forces developers to
actually consider why and
how to make a system
safe, rather than merely
following activities called
out under a prescriptive
standard.

Requires both developers and
regulators to be suitably
experienced with the
technology to ensure that the
approach meets the required
level of safety.

Regulators are required to
make assessments on a case
by case basis.

Regulators may not always be
resourced sufficiently for this
approach.

The acceptability hinges on
the safety argument
presented as part of the
safety case. Thus developers
require skills in presenting
defensible safety arguments.
Likewise, regulators require
training in interpreting and
assessing safety arguments.

FAR 25.1309 ‘Equipment,
systems and installations’

including

(for Large Transport Aircraft)

Provide clear system
safety objectives

Applicable to civil aircraft
Does not provide a well
defined System Safety
Program structure

Does not provide detailed
guidance on demonstrating

1B-1
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Standard/Handbook Strengths Weaknesses
AC 25.1309-1A ‘System Design achievement of safety
and Analysis’ of 21 Jun 88 objectives

and

(for Commuter Category Aircraft)
AC 23.1309-1C ‘Equipment,
Systems and Installations in Part
23 Airplanes’ of 12 Mar 99

Use ‘Go/No-go’ hazard
acceptance philosophies that
may not be easily applied to
military aircraft

SAE ARP 4754 ‘Certification
Considerations for
Highly-Integrated or Complex
Aircraft Systems’

and

SAE ARP 4761 ‘Guidelines and
Methods for Conducting the
Safety Assessment Process on
Civil Airborne Systems and
Equipment’

e Considered industry best

practice with respect to
System Safety certification
of civil aircraft

e Provide detailed guidance

on how to undertake
System Safety analysis for
aircraft

Applicable to civil aircraft
Does not provide a System
Safety Program structure that
is easily tailorable to
acquisition and modification
projects for military aircraft
Does not provide guidance for
the contents of a SSPP

MIL-STD-882C ‘System Safety
Program Requirements’

e Applicable to military

projects

e Provides well defined

System Safety Program
structure

¢ Does not specifically have

an aircraft focus, designed
for use on any equipment
where System Safety
compliance is required

Does not provide guidance on
how to undertake system
safety analysis

IEEE 1228 ‘Standard for Software
Safety Plans’

e Establishes minimum

acceptable requirements
for software safety plans

¢ Requires Software Safety

to be embedded within the
System Safety Program

e Can be applied throughout

the life cycle of software

e Provides a comprehensive

risk-based Software Safety
analysis approach concept

Provides no example software
safety analyses either as
stand-alone documents or
embedded as part of System
Safety analyses

Provides little guidance on
how to actually conduct
software safety analyses

IEC 61508 ‘Functional Safety Of
Electrical/Electronic/Programmabl
e Electronic Safety-Related
Systems’

¢ Integrates software and

hardware as part of the
safety process

e Requires the application of

the integrity levels
methodology of other
popular standards

e Requires a degree of

independence

Is not aircraft—specific

Is designed for use at the
system and/or box level, not
to integrate results into the
overall aircraft level

Does not provide an overall
aircraft-level SSP
methodology

Does not provide a holistic
human factors design
approach

Joint Software System Safety
Committee ‘Software System
Safety Handbook’ of Dec 99

e Extremely detailed

explanations about what
and how to ensure a
successful Software
Safety Program

Extremely detailed
explanations about what and
how to ensure a successful
Software Safety Program
While structured to integrate
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Standard/Handbook

Strengths

Weaknesses

e Requires Software Safety
to be embedded within the
System Safety Program

e  Structure of document and
artefacts allows complete
integration into a MIL-
STD-882 System Safety
Program

into a MIL-STD-882 System
Safety Program, the intent of
document and artefacts can
be merged into a Commercial
System Safety Program if a
knowledgeable Software
Safety individual is used to
assist

As a handbook, it may be
difficult to distil information
and incorporate its guidance
into specifications and
Statements Of Work
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STATEMENT OF WORK FOR MILITARY - BASED SYSTEM SAFETY
PROGRAMS

1. In establishing a System Safety Program SOW, the Project Manager should note that:
a. the Contractor’s draft System Safety Program Plan (SSPP) is a RFT deliverable;
b. the composition, frequency, responsibilities and Charter of the System Safety Working Group should
be resolved between the Contractor and the Commonwealth prior to contract signature (guidance on

Charter content is provided in this Chapter);

c. if a Commonwealth-level SSPP is required, it should be created before contract signature as it may
influence the structure and content of the Contractor’s SSP;

d. additional tailoring to guidance provided below is possible depending on NAA involvement, Life-Of-
Type maintenance and engineering support philosophy and corresponding SSP strategy;

e. Data Item Descriptions (DIDs) for the specific MIL-STD-882C tasks/reports discussed below are
available from SCI-DGTA if required; and

f. a Safety Case Report will probably only be required for design aspects where the Commonwealth has
compliance finding responsibilities, therefore early consultation with DGTA is recommended.

2. The following System Safety requirements should be included in a Statement of Work (SOW). A delivery
schedule for documents required in accordance with this SOW is included at Table 1-C-1.

SYSTEM SAFETY ENGINEERING

System Safety Program
3. The Contractor shall establish and conduct an integrated System Safety Program (SSP) for [Project Name].
The SSP shall consider potential hazards in the design, integration, operation, maintenance and disposal of the
[Project Name], from the perspective of hardware, software and human causal factors. All hazard analyses and
assessments conducted shall document and integrate these aspects.
The SSP shall meet the requirements of:

a. MIL-STD-882C ‘System Safety Program Requirements’;

b. IEEE 1228 ‘IEEE Standard for Software Safety Plans’;

C. AAP 7001.054, Section 2, Chapter 1 ‘System Safety’; and

d. the Commonwealth-level SSPP.

The scope, details and conduct of the SSP shall be documented in the SSPP, in accordance with CDRL 1 (Appendix 1
to Annex C).

4, The Contractor shall prepare the following CDRLSs as part of the SSP and deliver them in accordance with the
document delivery schedule shown at Table 1-C-1. Each CDRL shall include hardware, software and human factors’
aspects relevant to it:

a. SSPP, in accordance with CDRL — (Appendix 1 to Annex C).

b. SSP Progress Report (SSPPR), in accordance with CDRL — (Appendix 2 to Annex C).

1C-1



AAP 7001.054

Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

Annex C to
Sect2 Chap 1

System Hazard Assessment Report (SHAR) and Sub-System Hazard Assessment Report (SSHAR), in
accordance with CDRL — (Appendix 3 to Annex C).
Test and Evaluation Safety Report (T&ESR), in accordance with CDRL - (Appendix 4 to Annex C).

Hazard Log/Database, in accordance with CDRL — (Appendix 5 to Annex C).

f. ECP System Safety Report (ECPSSR), in accordance with CDRL — (Appendix 6 to Annex C).

g. Safety Verification Report, in accordance with CDRL — (Appendix 7 to Annex C).

h. Safety Case Report (SCR), in accordance with CDRL — (Appendix 8 to Annex C)

i Common Cause Analysis (CCA), in accordance with CDRL — (Appendix 11 to Annex C).

j. Health Hazard Assessment (HHA), in accordance with CDRL — (Appendix 12 to Annex C).

k. Operation and Support Hazard Analysis (O&SHA), in accordance with CDRL — (Appendix 13 to

Annex C).

. Safety Requirements/Criteria Analysis (SR/CA), in accordance with CDRL — (Appendix 14 to Annex

Q).

m. Preliminary Hazard Analysis (PHA), in accordance with CDRL - (Appendix 15 to Annex C).

Table 1-C-1 SOW Document Delivery Schedule

CDRL Qty Delivery Frequency Review Commonwealth
Period Review Rights
SSPP 2 RFT, Annual, and | 30 Approve
ED+30 as required
SSPPR 2 Start at SFR-30 | 6 monthly 30 Review
SSHAR (each includes | 2 Once for | 30 Approve
CCA where appropriate) each batch
PHL SDR-30 listed
PHA, SR/CA, draft SSHA PDR-30
SSHA, draft SHA, draft DDR-30
O&SHA
SHA, O&SHA, HHA, TRR-30
T&ESR
ECPSSR 2 As Required As Required | 30 Approve
HL/Database 2 Start at PDR-30 | 6 monthly 30 Approve
Safety Verification | 2 Once 30 Approve
Report FTRR-45
Draft On completion
Final of FCA/PCA
and Flight Test
+30
Safety Case Report 2 Once 30 Approve
Draft FTRR-60
Final On completion
of FCA/PCA
and Flight Test
+30
Appendices:
1. CDRL-1 Project Aircraft System Safety Program Plan (SSPP) for Military Based Aircraft
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CDRL-2 System Safety Program Progress Report

CDRL-3 Project Aircraft Sub-System Hazard Analysis Report or System Hazard Analysis Report
CDRL-4 Project Aircraft Test and Evaluation Hazard Analysis Report

CDRL-5 Hazard Log/Database

CDRL-6 ECP System Safety Report (ECPSSR)

CDRL-7 Safety Verification Report

CDRL-8 Safety Case Report (SCR)

CDRL-11 Common Cause Analysis (CCA)

CDRL-12 Health Hazard Assessment Report

CDRL-13 Operating and Support Hazard Analysis Report

© © N o g &~ w0 D

e =
N

CDRL-14 Safety Requirements/Criteria Analysis
CDRL-15 Preliminary Hazard Analysis

-
w
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STATEMENT OF WORK FOR COMMERCIAL-BASED SYSTEM SAFETY

PROGRAMS
1. In establishing a System Safety Program SOW, the Project Manager should note that:
a. the Contractor’s draft System Safety Program Plan (SSPP) is a RFT deliverable;
b. the composition, frequency, responsibilities and Charter of the System Safety Working Group should
be resolved between the Contractor and the Commonwealth prior to contract signature (guidance on
Charter content is provided in this Chapter);
c. if a Commonwealth-level SSPP is required, it should be created before contract signature as it may
influence the structure and content of the Contractor’s SSP;
d. additional tailoring to guidance provided below is possible depending on NAA involvement, Life-Of-
Type maintenance and engineering support philosophy and corresponding SSP strategy;
e. Data Item Descriptions (DIDs) for the specific MIL-STD-882C tasks/reports discussed below are
available from SCI-DGTA if required; and
f. a Safety Case Report will probably only be required for design aspects where the Commonwealth has
compliance finding responsibilities, therefore early consultation with DGTA is recommended.
2. The following System Safety requirements should be included in a Statement of Work (SOW). A delivery

schedule for documents required in accordance with this SOW is included at Table 1-C-2

SYSTEM SAFETY ENGINEERING

System Safety Program

3. The Contractor shall establish and conduct an integrated System Safety Program (SSP) for [Project Name].
The SSP shall consider potential hazards in the design, integration, operation, maintenance and disposal of the
[Project Name], from the perspective of hardware, software and human causal factors. All hazard analyses and
assessments conducted shall document and integrate these aspects.

4. The SSP shall meet the requirements of:
a. FAR/JAR 2x.1309;
b. AC 23.1309-1C or AC 25.1309-1A (also respectively applicable to FAR/JAR 27.1309 and 29.1309);
C. SAE ARP 4754,
d. SAE ARP 4761,
e. MIL-STD-882C Task 101 ‘System Safety Program’;
f. MIL-STD-882C Task 102 ‘System Safety Program Plan’;
g. IEEE 1228 ‘IEEE Standard for Software Safety Plans’;
h. AAP7001.054, Section 2 Chapter 1 ‘System Safety’; and

the Commonwealth-level SSPP.

The scope, details and conduct of the SSP shall be documented in the SSPP, in accordance with CDRL 1 (Appendix 1

to Annex C).
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5. The Contractor shall prepare the following CDRLSs as part of the SSP and deliver them in accordance with the

document delivery schedule shown at Table 1-C-2. Each CDRL shall include hardware, software and human factors’

aspects relevant to it;

a. SSPP, in accordance with CDRL — (Appendix 1 to Annex C).

b. Aircraft-level Functional Hazard Assessment (AFHA), in accordance with CDRL - (Appendix 9 to

Annex C).

c. System-level Functional Hazard Assessments (SFHAS) for each system, in accordance with CDRL -

(Appendix 9 to Annex C).

d. Preliminary System Safety Assessments (PSSAs) for each system, in accordance with CDRL -

(Appendix 10 to Annex C).

e. System Safety Assessments (SSAs) for each system, in accordance with CDRL - (Appendix 10 to

Annex C).

f. Test and Evaluation Safety Report (T&ESR), in accordance with CDRL — (Appendix 4 to Annex C).

g. Hazard Log/Database, in accordance with CDRL - (Appendix 5 to Annex C).

h. ECP System Safety Report (ECPSSR), in accordance with CDRL — (Appendix 6 to Annex C).

i Common Cause Analysis, in accordance with CDRL — (Appendix 11 to Annex C).

j. Safety Case Report, in accordance with CDRL — (Appendix 8 to Annex C).

k. Health Hazard Assessment, in accordance with CDRL — (Appendix 12 to Annex C).

Table 1-C-2 SOW Document Delivery Schedule

CDRL Qty Delivery Frequency Review Commonwealth
Period Review Rights
SSPP 2 RFT, Annual, and | 30 Approve
ED+30 as required
Safety Assessments | 2 Once for | 30 Approve
(each includes CCA each batch
where appropriate) listed
AFHA ED+90
SFHA for each system PDR-60
PSSA for each system DDR-60
SSA for each system TRR-60
T&E Safety and HHA TRR-30
ECPSSR 2 As Required As Required | 30 Approve
HL/Database 2 Start at PDR- | 6 monthly 30 Approve
30
Safety Case Report 2 Once 30 Approve
Draft TRR-60 (as
part of the
T&E Safety
Final report)
On completion
of FCA/PCA
and Flight Test
+30
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Appendices:

CDRL-1 Project Aircraft System Safety Program Plan (SSPP) for Military Based Aircraft
CDRL-4 Project Aircraft Test and Evaluation Hazard Analysis Report

CDRL-5 Hazard Log/Database

CDRL-6 ECP System Safety Report (ECPSSR)

CDRL-8 Safety Case Report (SCR)

CDRL-9 Aircraft- Level Functional Hazard Assessment (AFHA) or System-Level Functional Hazard
Assessment (SFHA)

CDRL-10 Preliminary System Safety Assessment (PSSA) or System Safety Assessment (SSA)
8. CDRL-11 Common Cause Analysis (CCA)
9. CDRL-12 Health Hazard Assessment Report
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CDRL-1 PROJECT AIRCRAFT SYSTEM SAFETY PROGRAM PLAN
(SSPP) FOR MILITARY-BASED AIRCRAFT

Description/Purpose of Deliverable
1. The SSP describes the Contractor’s System Safety tasks and activities that will be performed during the
Project to identify, evaluate, and eliminate or reduce hardware, software and human causal factor hazards associated
with design, integration, operation, maintenance, and disposal of the system.
Preparation Instructions
2. The following documents are referenced herein:

a. MIL-STD-882C ‘System Safety Program Requirements’.

b. MIL-STD-882C Task 101’System Safety Program’.

C. MIL-STD-882C Task 102 ‘System Safety Program Plan’.

d. DI-SAFT-80100A ‘System Safety Program Plan’.

e. AAP 7001.054 “Airworthiness Design Requirements Manual’.

f. System Specification.

g. Program Statement of Work.

h. IEEE 1228 ‘IEEE Standard for Software Safety Plans’.

i Joint Software System Safety Committee’s ‘Software System Safety Handbook’.

j. SAE ARP 4761 ‘Guidelines and Methods for Conducting the Safety Assessment Process on Civil
Airborne Systems and Equipment’.

Content
NOTE

The Commonwealth expects Tenderers to have conducted such a program during previous development efforts
with some additional activity now being required for new unique ADF requirements of the proposed aircraft.

SSP requirements are to be based on MIL-STD-882C. However, Tenderers can propose to use standards that
provide an equivalent level of safety and are acceptable to the Commonwealth. The Commonwealth places the
onus on Tenderers to demonstrate that the proposed SSP provides an equivalent level of safety to the program
outlined below.

3. The Contractor shall develop a System Safety Program Plan (SSPP) describing the Contractor’s MIL-STD-
882C SSP for the [Project Name]. The plan shall describe the safety and hazard assessment, analysis and
documentation process, and the necessary tasks and activities of system safety management and system safety
engineering required to identify, track, evaluate and eliminate or reduce hardware, software and human factor safety
hazards identified in design, integration, operation, maintenance and disposal to acceptable levels.

4. The SSPP shall include details of the Contractor’s implementation of hazard analysis, assessments and safety
assurance activities for the system to meet the requirements of MIL-STD-882C, IEEE 1228, AAP 7001.054 Section 2
Chapter 1 (tailored as necessary), and the System Safety requirements of the System Specification and Program
Statement of Work.
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5. The SSPP shall describe the Contractor’s tailoring of System Safety activities to reflect the Contractor’s SSP.
All tailoring shall include justification. The SSPP shall include descriptions of how the Contractor will undertake all
safety Tasks and activities as tailored.

6. The SSPP shall describe:

a. the Contractor’s SSP in accordance with the requirements of MIL-STD-882C Task 101 and 102, and
DI-SAFT-80100A;

b. the relationship of this plan to the Human Engineering Program, and if a Human Engineering Program
does not exist, how human causal factors will be considered in the SSP;

c. the relationship of this plan to other related plans;
d. how each of the SSP requirements will be met;
e. the extent and activities of the hardware, software and human factor safety programs and how they will

be integrated into a single SSP through the conduct of required analyses and assessments;

f. where the System Safety responsibility boundaries lie between the Contractor, ASCENG, JALO, OSG
and the PO, for projects involving stores or explosive ordnance;

g. how it plans to address, perform and document hazard analyses and assessments for waivers,
deviations, trade studies and post contract signature Engineering Change Proposal (ECP) effects on the
weapon system design, integration, operation, maintenance and disposal; and

h. the process of reviewing project Discrepancy Reports (DRs) and System Trouble Reports (STRs) for
potential safety implications and how safety assessments and recommendations for all safety-related
DRs and STRs shall be documented.
7. The SSPP shall describe how the SSP’s System Safety Document Baseline (SSDB) shall be developed,
controlled and continually updated to reflect design changes or modifications, therefore providing an on-going
snapshot of weapon system System Safety health.
8. The SSPP shall describe the Contractor’s Software Safety Program in accordance with the requirements of
IEEE 1228 and the guidance of the Software System Safety Handbook. The Software Safety Program shall be an
integral part of the SSP, and shall describe:

a. how to establish software safety-critical requirements for the [Project Name] and ensure these
requirements are flowed down to the applicable subcontractors;

b. how the Contractor’s safety representative shall participate in software evaluations and reviews at both
company and sub-contractor level if the highest-level hazard that can be attributed to the software
under review is either Catastrophic or Critical;

c. how software safety assessments/analyses shall document and substantiate requirement traceability and
that safety-critical software provides an acceptable level of safety risk; and

d. how new, Commercial-Off-The-Shelf (COTS) and modified software, including its interfaces to
existing software and hardware shall be categorised to, and evaluated against, RTCA DO-178B.

9. In describing the safety assurance activities for the system, the SSPP shall include the following:

a. the Hazard Risk Indices (HRIs) and Failure Probability Objectives (FPOs) to be achieved (including
both quantitative and qualitative objectives);

b. HRI acceptance levels commensurate with risk;
c. Residual risk acceptance procedures;
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d. closed-loop hazard tracking procedures;

e. the type of analysis methods used and why they were chosen above others;

f. the Charter of the System Safety Group/System Safety Working Group;

g. what historical System Safety data will be used to assist in the design, and how it will be used;

h. the procedures used to conduct each assessment or analysis, and the inclusion of hardware, software
and human factors’ considerations into each;

i the expected outcomes of the SSP;

j. the generation of a Test and Evaluation Risk Matrix (TERM) for ground and flight test purposes; and

k. how the results of the assessments/analyses lead to the generation of a Safety Case Report.
10. The SSPP shall use safety design risk acceptability levels defined in the SSPP HRI matrix as design goals, or
may ask for a deviation or waiver from the Commonwealth as appropriate. The safety design risk acceptability levels
for equipment and systems shall be established based on the relationship of the failure condition probability and the
severity of that failure condition. Catastrophic and Critical category hazards shall be mitigated using quantitative HRI
values, unless otherwise approved by the Commonwealth.
11. The Contractor shall implement a safety assessment process for safety requirement generation and
verification. This process shall provide a methodology to evaluate functions and the design of new or modified
systems performing these functions to determine that the associated hardware, software and human factors failure
conditions and hazards, and their effects, have been properly addressed. The process shall provide the necessary
assurance and documentation to ensure that all failure conditions and hazards have been identified and that all
combinations of failures that could cause those failure conditions and hazards, have been considered.

12. SSP System Safety Program Management and Control Tasks. The SSP shall include the following
MIL-STD-882C program management and control tasks, as described in the SSPP:

a. Task 101 ‘System Safety Program’.
b. Task 102, ‘System Safety Program Plan’ (SSPP).

C. Task 103, ‘Integration/Management of Associate Contractors, Sub-contractors, and Architect and
Engineering Firms’.

d. Task 104, ‘System Safety Program Reviews/Audits’.

e. Task 105, ‘System Safety Group/System Safety Working Group (SSG/SSWG) Support’. The
Contractor shall also produce the Minutes of these meetings.

f. Task 106, ‘Hazard Tracking and Risk Resolution’.
g. Task 107, ‘System Safety Program Progress Report’ (SSPPR).
NOTE
Tailoring of these tasks in accordance with Table 1-C1-1, or further where warranted, should be considered.

13. SSP Design and Integration Tasks. The SSP shall include the following MIL-STD-882C design and
integration tasks, as described in the SSPP:

a. MIL-STD-882C Task 201, ‘Preliminary Hazard List” (PHL).

b. MIL-STD-882C Task 202, ‘Preliminary Hazard Analysis’ (PHA).
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C. MIL-STD-882C Task 203, ‘Safety Requirements/Criteria Analysis’ (SR/CA).

d. MIL-STD-882C Task 204, ‘Subsystem Hazard Analysis’ (SSHA).

e. MIL-STD-882C Task 205, ‘System Hazard Analysis’ (SHA).

f. MIL-STD-882C Task 206, ‘Operating and Support Hazard Analysis’ (O&SHA).
g. MIL-STD-882C Task 207, ‘Health Hazard Assessment’ (HHA).

h. SAE ARP 4761 Common Cause Analysis (CCA - incorporating Zonal Safety Analysis, Particular
Risks Analysis and Common Mode Analysis), as sub-part of the applicable analyses produced above.

NOTE
Tailoring of these tasks in accordance with Table 1-C1-1, or further where warranted, should be considered.

14, SSP Design Evaluation Tasks. The SSP shall include the following MIL-STD-882C design evaluation tasks,
as described in the SSPP:

a. Task 302, ‘Test and Evaluation Safety’.

b. Task 303, ‘Safety Review of Engineering Change Proposals (ECPs), Specification Change Notices
(SCNs), Software Problem Reports, and Requests for Deviation/Waiver’ (ECPSSR), as follows:

(1)  This task shall be conducted on Class 1 ECPs, SCNs, all Problem Reports, Deficiency Reports,
System Trouble Reports, Deviations and Waivers, and Trade Studies where safety is impacted
or could be affected. Where not impacted or affected, the parent documents shall record the
justification.

(2)  The complexity and scope of the Class 1 ECP shall dictate what other hazard analyses and
assessments shall also be submitted as part of the ECP incorporation process, as described in the
ECPSSR. The ECPSSR shall also contain justification as to why particular assessments and
analyses may not be required.

(3)  The ECP proposal shall also describe any requested tailoring of the ECPSSR DID and of SSP
assessments and analyses, providing justification.

NOTE
Tailoring of these tasks in accordance with Table 1-C1-1, or further where warranted, should be considered.

15. SSP Safety Compliance Verification Tasks. The SSP shall include the following MIL-STD-882C
compliance and verification tasks, as described in the SSPP:

a. Task 401, ‘Safety Verification’.
b. Task 402, ‘Safety Compliance Assessment’ (also to incorporate requirements of Task 301).
NOTE

Tailoring of these tasks in accordance with Table 1-C1-1, or further where warranted, should be considered.
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Table 1-C1-1 Example MIL-STD-882C System Safety Program Tailoring Guidance

Low Technical Risk Program

Medium Technical Risk
Program

High Technical Risk Program

TASK 101 - SSP

TASK 101 - SSP

TASK 101 - SSP

TASK 102 — SSPP
TASK 105 — SSG/SSWG
TASK 106 — Hazard Tracking

TASK 102 — SSPP

TASK 104 — Reviews/Audits
TASK 105 — SSG/SSWG
TASK 106 — Hazard Tracking

TASK 102 — SSPP

TASK 103 — Mgmt of Contractors
TASK 104 — Reviews/Audits
TASK 105 — SSG/SSWG

TASK 106 — Hazard Tracking
TASK 107 — SSPPR

(Note: All below Tasks include
CCA where applicable)

TASK 202 — PHA

TASK 204 — SSHA

TASK 205 — SHA

TASK 206 — OS&HA

TASK 207 — HHA

(Note: All below Tasks include
CCA where applicable)

TASK 201 — PHL

TASK 202 — PHA

TASK 203 — SR/CA

TASK 204 — SSHA

TASK 205 — SHA

TASK 206 — OS&HA

TASK 207 — HHA

(Note: All below Tasks include
CCA where applicable)

TASK 201 — PHL

TASK 202 — PHA

TASK 203 — SR/CA

TASK 204 — SSHA

TASK 205 — SHA

TASK 206 — O&SHA

TASK 207 — HHA

TASK 303 — ECPSSR

TASK 302 — T&E Safety
TASK 303 — ECPSSR

TASK 302 — T&E Safety
TASK 303 — ECPSSR

TASK 402 — Safety Compliance
Assessment (incorporating TASK
301, and both forming part of the
Safety Case Report)

TASK 402 — Safety Compliance
Assessment (incorporating TASK
301, and both forming part of the
Safety Case Report)

TASK 401 — Safety Verification
TASK 402 — Safety Compliance
Assessment (incorporating TASK
301, and both forming part of the
Safety Case Report)

Note: The intent of some Tasks may also be suitably achieved through amalgamation with other tasks

16. The SSPP shall generate a draft In-Service System Safety Program Plan (ISSSPP) for the in-service
organisation prior to fielding the aircraft system, outlining anticipated System Safety strategies and how to
pragmatically maintain the FPOs and HRIs established during the acquisition and modification phase.
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CDRL-1 PROJECT AIRCRAFT SYSTEM SAFETY PROGRAM PLAN
(SSPP) FOR COMMERCIAL-BASED AIRCRAFT

Description/Purpose of Deliverable
1. The SSPP describes the Contractor’s System Safety tasks and activities that will be performed during the
Project to identify, evaluate, and eliminate or reduce hardware, software and human causal factor hazards associated
with the design, integration, operation, maintenance, and disposal of the system.
Preparation Instructions
2. The following documents are referenced herein:

a. FAR/JAR 23.1309/25.1309/27.1309/29.13009.

b. SAE ARP 4754 “Certification Considerations for Highly-Integrated or Complex Aircraft Systems’.

c. SAE ARP 4761 ‘Guidelines And Methods For Conducting The Safety Assessment Process On Civil
Airborne Systems And Equipment’.

d. AAP 7001.054 *Airworthiness Design Requirements Manual’.
e. System Specification.
f. Program Statement of Work.
g. IEEE 1228 - ‘IEEE Standard for Software Safety Plans’.
h. Joint Software System Safety Committee ‘Software System Safety Handbook’.
i MIL-STD-882C ‘System Safety Program Requirements’.
j. DI-SAFT-80100A ‘System Safety Program Plan’.
Content
NOTE

The Commonwealth expects Tenderers to have conducted such a program during previous development efforts
with some additional activity now being required for new unique ADF requirements of the proposed aircraft.

These SSP requirements are to be based on FAR/JAR 23.1309, 25.1309, 27.1309 or 29.1309 (hereafter referred
to as FAR/JAR 2x.1309) and associated Advisory Circulars, Notices and Orders, SAE ARP 4754 and SAE
ARP 4761. However, Tenderers can propose to use standards that provide an equivalent level of safety and are
acceptable to the Commonwealth. The Commonwealth places the onus on Tenderers to demonstrate that the
proposed SSP provides an equivalent level of safety to the program outlined below.

3. The Contractor shall develop a System Safety Program Plan (SSPP) describing the Contractor’s FAR/JAR
2x.1309 SSP for the [Project Name]. The plan shall describe the safety and hazard assessment, analysis and
documentation process, and the necessary tasks and activities of system safety management and system safety
engineering required to identify, track, evaluate and eliminate or reduce hardware, software and human factor safety
hazards identified in design, integration, operation, maintenance and disposal to acceptable levels.

4. The SSPP shall include details of the Contractor’s implementation of hazard analysis, assessments and safety
assurance activities for the system to meet the requirements of FAR/JAR 2x.1309, SAE ARP 4754, SAE ARP 4761,
MIL-STD-882C, IEEE 1228, AAP 7001.054 Section 2 Chapter 1 (tailored as necessary), and the System Safety
requirements of the System Specification and Program Statement of Work.
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5. The SSPP shall describe the Contractor’s tailoring of System Safety activities to reflect the Contractor’s SSP.
All tailoring shall include justification. The SSPP shall include descriptions of how the Contractor will undertake all
safety Tasks and activities as tailored.
6. The SSPP shall describe:

a. the Contractor’s SSP in accordance with the requirements of SAE ARP 4754 and 4761,

b. the Contractor’s SSP in accordance with the requirements of MIL-STD-882C Tasks 101 and 102, and
DI-SAFT-80100A;

C. the relationship of this plan to the Human Engineering Program, and if a Human Engineering Program
does not exist, how human causal factors will be considered in the SSP;

d. the relationship of this plan to other related plans;
e. how each of the SSP requirements will be met;
f. the extent and activities of the hardware, software and human factor safety programs and how they will

be integrated into a single SSP through the conduct of required analyses and assessments;

g. where the System Safety responsibility boundaries lie between the Contractor, ASCENG, JALO, OSG
and the PO, for projects involving stores or explosive ordnance;

h. how it plans to address, perform and document hazard analyses and assessments for waivers,
deviations, trade studies and post contract signature Engineering Change Proposal (ECP) effects on the
weapon system design, integration, operation, maintenance and disposal; and

i the process of reviewing project Discrepancy Reports (DRs) and System Trouble Reports (STRs) for
potential safety implications and how safety assessments and recommendations for all safety-related
DRs and STRs shall be documented.

7. The SSPP shall describe how the SSP’s System Safety Document Baseline (SSDB) shall be developed,
controlled and continually updated to reflect design changes or modifications, therefore providing an on-going
snapshot of weapon system System Safety health.

8. The SSPP shall describe the Contractor’s Software Safety Program in accordance with the requirements of
IEEE 1228 and the guidance of the Software System Safety Handbook. The Software Safety Program shall be an
integral part of the SSP, and shall describe:

a. how to establish software safety-critical requirements for the [Project Name] and ensure these
requirements are flowed down to the applicable subcontractors;

b. how the Contractor’s safety representative shall participate in software evaluations and reviews at both
company and sub-contractor level if the highest-level hazard that can be attributed to the software
under review is either Catastrophic or Hazardous;

C. how software safety assessments/analyses shall document and substantiate requirement traceability and
that safety-critical software provides an acceptable level of safety risk; and

d. how new, Commercial-Off-The-Shelf (COTS) and modified software, including its interfaces to
existing software and hardware shall be categorised to, and evaluated against, RTCA DO-178B.

9. In describing the safety assurance activities for the system, the SSPP shall include the following:

a. the Hazard Risk Indices (HRIs) and Failure Probability Objectives (FPOs) to be achieved (including
both quantitative and qualitative objectives);

b. HRI acceptance levels commensurate with risk;
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c. residual risk acceptance procedures;
d. closed-loop hazard tracking procedures;
e. the type of analysis methods used and why they were chosen above others;

f. the Charter of the System Safety Group/System Safety Working Group;
g. what historical System Safety data will be used to assist in the design, and how it will be used;

h. the procedures used to conduct each assessment or analysis, and the inclusion of hardware, software
and human factors’ considerations into each;

i the expected outcomes of the SSP;

j- the generation of a Test and Evaluation Risk Matrix (TERM) for ground and flight test purposes; and

k. how the results of the assessments/analyses lead to the generation of a Safety Case Report.
10. The SSPP shall use safety design risk acceptability levels defined in the SSPP HRI matrix as design goals, or
may ask for a deviation or waiver from the Commonwealth as appropriate. The safety design risk acceptability levels
for equipment and systems shall be established based on the relationship of the failure condition probability and the
severity of that failure condition. Catastrophic and Hazardous category hazards shall be mitigated using quantitative
HRI values, unless otherwise approved by the Commonwealth.
11. The Contractor shall implement a safety assessment process for safety requirement generation and
verification. This process shall provide a methodology to evaluate functions and the design of new or modified
systems performing these functions to determine that the associated hardware, software and human factors failure
conditions and hazards, and their effects, have been properly addressed. The process shall provide the necessary
assurance and documentation to ensure that all failure conditions and hazards have been identified and that all
combinations of failures that could cause those failure conditions and hazards, have been considered.

12. System Safety Program Management and Control Activities. The SSP shall include the following MIL-
STD-882C program management and control tasks, as described in the SSPP:

a. Task 101 ‘System Safety Program’.
b. Task 102, ‘System Safety Program Plan’ (SSPP).

c. Task 103, ‘Integration/Management of Associate Contractors, Sub-contractors, and Architect and
Engineering Firms’.

d. Task 105, ‘System Safety Group/System Safety Working Group (SSG/SSWG) Support’. The
Contractor shall also produce the Minutes of these meetings.

e. Task 106, ‘Hazard Tracking and Risk Resolution’.
NOTE
Tailoring of these tasks in accordance with Table 1-C1-2, or further where warranted, should be considered.

13. System Safety program Design and Integration Activities. The SSP shall include the following SAE ARP
4761 design and integration assessments, as described in the SSPP:

a. Aircraft-level Functional Hazard Assessment (AFHA).

b. System-level Functional Hazard Assessments (SFHAS) for each system.
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NOTE
Tailoring of these tasks in accordance with Table 1-C1-2, or further where warranted, should be considered.

14. System Safety Program Design Evaluation Activities. The SSP shall include the following design
evaluation activities, as described in the SSPP:

a. SAE ARP 4761 Preliminary System Safety Assessments (PSSAs) for each system.
b. MIL-STD-882C Task 302, ‘Test and Evaluation Safety’.
C. MIL-STD-882C Task 207, “‘Health Hazard Assessment’.
NOTE
Tailoring of these tasks in accordance with Table 1-C1-2, or further where warranted, should be considered.

15. System Safety Program Safety Compliance Verification Activities. The SSP shall include the following
SAE ARP 4761 compliance and verification assessment, as described in the SSPP:

a. System Safety Assessments (SSAs) for each system.
NOTE
Tailoring of these tasks in accordance with Table 1-C1-2, or further where warranted, should be considered.

16. System Safety Program Continuous System Safety Assessments. The SSP shall include the following
specialist analyses, either as stand-alone documents or embedded within above assessments, as described within the
SSPP:

a. SAE ARP 4761 Common Cause Analysis (incorporating Zonal Safety Analysis, Particular Risks
Analysis and Common Mode Analysis), as part of the Safety Assessments produced above.

b. MIL-STD-882C Task 303, ‘Safety Review of Engineering Change Proposals (ECPs), Specification
Change Notices (SCNs), Problem Reports, and Requests for Deviation/Waiver’ (ECPSSR), as follows:

(1)  This task shall be conducted on Class 1 ECPs, SCNs, all Problem Reports, Deficiency Reports,
System Trouble Reports, Deviations and Waivers, and Trade Studies where safety is impacted
or could be affected. Where not impacted or affected, the parent documents shall record the
justification.

(2)  The complexity and scope of the Class 1 ECP shall dictate what other hazard analyses and
assessments shall also be submitted as part of the ECP incorporation process, as described in the
ECPSSR. The ECPSSR shall also contain justification as to why particular assessments and
analyses may not be required.

(3)  The ECP proposal shall also describe any requested tailoring of the ECPSSR DID and of SSP
assessments and analyses, providing justification.
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Tailoring of these tasks in accordance with Table 1-C1-2, or further where warranted, should be considered.

Table 1-C1-2 Example Commercial System Safety Program Tailoring Guidance

Low Technical Risk Program

Medium Technical Risk
Program

High Technical Risk Program

MIL-STD-882C TASK 101 - SSP

MIL-STD-882C TASK 101 - SSP

MIL-STD-882C TASK 101 - SSP

MIL-STD-882C TASK 102 -
SSPP

MIL-STD-882C TASK 105 -
SSG/SSWG

MIL-STD-882C TASK 106 —
Hazard Tracking

MIL-STD-882C TASK 102 —
SSPP

MIL-STD-882C TASK 105 —
SSG/SSWG

MIL-STD-882C TASK 106 —
Hazard Tracking

MIL-STD-882C TASK 102 —
SSPP

MIL-STD-882C TASK 103 —
Mgmt of Contractors
MIL-STD-882C TASK 105 —
SSG/ISSWG

MIL-STD-882C TASK 106 —
Hazard Tracking

(Note: All below activities include
CCA where applicable)

SAE ARP 4761 SSA for each
system

MIL-STD-882C TASK 207 —
HHA

(Note: All below activities include
CCA where applicable)

SAE ARP 4761 SFHA for each
system

SAE ARP 4761 SSA for each
system

MIL-STD-882C TASK 207 —
HHA

(Note: All below activities include
CCA where applicable)

SAE ARP 4761 AFHA

SAE ARP 4761 SFHA for each
system

SAE ARP 4761 PSSA for each
system

SAE ARP 4761 SSA for each
system

MIL-STD-882C TASK 207 —
HHA

MIL-STD-882C TASK 303 —
ECPSSR

Safety Case Report

MIL-STD-882C TASK 302 — T&E
Safety

MIL-STD-882C TASK 303 —
ECPSSR

Safety Case Report

MIL-STD-882C TASK 302 — T&E
Safety

MIL-STD-882C TASK 303 —
ECPSSR

Safety Case Report

Note: The intent of some activities may also be suitably achieved through amalgamation with other tasks

17. The SSPP shall generate a draft In-Service System Safety Program Plan (ISSSPP) to the in-service
organisation prior to fielding the aircraft system, outlining anticipated System Safety strategies and how to
pragmatically maintain the FPOs and HRIs established during the acquisition and modification phase.
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SYSTEM SAFETY PROGRAM PLAN (SSPP) OUTLINE

1. The following outline is provided as an example outline of a typical SSPP. More information on content is
included in both the parent Chapter and Annex.

System Safety Program Plan

SSPP.1 Authorship

SSPP.1.1 Identify people and organisation responsible for the SSP and for producing the SSPP

SSPP.2 Scope

SSPP.2.1 Reference the Project which this SSPP forms part of.

SSPP.2.2 | Define the System

SSPP.2.3 Define the SSPP’s scope. Note that it must at least cover the mitigation of hazards caused by hardware,
software and human causal factors that could occur during weapon system design, integration,
operation, maintenance and disposal.

SSPP.2.4 Define the SSPP's objectives (ie the safety objectives of your program)

SSPP.3 Compliance

SSPP.3.1 | Outline the regulatory basis for the SSPP

SSPP.4 System Safety Organisation

SSPP.4.1 Describe the structure of the System Safety organisation, including interfaces between the Contractor
and subcontractors

SSPP.4.2 Describe what lower level procedures will be used to conduct the analyses/assessments and who will
peer review and approve safety outputs

SSPP.4.3 Describe how SSP resources (including hardware safety, software safety and human factors specialists)
allocated to the System Safety Program have been determined as adequate for the workload and tasks to
be completed. Also describe the frequency of workload reviews and how additional manpower will be
gained to overcome short or long-term shortfalls.

SSPP.5 Program Activities

SSPP.5.1 Describe what organisational activities will be undertaken as part of the SSP

SSPP.5.2 Describe the hazard analysis activities that will be undertaken

SSPP.5.3 | Outline what documentation will be produced

SSPP.5.4 Relate SSP milestones to Project milestones

SSPP.6 Hazard Classification, Tracking and Control

SSPP.6.1 | Provide clear qualitative and quantitative definitions of hazard categories and probabilities, including the
Hazard Risk Index (HRI) matrix

SSPP.6.2 | Provide risk control and acceptance criteria

SSPP.6.3 Describe the contents of the Hazard Log/Database, and process for maintaining it

SSPP.6.4 Describe the procedures for confirming hazards have been mitigated adequately

SSPP.6.5 Describe the format, purpose, attendees and Charter of the System Safety Group and System Safety
Working Group

SSPP.7 Software Safety Interface

SPPP.7.1 Describe the interfaces between the SSP and the Software Safety Program

SSPP.8 Human Engineering Interface

SPPP.8.1 Describe the interfaces between the SSP and the Human Engineering Program

SSPP.9 Commonwealth

SPPP.9.1 Describe the interfaces between the SSP and the Commonwealth

SSPP.10 Tables/Appendices

SSPP.10.1 | As required
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CDRL-2 SYSTEM SAFETY PROGRAM PROGRESS REPORT

Description/Purpose

1. The System Safety Program Progress Report (SSPPR) shall summarise activities, progress and status of the
SSP since the last report. This shall demonstrate that system safety considerations for hardware, software and human
causal factors are being iteratively and proactively addressed in system and sub-system considerations, working
groups, analyses and assessments, for hazards identified in design, integration, operation, maintenance and disposal.

2. The SSPPR documents the Contractor’s efforts in conducting Task 107, System Safety Progress Summary, of
MIL-STD-882C.

Preparation Instructions
3. The following documents are referenced herein:
a. MIL-STD-882C, Task 107 ‘System Safety progress Summary’.
b. DI-SAFT-80105A, ‘System Safety Program Progress Report’.
Content
4. The content of the SSPPR shall comply with the requirements specified in Task 107 of MIL-STD-882C and

DI-SAFT-80105A, and integrate hardware, software and human factor aspects of the System Safety Program into the
report.

5. The SSPPR shall review System Safety activities and any significant outcomes since the previous reporting
period.
6. The SSPPR shall preview the System Safety activities to be undertaken in the forthcoming reporting period.
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CDRL-3 PROJECT AIRCRAFT SUB-SYSTEM HAZARD ANALYSIS
REPORT AND SYSTEM HAZARD ANALYSIS REPORT

SUB-SYSTEM HAZARD ANALYSIS REPORT (SSHAR)
Description/Purpose
1. A Sub-system Hazard Analysis (SSHA) shall be created for each sub-system and shall:

a. verify sub-system compliance with safety requirements contained in specifications, statements of work
and other applicable documents;

b. identify previously unidentified hazards associated with the design of sub-systems including
component failure modes, hardware, software and human error inputs, and hazards resulting from
functional relationships between components and equipment comprising each subsystem;

C. recommend actions necessary to eliminate identified hazards or control their associated risk to
acceptable levels, in accordance with the SSPP; and

d. confirm the hardware criticality and software developmental assurance levels required of the system
and sub-system.

Preparation Instructions
2. The following documents are referenced herein:

a. MIL-STD-882C Task 204, ‘Sub-System Hazard Analysis’.

b. DI-SAFT-80101B, ‘System Safety Hazard Analysis Report’.
Content
3. The content of the SSHAR shall comply with the requirements specified in MIL-STD-882 Task 204 and
DI-SAFT-80101B, and integrate hardware, software and human factor aspects of the System Safety Program into the
report. The report shall also include, but not be limited to, analysis of hazards from the following potential sources:

a. isolation of energy sources,

b. fuels and propellents,

c. system environmental constraints,

d. external environmental impact,

e. explosive devices,

f. compatibility of materials,

g. electromagnetic environmental effects,
h. pressure vessels,

i crash safety,
j- operation and maintenance hazards,

k. training hazards,
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. egress, rescue and survival hazards,

m. life support requirements,
n. fire ignition and propagation,
0. shock/damage resistance,

p. equipment layout and lighting,

q. fail safe design,
r. vulnerability and survivability,
S. protective clothing, equipment or devices, and

t. direct and indirect lightning effects.

4. In each ECP proposed subsequent to contract signature, the Contractor shall propose the amendment of
SSHARSs already generated.

5. Initial (Draft) Delivery in Support of Preliminary Design Review (PDR). For each sub-system, the SSHAR
delivered to support PDR shall contain relevant results of the system Preliminary Hazard Analysis (MIL-STD-882C
Task 202), the system Safety Requirements/Criteria Analysis (MIL-STD-882C Task 203), and initial results of the
Subsystem Hazard Analysis (MIL-STD-882C Task 204) of that sub-system. It shall include definition of the failure
condition criticality and design requirements that are to be satisfied for each sub-system. Failure severity
classifications shall be Catastrophic, Critical, Marginal and Negligible. A sub-system's severity classification shall be
at least as severe as its most severe hazard.

6. Delivery in Support of Detailed Design Review (DDR). For each sub-system, the SSHAR delivered to

support DDR shall contain the final results of the Sub-System Hazard Analysis (MIL-STD-882C Task 204) and
updates to the previous analyses as necessary.
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SYSTEM HAZARD ANALYSIS REPORT (SHAR)

Description/Purpose

1. One System Hazard Analysis (SHA) shall be created to:

a.

verify system compliance with safety requirements contained in system specifications, statements of
work, and other applicable documents;

identify previously unidentified hazards associated with the sub-system interfaces and system
functional faults, providing descriptions of hazards, failure modes and effects, assessment of the level
of risk, assessment of mitigation actions, and assessment and documentation of sub-system criticalities;

assess the risk associated with the total system design, integration, operation, maintenance and
disposal, including hardware, software and human factors, and specifically of the sub-system interfaces
by examining proposed weapon system architecture and to determine how failures can cause the failure
conditions/hazards identified;

recommend actions necessary to eliminate identified hazards and/or control their associated risk to
acceptable levels, in accordance with the SSPP; and

document the individual hazard analysis activities carried out on the system and sub-systems as part of
the overall SSP.

Preparation Instructions

2. The following documents are referenced herein:
a. MIL-STD-882C Task 205, ‘System Hazard Analysis’.
b. DI-SAFT-80101B, ‘System Safety Hazard Analysis Report’.
Content
3. The content of the SHAR shall comply with the requirements specified in MIL-STD-882C Task 205 and DI-

SAFT-80101B, and integrate hardware, software and human factor aspects of the SSP into the report. The report shall
also include, but not be limited to, analysis of hazards from the following potential sources:

a.

b.

isolation of energy sources,

fuels and propellents,

system environmental constraints,
external environmental impact,
explosive devices,

compatibility of materials,
electromagnetic environmental effects,
pressure vessels,

crash safety,

operation and maintenance hazards,

training hazards,
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. egress, rescue and survival hazards,

m. life support requirements,
n. fire ignition and propagation,
0. shock/damage resistance,

p. equipment layout and lighting,

qg. fail safe design,
r. vulnerability and survivability,
S. protective clothing, equipment or devices, and

t. direct and indirect lightning effects.

4. The SHAR shall also:
a. verify the weapon system design meets all qualitative and quantitative safety requirements;
b. document all hazards and their probabilities and severities for that system.
5. The SHARSs shall include Fault Tree Analyses to identify causal factors, and shall extend at least to the point

where there are no single point failures leading to the top level event and at least two independent actions must be
undertaken to reach the top level event. All mitigating actions shall be identified within the SHARs, and shall be easily
traceable and identifiable on the Fault Trees.

6. In each ECP subsequent to contract signature the Contractor shall propose the generation or update of
SHARs.
7. Initial (Draft) Delivery in Support of Detailed Design Review (DDR). The SHAR delivered to support the

DDR shall contain the results of the system Preliminary Hazard Analysis (MIL-STD-882C Task 202), the system
Safety Requirements/Criteria Analysis (MIL-STD-882C Task 203), Subsystem Hazard Analysis (MIL-STD-882C
Task 204) for each sub-system, and the initial results of the System Hazard Analysis (MIL-STD-882C Task 205) for
the entire system. It shall include definition of the failure condition criticality for each sub-system, and design
requirements that are to be satisfied for each sub-system. Failure severity classifications shall be Catastrophic, Critical,
Marginal and Negligible. A sub-system's severity classification shall be at least as severe as its most severe hazard.

8. Delivery in Support of Test Readiness Review (TRR). The SHAR delivered to support the TRR (ground test
or flight test, or both) shall contain the final results of the System Hazard Analysis (MIL-STD-882C Task 205) and the
results of the Operating and Support Hazard Analysis (MIL-STD-882C Task 206) for the system. Any required
updates to the previous analysis should also be included.
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CDRL-4 PROJECT AIRCRAFT TEST AND EVALUATION HAZARD
ANALYSIS REPORT

Description/Purpose

1. The purpose of the Test and Evaluation Hazard Analysis Report is to:
a. ensure that for ground and flight test and evaluation, safety is considered (and safety responsibility
assigned);
b. produce a Test and Evaluation Risk Matrix (TERM) to base hazard acceptance decisions on for

training, experience, operational and maintenance risks;

c. to summarise existing analysis reports, open design hazards which could affect testing, and other safety
data; and
d. to respond to all safety requirements of the System Specification and Statement of Work necessary for

testing in-house, at other contractor facilities, and at Government-specified locations, bases, ranges,
centres, and laboratories.

Preparation Instructions
2. The following documents are referenced herein:

a. MIL-STD-882C Task 302, ‘Test and Evaluation Safety’.
Content

3. The content of the Test and Evaluation Hazard Analysis Report shall comply with the requirements specified
in MIL-STD-882 Task 302, and integrate hardware, software and human factor aspects of the System Safety Program
into the report. The Test and Evaluation Hazard Analysis Report shall also describe how all safety requirements of the
System Specification and Statement of Work necessary for testing in-house, at other contractor facilities, and at
Government-specified locations, bases, ranges, centres, and laboratories, have been satisfied.

4. Delivery in Support of Test readiness Review (TRR). For both the Ground Test Readiness Review (GTRR)
and Flight Test Readiness Review (FTRR), the Test and Evaluation Hazard Analysis Report delivered shall contain
relevant results of other System Safety Program hazard analyses which could affect testing, ensuring coverage of
relevant hardware, software and human factors’ hazards considered in design, integration, operation, maintenance and
disposal of the system.

5. Expected test procedures will also be analysed from the training, experience, operational and maintenance risk
perspective and mitigated appropriately. Failure severity classifications shall be Catastrophic, Critical/Hazardous,
Marginal/Major and Negligible/Minor. All hazards identified from the training, experience, operational and
maintenance risk perspectives will be accepted by the Commonwealth in accordance with the Test and Evaluation
Risk Matrix (TERM) developed for the program.
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CDRL-5 HAZARD LOG

Description/Purpose

1. The Hazard Log provides a closed loop hazard tracking system or database of all identified hazards. The
Hazard Log shall be produced and maintained by the Contractor and the Commonwealth shall have the ability to
remotely view and add, but not delete, information therein. At a minimum, the Hazard Log shall be electronic and
easily sharable between computers at remote sites, without the need of specific proprietary tools.

Preparation Instructions

2. The following documents are referenced herein:

a. MIL-STD-882C, Task 106 ‘Hazard Tracking and Risk Resolution’.

b. DI-SAFT-80105B, ‘System Safety Progress Report’.

Content
3. _ The H_az_ard Log shall comply with the requirements of MIL-STD-882C Task 106 and DI-SAFT-80105B, and
contain as a minimum:

a. description of each hazard,;

b. person(s) responsible for hazard closure and their organisational element;

c. associated pre-mitigation Hazard Risk Index (HRI);

d. proposed hazard mitigators to reduce it to an acceptable level,

e. post-mitigation HRI(s), for both short-term and long-term fixes to the hazard (if applicable);

f. traceability and status of resolution of each hazard mitigating action;

g. identification of residual HRI when all mitigating actions have been incorporated;

h. signatures of personnel authorised to accept residual risk, in accordance with the SSPP HRI Matrix,

thus effecting closure of the Hazard Log item; and
i status of each hazard and expected closure date if open or in-work.

4. At the completion of the contract, a fully updated final copy of the Hazard Log will be delivered to the
Commonwealth.
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CDRL-6 ECP SYSTEM SAFETY REPORT (ECPSSR)

Description/Purpose

1. This CDRL shall provide the mechanism for the safety review/analysis of Engineering Change Proposals,
Specification Change Notices, Software Problem Reports, Requests for Deviation/Waiver, Problem Reports, System
Trouble Reports and Trade Studies where safety is impacted or could be affected. Where not impacted or affected,
these documents shall record the justification.

Preparation Instructions

2. The following documents are referenced herein:

a. MIL-STD-882C, Task 303 ‘Safety Review Of Engineering Change Proposals, Specification Change
Notices, Software Problem Reports And Requests For Deviation/Waiver’.

b. DI-SAFT-80103B, ‘ECPSSR’.

C. DI-SAFT-80104B, ‘Waiver or Deviation System Safety Report (WDSSR)’.
Content
3. The content of the ECPSSR or WDSSR shall comply with the requirements specified in
Task 303 of MIL-STD-882C, and DI-SAFT-80103B or DI-SAFT-80104B, respectively, and integrate hardware,

software and human factor aspects of the System Safety Program into the report. The report shall also include, but not
be limited to, analysis of the following potential hazards:

a. isolation of energy sources,

b. fuels and propellents,

C. system environmental constraints,

d. external environmental impact,

e. explosive devices,

f. compatibility of materials,

g. electromagnetic environmental effects,
h. pressure vessels,

i crash safety,
j. operation and maintenance hazards,
k. training hazards,

. egress, rescue and survival hazards,

m. life support requirements,
n. fire ignition and propagation,
0. shock/damage resistance,

p. equipment layout and lighting,
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qg. fail safe design,
r. vulnerability and survivability,
S. protective clothing, equipment or devices, and
t. direct and indirect lightning effects.
4. For an ECPSSR, it shall also document the effect of this separate analysis on the updating of existing aircraft,

system and sub-system analyses and assessments, providing recommendations for their subsequent immediate or
delayed update. If the updates of existing system and sub-system analyses and assessments to reflect the ECPSSR are
to be delayed, the ECPSSR shall also document how the Contractor change management system shall ensure that the
their update is not forgotten.

5. For a WDSSR, it shall also document the aggregate safety effect of all active Deviations and Waivers and
provide recommendations for any aggregate risks classified higher than acceptable by the SSPP.
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CDRL-7 SAFETY VERIFICATION REPORT

Description/Purpose

1. This CDRL documents the actual tests, demonstrations, simulations, inspections or analyses required to verify
safety requirements (direct and derived) for hardware, software, human factors and procedures.

Preparation Instructions
2. The following documents are referenced herein:

a. MIL-STD-882C, Task 401 ‘Safety Verification’.

b. DI-SAFT-80102B, ‘Safety Assessment Report’.
Content
3. The content of the Safety Verification Report shall comply with the requirements specified in Task 401 of
MIL-STD-882C and DI-SAFT-80102B, and integrate hardware, software and human factor aspects of the System
Safety Program into the report.

4. Mitigation requirements for all Catastrophic and Critical hazards shall be included.

5. Results of safety requirement verification activities shall be included within existing program test reports.
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CDRL-8 SAFETY CASE REPORT (SCR)

Description/Purpose

1. The purpose of this report shall be to identify and verify compliance of the product with all direct and derived
safety requirements (ie from the Statement of Work and Specification) to ensure a safe system from the perspective of
design, integration, operation, maintenance and disposal, for hardware, software and human factor hazard
considerations. The report shall comprehensively evaluate the residual safety risk being assumed by the
Commonwealth prior to initial testing (initial Safety Case Report) or prior to Design Acceptance for the system (final
Safety Case Report).

2. The SCR shall provide a reasoned summary argument, supported by referenced evidence, which justifies that
the system is safe and fit for purpose. The SCR is raised in support of the overall Certification Basis Description and
forms part of the certification basis for the aircraft or modification. The SCR shall contain summaries of all safety
assessments and analyses conducted during the program, and a summary of the operating limitations of the system.

3. To achieve these above aims the SCR shall include, but not be limited to, the following:
a. Discussions on all activities undertaken to satisfy the goals of the SSP.
b. A summary of all the artefacts that prove that systematic analysis and reporting methods were used to

maximise the probability of identifying risks for the aircraft system, and then tracking, mitigating and
accepting them adequately in accordance with the SSPP.

c. Discussion on the acceptance of residual risk for any open safety issues, and their individual
recommendations and closure plans.

d. A declaration of the safety of the system and its fitness for its intended purpose.
Preparation Instructions
4. The following documents are referenced herein:

a. MIL-STD-882C, Task 402 ‘Safety Compliance Assessment’.

b. MIL-STD-882C, Task 301 ‘Safety Assessment’.

C. DI-SAFT-80102B, ‘Safety Assessment Report’.
Content

5. The SCR shall document the results of the safety compliance activities undertaken in accordance with the
MIL-STD-882C Task 402, Task 301, and DI-SAFT-80102B.

6. The SCR shall also:

a. summarise the status of the SSP against what was envisaged in the SSPP, including the hardware,
software and human factors’ system safety strategies;

b. summarise the results of the system integration Human Factors Workload Assessment (or if not
required, justify why not);

c. summarise the certification basis of any previous System Safety Program for a modified system.

d. identify the Certification Basis Description requirements that are proposed to be satisfied by its
delivery;

e. a technical description of the functional and physical elements of the system including interfaces;
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a summary of, and reference to, all program hazard analyses and assessment reports, describing aircraft
or modification residual risk;

a summary listing of all Catastrophic and Critical/Hazardous hazards that exist, that have not been
accepted in accordance with the SSPP HRI matrix;

a summary listing of all open hazards which are undesirable for the scope of flying operations
expected;

a summary of all testing activities used to verify safety requirements;

results of human engineering verification activities applied to ensure human causal factors have been
appropriately mitigated both during design and system integration;

a summary of all operating limitations that are applicable to the final system configuration;
a signed statement by the contractor’s System Safety Manager saying that:

(1) the product has been analysed for hazards in the design, integration, operation, maintenance and
disposal phases;

(2) all identified hazards have been analysed for hardware, software and human causal factors and
have been eliminated or controlled in accordance with the SSPP; and

(3) thatthe system is ready to be tested or released to service, as required.

Provide closure and acceptance recommendations for the Commonwealth for any hazards where
residual risk is above ‘acceptable by contractor’.

summarise SSP achievements, analyses and assessments conducted, System Safety residual risks with
a HRI greater than ‘Acceptable’, and recommendations for the Commonwealth acceptance of these
risks.

Issuance of Special Flight Permits

7. To support the issuance of a Special Flight Permit (SFP), the following System Safety requirements should be

satisfied:

a.

1C8-2

All hazards of the top two severities to be appropriately mitigated or closed, and accepted as such by
the relevant technical and operational airworthiness authorities.

Progress to be shown on the mitigation and closure of the remaining hazards.

For all ‘Open’ hazards, to consider whether any worst case credible scenario possible under SFP
limitations may combine to affect continued safe flight and landing.

An initial Safety Case Report be submitted with the SFP application, to include:

(1) the status of the acquisition and modification project, with respect to the system integration and
testing;

(2)  the degree of SSP compliance against the SSPP and contractual requirements;
(3)  the current Hazard Log;

(4) the level of risk associated with the anticipated flight test and subsequent additional operations,
clearly documented (typically a Flight Test Hazard Analysis);
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(5) a summary of what aspects of System Safety have not yet been addressed, or sufficiently
mitigated by the SSP;

(6)  ajustification for the safety of the scope of flying to be conducted under the SFP; and

(7) a signed statement by the project integrator’s Senior Design Engineer, describing the
conditions, mitigations and limitations under which the aircraft is safe to fly, consistent with the
SSP objectives, within the scope of the SFP.
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SAFETY CASE REPORT (SCR) OUTLINE

1. The following outline is provided as an example of a typical SCR, and how it justifies an adequately safe
weapon system.

2. The end aim for the SCR is to provide a well-reasoned summary document listing the activities undertaken to
satisfy the goals of the SSP, and the artefacts that prove that your SSP maximised the probability of identifying,
tracking, mitigating and accepting all risks for your weapon system.

Safety Case Report

SC.1 Introduction

SC.1.1 Describe the weapon system

SC.2 Overview

SC.2.1 Describe Objectives of the SCR

SC.2.2 Outline the SCR

SC.2.3 Summarise the assessment of the safety achievements against the System Safety goals of the program
SC.3 System Description

SC.3.1 Describe system’s purpose and intended use

SC.3.2 Provide a historical summary of weapon system development

SC.3.3 Provide a detailed description of weapon system components

SC.3.4 Identify any changes in CRE between previously certified systems and new systems

SC4 System Operation

SC.4.1 Describe operational, testing and maintenance activities which may be hazardous to system or personnel
SC.4.2 Describe essential safety features for operations, test and maintenance

SC.4.3 Describe anticipated operational environment throughout entire life cycle from design to disposal
SC.4.4 Describe special support facilities or equipment

SC5 System Safety Engineering

SC.5.1 Summarise safety criteria/methodologies used to classify hazards

SC.5.2 Describe how all hazards were analysed from a hardware, software and human causal factors

perspective, and how the SSP maximised the possibility of identifying all potential hazards from system
design, integration, operation, maintenance and disposal.

SC.5.3 Describe and list the analyses and tests performed to identify, evaluate and verify hazards and hazardous
materials’ mitigation to adequate levels

SC.5.4 Review significant hazards: hazards of the Catastrophic and Critical/Hazardous severities, and all other
hazards with a residual risk greater than ‘Acceptable’

SC.55 Justify the safety of the weapon system with respect to all identified hazards, new systems, legacy
systems and interfaces between systems

SC.6 Conclusions/Recommendations

SC.6.1 Assess results of safety program justifying the safety of the system with respect to the residual risk,
making a subjective overall residual risk assessment

SC.6.2 Provide recommendations for all hazards with a residual risk greater than ‘Acceptable’

SC.6.3 Sign a confirmation that all identified hazards have been controlled sufficiently, and that system is
adequately safe to operate

SC.7 Appendices

SC.7.1 As required
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CDRL-9 AIRCRAFT-LEVEL FUNCTIONAL HAZARD ASSESSMENT
(AFHA) AND
SYSTEM-LEVEL FUNCTIONAL HAZARD ASSESSMENT (SFHA)

AIRCRAFT-LEVEL FUNCTIONAL HAZARD ASSESSMENT (AFHA)

Description/Purpose
1. A Functional Hazard Assessment is defined as a systematic, comprehensive qualitative examination of
functions to identify and classify failure conditions of those functions according to severity. A FHA is usually
performed at two levels. The Aircraft-level FHA is a high level, qualitative assessment of the basic functions of the
aircraft as defined at the beginning of aircraft development. An AFHA should identify and classify the failure
conditions associated with the aircraft-level functions. The classification of these failure conditions establishes some
of the safety requirements that an aircraft must meet. The goal of conducting the AFHA is to clearly identify each
failure condition along with the rationale for its severity classification. The output of both the AFHA and SFHA is the
starting point for the generation and allocation of direct and derived safety requirements.
Preparation Instructions
2. The following documents are referenced herein:

a. SAE ARP 4761.

b. Joint Software System Safety Committee Software System Safety Handbook.

Content

3. The content of the AFHA shall integrate hardware, software and human factor aspects of the System Safety
Program into the assessment, and comply with:

a. the requirements specified in SAE ARP 4761, and
b. guidance in the Software System Safety Handbook.

4. The report shall include definition of the failure condition criticality and design requirements that are to be
satisfied for each function. Failure severity classifications shall be Catastrophic, Hazardous, Major and Minor.

5. Because the AFHA is an analysis of the aircraft functions at the highest level, most of these functions will be
the same for most aircraft types, and may include:

a. providing attitude control,
b. providing ground directional control,
c. providing adequate lift,

d. providing adequate thrust,

e. providing flight critical information (which includes fault monitoring),
f. providing fire and explosion protection,

g. maintaining a habitable environment,

h. maintaining a safe external environment on the ground,

i providing adequate crash survivability,
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j- maintaining structural integrity,
k. providing adequate stowage of cargo,
I providing adequate range (which includes in-flight refuelling),

m.  providing for a safe landing,

n. providing adequate self-defence mechanisms, and
0. providing adequate offensive mechanisms.
6. The functional failures determined to be applicable to the aircraft system shall be analysed in terms of

announced failures and unannounced failures for the following cases:

a. failure to provide the function when required,

b. provision of the function when not required, and

c. incorrect provision of the function.
7. Each subsequent ECP to the contract shall propose an update to the AFHA if the ECP proposes modifications
that affect the AFHA.
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SYSTEM-LEVEL FUNCTIONAL HAZARD ASSESSMENT (SFHA)

Description/Purpose
1. The System-level FHA is a qualitative assessment which is iterative in nature and becomes more defined as
the system design evolves. It considers a failure or combination of system failures that affect an aircraft function.
Assessment of any particular hardware, software or human factor issue is not the goal of the SFHA. However, if
separate systems use similar architectures or identical complex components and introduce additional system level
failure conditions involving integrated multiple functions, then the FHA should be modified to identify and classify
these new failure conditions. After aircraft functions have been allocated to systems by the design process, each
system should be re-examined using the SFHA process. The output of both the AFHA and SFHA is the starting point
for the generation and allocation of direct and derived safety requirements.
2. The AFHA is one of the inputs to the SFHA, proving the list of functions and failures to be considered.
Preparation Instructions
3. The following documents are referenced herein:

a. SAE ARP 4761.

b. Joint Software System Safety Committee Software System Safety Handbook.

Content

4, The content of the SFHA shall integrate hardware, software and human factor aspects of the System Safety
Program into the assessment, and comply with:

a. the requirements specified in SAE ARP 4761, and
b. guidance in the Software System Safety Handbook.

5. The functional failures determined to be applicable to the aircraft system shall be analysed in terms of
announced failures and unannounced failures for the following cases:

a. failure to provide the function when required,
b. provision of the function when not required, and
c. incorrect provision of the function.
6. The report shall include definition of the failure condition criticality and design requirements that are to be

satisfied for each function. Failure severity classifications shall be Catastrophic, Hazardous, Major and Minor. A
system's severity classification shall be at least as severe as its most severe hazard.

7. The SFHA shall establish the hardware criticality and software developmental assurance levels of the system.
8. In each ECP proposed subsequent to contract signature, the Contractor shall propose the amendment of
SFHAs already generated.
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CDRL-10 PRELIMINARY SYSTEM SAFETY ASSESSMENT (PSSA) AND
SYSTEM SAFETY ASSESSMENT (SSA)

PRELIMINARY SYSTEM SAFETY ASSESSMENT (PSSA)
Description/Purpose

1. The PSSA process is a systematic examination of proposed system architectures (for each system) to
determine how failures can lead to the functional hazards identified by the System-level Functional Hazard Analysis
(SFHA), and how the SFHA requirements can be met.

2. While the PSSA process is iterative with design, and the PSSA develops into the System Safety Analysis
(SSA), once the design is fixed, unless significant changes to the design are undertaken, only the SSAs are updated.
The decision to conduct a PSSA is dependent upon the design architecture, complexity, severity and consequence of
the failure conditions, and type of functions performed by the system. The difference between the PSSA and the SSA
is that the PSSA is a method to evaluate proposed architectures and derive system safety requirements for each;
whereas the SSA is a verification that the implemented design meets both the qualitative and quatitative safety
requirements defined in the AFHA, SFHA and PSSA.

3. The PSSA is a top-down approach and used to complete the failure conditions list and the corresponding
safety requirements. It is also used to demonstrate how the system will meet the qualitative and quantitative
requirements for the various hazards identified. The PSSA process identifies mitigation strategies, taking into account
fail safe concepts and architectural attributes which may be needed to meet the safety objectives of the system and
aircraft. It should identify and capture all derived system safety requirements. The PSSA outputs should be used as
inputs to the SSA and other documents, including, but not limited to, system requirements, hardware requirements and
software requirements.

4. The PSSA has two main inputs: the System-level Functional Hazard Analysis (SFHA) and the aircraft Fault
Tree Analysis.

Preparation Instructions
5. The following documents are referenced herein:

a. SAE ARP 4761, and

b. Joint Software System Safety Committee Software System Safety Handbook.
Content

6. The content of the PSSA shall integrate hardware, software and human factor aspects of the System Safety
Program into the assessment, and comply with:

a. the requirements specified in SAE ARP 4761, and

b. guidance in the Software System Safety Handbook.
7. The report shall include definition of the failure condition criticality and design requirements that are to be
satisfied for each function and shall be structured to retain traceability. Failure severity classifications shall be

Catastrophic, Hazardous, Major and Minor.

8. In each ECP proposed subsequent to contract signature, the ECPSSR shall propose the amendment of PSSAs
already generated.
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SYSTEM SAFETY ASSESSMENT (SSA)
Description/Purpose
1. The SSA is a systematic, comprehensive evaluation of the implemented system to show that relevant safety
requirements are met. The analysis process is similar to the activities of the PSSA, but different in scope. The
difference between the PSSA and the SSA is that the PSSA is a method to evaluate proposed architectures and derive
system safety requirements for each; whereas the SSA is a verification that the implemented design meets both the

qualitative and quatitative safety requirements defined in the AFHA, SFHA and PSSA.

2. The SSA integrates the results of the various analyses to verify the safety of the overall system. It is a bottom-
up approach for verifying that design safety requirements and objectives have been met.

Preparation Instructions
3. The following documents are referenced herein:

a. SAE ARP 4761, and

b. Joint Software System Safety Committee Software System Safety Handbook.
Content

4. The content of the SSA shall integrate hardware, software and human factor aspects of the System Safety
Program into the assessment, and comply with:

a. the requirements specified in SAE ARP 4761, and

b. guidance in the Software System Safety Handbook.
5. The report shall include definition of the failure condition criticality and design requirements that are to be
satisfied for each function and shall be structured to retain traceability. Failure severity classifications shall be
Catastrophic, Hazardous, Major and Minor.
6. The SSAs shall document all hazards for that system, but discuss in detail at least system Catastrophic and
Hazardous hazards. Major hazards shall be discussed in detail if in a particular combination these hazards could cause
a Catastrophic or Hazardous condition or if the Major hazard is complex in nature or function.
7. In each ECP subsequent to contract signature the ECPSSR shall propose the generation or update of SSAs.
8. The SSA’s Fault Tree Analysis shall identify hardware, software and human causal factors, and shall extend
at least to the point where there are no single point failures leading to the top level event and at least two independent
actions must be undertaken to reach the top level event. All mitigating actions shall be identified within the SSAs, and
shall be easily traceable and identifiable on the Fault Trees.

9. The SSAs shall also include verification that the hardware, software and human factors’ safety requirements
are traceable from their origin through to implemented design.

10. FMECA and FMEA results shall also be incorporated into the SSA for all Catastrophic and Hazardous
hazards, and for Major hazards only as required.
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CDRL-11 COMMON CAUSE ANALYSIS (CCA)

Description/Purpose

1. A degree of independence between functions, systems or items will be required to satisfy safety requirements.
CCA provides the verification of this independence. CCA identifies individual failure modes or external events which
can lead to a Catastrophic or Hazardous/Critical failure condition and provides appropriate mitigation.

2. CCA is subdivided into three separate sub-analyses:

a.

Zonal Safety Analysis (ZSA). A ZSA is performed in every zone of the aircraft. Its objective is to
ensure that equipment meets safety requirements with respect to:

(1) Basic Installation. That basic installation is checked against appropriate design and installation
requirements.

(2)  Interference Between Systems. The effects of failures of equipment should be considered with
respect to their impact on other systems and structures falling within their physical sphere of
influence.

(3)  Maintenance Errors. Installation and maintenance errors and their effects on the system and
aircraft should be considered.

Particular Risk Analysis (PRA). Particular risks are defined as those events or influences which are
outside the system(s) and item(s) concerned, but which may violate failure independence claims. Each
should be examined to determine the simultaneous or cascading effects of each risk. Typical risks
include, but are not limited to:

a)  fire;

(2)  high energy device separation;

(3)  leaking fluids;

(4)  hail, ice and snow;

(5)  Dbird strike;

(6) tire tread separation;

(7)  wheel rim release;

(8) lightning;

(9)  high intensity radiated fields; and

(10) flailing shafts.

Common Mode Analysis (CMA). A CMA verifies that ANDed events in Fault Tree Analyses or
Dependence Diagrams and Markov Analyses are independent in the actual implementation. The effects
of design, manufacturing, maintenance errors and failures of system components which defeat their
independence need to be analysed. Consideration should be given to the independence of functions and
their respective monitors. Items with identical hardware and/or software could be susceptible to
generic faults which could cause malfunctions in multiple items. Typical Common Mode faults

include, but are not limited to:

(1)  hardware error and failure;
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(2)  software error;
(3)  production and repair flaws;
(4)  situation dependent stress (eg abnormal flight conditions or abnormal system configurations);
(5) installation error;
(6)  requirements error;
(7)  environmental factors;
(8)  cascading faults; and
(9)  common external source faults.
Preparation Instructions
3. The following documents are referenced herein:
a. SAE ARP 4761.
b. Joint Software System Safety Committee Software System Safety Handbook.
Content

4, The content of the CCA shall integrate hardware, software and human factor aspects of the System Safety
Program into the assessment, and comply with:

a. the requirements specified in SAE ARP 4761, and

b. guidance in the Software System Safety Handbook.
5. The report shall include definition of the failure condition criticality and design requirements that are to be
satisfied for each function and shall be structured to retain traceability. Failure severity classifications shall be

Catastrophic, Hazardous/Critical, Major/Marginal and Minor/Negligible.

6. As much as possible, the CCA shall be included as a sub-part of other analysis or assessment reports.
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CDRL-12 HEALTH HAZARD ASSESSMENT REPORT

NOTE
CDRL may not be required if an OH&S report is also required.
Description/Purpose

1. This CDRL documents a Health Hazard Assessment (HHA) to identify health hazards, evaluate proposed
hazardous materials, and propose protective measures to reduce the associated hazard risks to an acceptable level.

2. Should weapon system design solutions or subsequent ECPs incorporate hazardous material, as defined by
xxxXx, the Contractor shall perform a HHA to identify and determine quantities of the potentially hazardous materials
or physical agents. The HHA shall also analyse how these materials and physical agents are used in the system and for
its logistical support, and provide a description as to why alternative non-hazardous materials are not suitable.
Preparation Instructions
3. The following documents are referenced herein:

a. MIL-STD-882C, Task 207 “Health Hazard Assessment’.

b. DI-SAFT-80106B, ‘Health Hazard Assessment Report’.
Content
4, The content of the Health Hazard Assessment Report shall comply with the requirements specified in Task

207 of MIL-STD-882C and DI-SAFT-80106B, and integrate hardware, software and human factor aspects of the
System Safety Program into the report.
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CDRL-13 OPERATING AND SUPPORT HAZARD ANALYSIS REPORT

Description/Purpose
1. This CDRL documents an Operating and Support Hazard Analysis (O&SHA), to evaluate activities for
hazards or risks introduced into the system by operational and support procedures and to evaluate adequacy of
operational and support procedures used to eliminate, control, or abate other identified hazards or risks.
2. The O&SHA shall examine and mitigate proposed weapon system operating and maintenance issues which
could contribute to failure conditions and/or hazards identified in other analyses. In each ECP proposed subsequent to
contract signature, the Contractor shall propose the amendment of any O&SHA already generated.
Preparation Instructions
3. The following documents are referenced herein:

a. MIL-STD-882C, Task 206 ‘Operating and Support Hazard Analysis’.

b. DI-SAFT-80101B, ‘System Safety Hazard Analysis Report’.
Content
4. The content of the Operating and Support Hazard Analysis Report shall comply with the requirements

specified in Task 206 of MIL-STD-882C and DI-SAFT-80101B, and integrate hardware, software and human factor
aspects of the System Safety Program into the report.
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CDRL-14 SAFETY REQUIREMENTS/CRITERIA ANALYSIS

Description/Purpose
1. This CDRL documents the safety design requirements and design criteria for a system under development.
2. The Safety Requirements/Criteria Analysis (SR/CA) relates the hazards identified to the system design and
identifies or develops design requirements to eliminate or reduce the risk of the identified hazards to an acceptable
level. The SR/CA uses the Preliminary Hazard List (Task 201) or the Preliminary Hazard Analysis (Task 202) as a
basis, if available. The SRCA is also used to incorporate design requirements that are safety related but not tied to a
specific hazard. In each ECP proposed subsequent to contract signature, the Contractor shall propose the amendment
of any SR/CA already generated.
Preparation Instructions
3. The following documents are referenced herein:

a. MIL-STD-882C, Task 203 ‘Safety requirements/Criteria Analysis.

b. DI-SAFT-80101B, ‘System Safety Hazard Analysis Report’.
Content
4, The content of the SR/CA Report shall comply with the requirements specified in Task 203 of MIL-STD-

882C and DI-SAFT-80101B, and integrate hardware, software and human factor aspects of the System Safety
Program into the report.

1C14-1



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

AAP 7001.054 Appendix 14 to Annex C
Sect2 Chap 1

Blank Page

1C14-2



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

AAP 7001.054 Appendix 15 to Annex C
Sect2 Chap 1

CDRL-15 PRELIMINARY HAZARD ANALYSIS

Description/Purpose

1. This CDRL documents safety critical areas, providing an initial assessment of hazards, and the identification
of requisite hazard controls and follow-on actions.

2. The Preliminary Hazard Analysis (PHA) provides an initial risk assessment of a concept or system. Based on
the best available data, including incident and accident data (if applicable) from similar systems and other lessons
learned, hazards associated with the proposed design or function shall be evaluated for hazard severity, hazard
probability, and operational constraint. Safety provisions and alternatives needed to eliminate hazards or reduce their
associated risk to acceptable levels shall be included. In each ECP proposed subsequent to contract signature, the
Contractor shall propose the amendment of any PHA already generated.
Preparation Instructions
3. The following documents are referenced herein:

a. MIL-STD-882C, Task 202 ‘Preliminary Hazard Analysis’.

b. DI-SAFT-80101B, ‘System Safety Hazard Analysis Report’.
Content
4, The content of the PHA Report shall comply with the requirements specified in Task 202 of MIL-STD-882C

and DI-SAFT--80101B, and integrate hardware, software and human factor aspects of the System Safety Program into
the report.
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MIL-STD-882 BASED SYSTEM SAFETY PROGRAM
WEAPON SYSTEM SPECIFICATION

1. The following System Safety requirements should be considered for inclusion in the Project Specification.
Early consultation with SCI-DGTA is crucial for the establishment of an SSP which is tailored to be commensurate to
the scope of work expected.

2. Any standards called out below are TAR-preferred standards only, and therefore alternative standards can be
proposed to fulfil the same requirements. The onus is on the Contractor to show equivalence.

3. The final set of clauses used for the Specification and Statement of Work will form part of the aircraft’s
airworthiness certification basis.

SYSTEM SAFETY PROGRAM

The [Project Name] shall establish a System Safety Program that complies with MIL-STD-882C to prove acceptably
safe operation for the intended roles, configurations and operating environments of the ADF. The System Safety
Program scope and acceptable safety levels shall be as defined in the [Project Name] Statement of Work. Alternate
standards and requirements that provide an equivalent level of safety for the ADF intended roles, configurations and
operating environments can be proposed, but the onus shall be on the contractor to prove equivalence.

NOTE

Commonwealth recognition of previous System Safety work may be based on acceptance by another
government-based Airworthiness Authority, provided the basis of acceptance is relevant to the ADF’s intended
roles, configuration and operating environments. System Safety work that has not been accepted by another
government-based Airworthiness Authority shall be presented to the Commonwealth and shall meet either the
System Safety requirements defined in this specification, or an alternate basis shown by the contractor and
agreed by the Commonwealth to provide an equivalent level of safety and performance.
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FAR/JAR BASED SYSTEM SAFETY PROGRAM
WEAPON SYSTEM SPECIFICATION

1. The following System Safety requirements should be considered for inclusion in the Project Specification.
Early consultation with SCI-DGTA is crucial for the establishment of an SSP which is tailored to be commensurate to
the scope of work expected.

2. Any standards called out below are TAR-preferred standards only, and therefore alternative standards can be
proposed to fulfil the same requirements. The onus is on the Contractor to show equivalence.

3. The final set of clauses used for the Specification and Statement of Work will form part of the aircraft’s
airworthiness certification basis.

SYSTEM SAFETY PROGRAM

The [Project Name] shall establish a System Safety Program that complies with the System Safety requirements of all
applicable Federal Aviation Regulations (FARsS) to prove acceptably safe operation for the intended roles,
configurations and operating environments of the ADF. The System Safety Program scope and acceptable safety
levels shall be as defined in the [Project Name] Statement of Work. Alternate standards and requirements that provide
an equivalent level of safety for the ADF intended roles, configurations and operating environments can be proposed,
but the onus shall be on the contractor to prove equivalence.

Where reference is made in this specification to Federal Airworthiness requirements, either generically or specifically
(eg FAR 25), that reference shall also be deemed to invoke all other applicable Federal Aviation Administration
Advisory Circulars, Notices, Orders and Technical Standard Orders.

NOTE

Commonwealth recognition of previous System Safety work may be based on acceptance by another
government-based Airworthiness Authority, provided the basis of acceptance is relevant to the ADF’s intended
roles, configuration and operating environments. System Safety work that has not been accepted by another
government-based Airworthiness Authority shall be presented to the Commonwealth and shall meet either the
System Safety requirements defined in this specification, or an alternate basis shown by the contractor and
agreed by the Commonwealth to provide an equivalent level of safety and performance.

1E-1



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

AAP 7001.054 Annex E to
Sect2 Chap 1

Blank Page

1E-2



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

AAP 7001.054 Annex F to
Sect2 Chap 1

IN-SERVICE SYSTEM SAFETY PROGRAM (ISSSP) GUIDANCE

1. The following guidance is provided for the establishment and sustainment of In-Service System Safety
Programs (ISSSPs) for legacy weapon systems that may or may not have had SSP requirements during original
development, or where their original SSP documentation has not kept pace with aircraft configuration updates.

2. The principles of a SSP espoused in the main body of this Chapter are equally applicable to legacy weapon
systems, although their application needs to be tailored to be commensurate to the scope of design changes and
assessments undertaken at the SPO.

ISSSP TERMS OF REFERENCE

3. The overarching Terms Of Reference (TOR) for any ISSSP should be:
a. to value add,
b. to maximise use of the existing SPO Engineering Management System (EMS) and procedures,
C. to optimise use of existing System Safety related data, and
d. to minimise the impact on SPO resources.
THE ISSSP
ISSSP Scope
4, As a minimum, the scope of ISSSPs includes:

a. the generation of an ISSSP Plan (ISSSPP) to detail the value-added system safety methodologies to be
applied to all SPO technical activities;

b. reliability monitoring of safety critical systems/items;

c. undertaking hazard analysis of weapon system design changes and assessments commensurate to risk,
and accepting identified risks within a formal framework; and

d. presenting results of key System Safety activities to the annual Airworthiness Board (AwB).
ISSSPP Content
5. ISSSPP considerations should mirror applicable content of project SSPPs described in earlier Annexes of this

Chapter. ISSSP methodologies should be tailored to ensure coverage of hardware, software and human factors’
considerations by all SPO sections involved in design or design assessments. An example ISSSPP is provided at
appendix 1.

6. Additional considerations for ISSSPP content include:
a. outlining all ISSSP activities and their timing, and
b. the definition of the exact documents which constitute the System Safety Document Baseline (SDBL)

for the aircraft system.
ISSSP Execution
7. In executing the ISSSP and establishing the optimum effort required, the following guidance is provided:

a. The implementation of the ISSSP through the existing SPO EMS processes (such as EMERALD) is
likely to be least time consuming. Typically many ISSSP requirements are already being considered
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and/or reported by the EMS, but are not recognised as such. Where required, a slight modification of
how specific data is presented will assist.

Typically SPOs already possess a Standing Instruction (SI) process and a Sl on ‘Judgement of
Significance (JOS)’. A new ISSSPP SI complementing this and describing the extent of the ISSSP, the
flexible ISSSP safety assessment processes, and HRI definition and use to assist with the JOS
determinations would provide enough guidance for an effective ISSSP. This process can improve the
efficiency of JOS determinations by reducing undue conservatism.

Document an assessment’s or design change’s tailored system safety approach only when ‘significant’.
The system safety approach would then describe the safety methodology, and residual risk acceptance
criteria to be applied based on the HRI, and justify the type of hazard analyses to be completed.

Define the analysis techniques to be applied dependent on complexity and design change significance.

Generate tailored Safety Case Reports as part of the design acceptance rigour only for significant ECPs
and projects.

Document design change or assessment hazards through a separate Hazard Log form on EMERALD.
This will ensure its use during the extant EMS process and specifically document all hazards and their
HRIs (pre and post-mitigation), to allow for data manipulation and tracking of individual mitigations.
A standard Hazard Log data entry format would also assist in ensuring that all necessary
considerations are applied to the change or assessment. A sample data entry format could be:

Unique Hazard Identifier:

Hazard Description:

Initial HRI:

Phase that Hazard is Identified for: [Design, Integration, Operation, Maintenance, Disposal]

Potential Contributory Causes to Hazard:
HARDWARE -
SOFTWARE -
HUMAN FACTORS -

Potential Mitigating Solutions (Short-term):
HARDWARE -
SOFTWARE -
HUMAN FACTORS -

Post Mitigation HRI (Short Term):

Potential Mitigating Solutions (Long-term):
HARDWARE -
SOFTWARE -
HUMAN FACTORS -

Post Mitigation HRI (Long Term):

Status of Mitigations:
HARDWARE -
SOFTWARE -
HUMAN FACTORS -

Create a Safety Critical Items/Systems (SCIS) List.

(1) A list of weapon system SCIS can be created from the Technical Maintenance Plan. Any of
these SCIS that exhibit significant negative Mean Time Between Failure (MTBF) trending from
the originally designed/predicted MTBF need to be assessed for risk and mitigated. Typically,
differences considered significant would be of an order of magnitude or more, or an
approximate 50% reduction, depending on the MTBF figure. Predicted MTBFs would have
been used by the aircraft manufacturers to introduce an inherent level of safety in the design.
This is the information they would have used to determine redundancies required and to justify
sufficient risk mitigation for SCIS.

(2)  Should originally designed/predicted MTBF data not be available, or item/system architecture
changed significantly from original design, determining whether original design safety margins



AAP 7001.054

Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

Annex F to
Sect2 Chap 1

are being retained is more difficult. However, platform flying hours and comparisons against
previous years’ in-service MTBF data will also assist in identifying negative trends and infer
design safety levels, albeit with a lower level of confidence. For these cases, difference margins
will need to be smaller, and the more years’ worth of data is available, the better the long-term
comparisons.

(3) AAP 7001.038-2 Section 3 Chapter 2 contains the definition of safety critical items. As an
additional confidence check, a true SCIS is one whereby loss of the function provided by that
item/system could, in a worst credible representative environment, directly (ie without
additional events occurring) affect the aircraft’s ability for continued safe flight and landing for
its SOI. Most SCIS lists could therefore be expected to contain the following systems:

(a) powerplant,

(b)  undercarriage,

()  hydraulic system,

(d)  navigation system,

(e)  fuel system, and

j)] flight controls.
The appointment of a SPO System Safety Manager and deputy will ensure that workload is evenly
distributed and no more demanding than a significant secondary duty. Typically, these individuals are
senior SPO personnel, thus allowing them to provide as-required mentor services.
System Safety training provided both at ISSSP commencement and cyclically thereafter is crucial to
program acceptance and viability. Training is most effective when tailored with an in-service focus,

including topical SPO case studies.

Research the availability of existing System Safety Data for the weapon system’s configuration. If this
data exists it will significantly simplify the ISSSP through:

(1) an existing reference to qualitative or quantitative information on potential hazards already
associated with specific systems or LRUS;

(2)  already identifying a methodology for the analysis of specific systems or LRUs;
(3)  the provision of existing interfaces to other systems; and
(4)  the provision of a more holistic ‘system’ picture to assist with residual risk acceptance.

Determine the timing for a validation of the predicted MTBFs provided in the design phase of the
aircraft system, as discussed in the body of this Chapter. Typically, validation of predicted MTBF can
only occur when the original design is sufficiently robust and an adequate sample size exists (generally
4-7 years after introduction into service).

Establish close liaisons with the Force Element Group’s operational Subject Matter Experts (SMES)
and Squadron and/or Wing Aviation Safety Officers (ASOs). Typically these individuals are capable of
providing valuable insights and advice about technical options under consideration. ASOs are also
typically trained in aviation risk management and crew resource management, and are therefore current
with topical safety issues and HRI mitigation, albeit from an operational airworthiness perspective.
This feedback can be provided through Configuration Control Boards (CCBs) and/or System Safety
Working Groups, as necessary.
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m. Establish an effective System Safety Working Group by generating a Charter and agreeing on how best
to implement ISSSP goals. Discussions typically expected at SSWGs could be alternately embedded
within design reviews and CCB agendas.

n. Include ISSSP checklists into design change/assessment processes to assist in the identification and
consideration of both internal and external interfaces for hardware, software and human hazard causal
factors during design, integration, operation, maintenance and disposal.

Appendix
1. Example In-Service System Safety Program Plan (SSPP) for XXSPO.
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EXAMPLE IN-SERVICE SYSTEM SAFETY PROGRAM PLAN (SSPP)
FOR XXSPO

SI (LOG) XX-XX
INTRODUCTION

1. This SI (LOG) xx-xx contains the System Safety Program Plan (SSPP) for the in-service xxxx weapon
system. It presents an engineering risk management process to assess the type’s level of safety and to provide
assurance that it remains acceptable whilst the aircraft is in service. These goals are achieved by requiring:

a. reliability monitoring of safety-critical items/systems, and
b. undertaking hazard analyses of design assessments and design changes.
2. Inherent System Safety levels associated with the xxxx weapon system can be inferred by considering the

reliability of its safety critical systems. By monitoring their failure rates, trends can be detected and mitigated in a
timely manner.

3. Safety may however also be impacted by unusual circumstances or by proposed designs. Hazards with
unacceptable risks may be inadvertently introduced. By undertaking hazard analyses commensurate to significance
and accepting risk within a formal framework, a level of safety can be assured.

4. The following System Safety activities will directly support the technical airworthiness of the xxxx weapon
system and hence a summary of key results is to be presented at the annual Airworthiness Board (AwB).

5. This SSPP fits within the broader engineering and logistics framework supporting the continued airworthiness

of the in-service xxxx weapon system. Higher level guidance to this SSPP is provided by AAP 7001.054 Section 2
Chapter 1 ‘System Safety Engineering’.

AIM

6. The aim of this instruction is to define the System Safety Management and Engineering activities required to
establish and maintain an acceptable level of safety for the in-service xxxx weapon system.

AUTHORITY
7. This instruction is issued under the authority of Officer Commanding XXSPO.
SCOPE
8. This SSPP applies to the in-service engineering activities relevant to the xxxx weapon system. It is the

responsibility of the XXSPO CENGR to ensure that the intent of this plan is implemented within the organisation.

9. XXSPO is required to:
a. undertake reliability monitoring of safety-critical items/systems for significant negative trending;
b. undertake hazard analyses commensurate to significance for design assessments and changes to the

XXXX weapon system, and accept identified risks within a formal framework; and

c. present key System Safety results to the xxxx annual AwB.
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DEFINITIONS
10. Relevant definitions are provided in the attached Annex ‘Application of System Safety Management and
Engineering Activities to XXSPO’.

INSTRUCTION

11. XXSPO System Safety Engineer. The XXSPO System Safety Engineer (SSE) recognises the importance of
System Safety, in particular the need to provide guidance and continuity to XXSPO personnel. OIC XXX is appointed
as the XXSPO SSE. The responsibilities of this position include:

a. development of XXSPO System Safety policy and processes, and
b. providing training and guidance to staff on System Safety Engineering processes and methodologies.

12. Design Assessments or Changes. Hazard analyses commensurate to the inherent risk shall be undertaken for
all design assessments or changes to the xxxx weapon system, in accordance with annex A to this SI. For the purposes
of this Sl, design assessments and changes include design proposals and evaluations, modifications, deviations,
waivers, technical substitutions, publication amendments and Maintenance Interval Extension Requests. Hazard
analyses are to account for the aircraft’s operating environment or changes to that environment.

13. Design changes also include changes to the software or firmware of the xxxx weapon system. Additional
guidance on the management of software changes is provided AAP 7001.054 Sect 2 Chap 7 *Software for Airborne
and Related Systems’. Where software modifications to the xxxx weapon system are required, any Statements of
Work shall adhere to the policy guidance outlined in the AAP 7001.054.

14, Hazards for significant design changes and assessments are to be recorded in a Hazard Log. The hazards shall
be mitigated and accepted within the Hazard Risk Index (HRI) framework shown at annex A. Further, for significant
ECPs, a Safety Case Report (SCR) shall be produced for the design change, capturing the results of the hazard
analyses and justifying the overall safety of the design change.

15. Safety-Critical Items/Systems MTBF Evaluation. MTBF monitoring of safety-critical items/systems shall
be undertaken for significant negative trending evaluation. These trends will be initially assessed for validity of data,
and then for potential causal factors and mitigation.

16. Airworthiness Board Presentation. A key System Safety aspects presentation is to be made to the xxxx
weapon system AwB. This presentation shall include:

a. an introduction (outlining the purpose of the ISSSP);
b. an overview of the ISSSP;

c. a summary of Hazard Logs for Significant design assessments and changes processed during the
preceding year; and

d. safety-critical items/systems with significant negative trending and mitigations implemented.
17. System Safety Training. In order to fulfil the requirements of this SSPP, all XXSPO Design Engineers
require formal System Safety training. The main training is provided by the System Safety courses sponsored by SCI-
DGTA, including requested periodical continuation training. Additional System Safety techniques training is provided
on an as-required basis. The requirement for all training is included in the XXSPO training database.

18. System Safety Process at XXSPO. Procedures for implementing this SSPP policy are documented in the
attached annex ‘Application of System Safety Management and Engineering Activities at XXSPO’.
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APPLICATION OF SYSTEM SAFETY MANAGEMENT AND
ENGINEERING ACTIVITIES AT XXSPO

INTRODUCTION

1. All xxxx weapon system design changes and assessments must be analysed for hazards. The role of System
Safety is to provide a framework within which those hazards are identified, quantified and mitigated or accepted.

AIM
2. To detail the process of applying System Safety Management and Engineering concepts to the analysis and
control of design assessments and changes at XXSPO.
SCOPE
3. This instruction applies to all design assessments and changes managed by XXSPO.

DEFINITIONS

4. Hazard. From MIL-STD-882C, ‘Any real or potential condition that can cause injury, illness, or death to
personnel; damage to or loss of a system, equipment or property; or damage to the environment.’

5. Hazard Risk Index (HRI). From MIL-STD-882C, ‘A program-specific numerical priority assigned to

hazards, pre and post-mitigation, based on their risk level (combination of hazard severity and hazard probability). The
acceptance of a hazards’ HRI is commensurately assigned to program and vendor management, dependent on risk’.

INSTRUCTION

6. The process flow chart at appendix 1 details design assessment and change processes, and their integration
with System Safety, noting that only ECP design changes are required to go through CCBs and Safety Review Boards.

7. EMERALD is used for logging and controlling all hazards.

8. SAE ARP4761 (Guidelines & Methods for Performing the Safety Assessment Process on Civil Airborne
Systems and Equipment) provides guidance on the conduct of System Safety activities required by this instruction.

9. Preliminary Hazard Analysis (PHA). The DE judging significance is required to compile a comprehensive
list of hazards that are associated with the assessment or change. SAE ARP4761 Appendix A (FHA - Functional
Hazard Assessment) provides the process required to develop a comprehensive list of hazards and associated safety
requirements. For complex design changes, the use of Fault Tree Analysis to support the FHA is highly recommended
(refer SAE ARP4761 Annex D).

10. When compiling the list of hazards, DEs are to consider:

a. changes in role, configuration and environment and departures from the certified baseline. Hazards
associated with departures from the certified baseline should address:

(1)  the aircraft’s legacy systems,
(2)  new and modified systems,
(3) the interface between new and legacy systems, and

(4)  complex system interactions.
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b. modes of failure including reasonable human errors as well as single point and common mode failures;

c. contribution of hardware and software (including software developed by sub-contractors) events, faults
and occurrences (such as improper timing) on the safety of the sub-system;

d. possible independent, dependent and simultaneous hazardous events including higher level system
failures, failures of safety devices, common cause failures and events, and higher level system
interactions that could create a hazard or result in an increased risk;

e. health hazards, including:

(1)  chemical hazards;
(2)  physical hazards;

(3)  ergonomic hazards; or

(4)  other hazardous materials that may be formed by the introduction of the system, or by the
manufacture, test or operation of the system.

f. susceptibility to external events including:

(1) fire;

(2)  humidity/moisture/water/seaspray/hail/ice/snow;

(3) lightning;

(4)  dust;

(5)  bird strike;

(6)  tyre/wheel disintegration;

(7)  leaking fluids;

(8)  depressurisation; and

(9)  crash landing/impact/shock/vibration.
11. Once all credible hardware, software and human factor hazards are identified for the design, integration,
operation, maintenance and disposal of the design change or assessment, DEs are to assign a Hazard Risk Index (HRI)
in accordance with appendix 2. For the purpose of the Judgement Of Significance (JOS), DEs will not necessarily be
required to derive quantitative probabilities. Rather, the determination of probability shall be through a combination of
experience and qualitative analysis of the system under examination.
12. On completion of the PHA, the significance of the design change is re-assessed. The DE judging significance
is required to record a summary of the PHA results in the EMERALD “Judgement Of Significance’ comment field
(including hazards with a HRI of 15-20). The record is to include hazard description, failure mode, severity and
probability assessment and HRI. For extensive PHAS, a separate document may be created, linked to the EMERALD
task and referenced in the JOS decision. For ECP’s, the PHA is presented at the PDR.
13. Where the highest HRI makes the design change significant, all hazards with a HRI of 10 or lower are to be
entered on EMERALD as a Hazard Log Logistics Process. Any new hazards with a HRI of 10 or lower identified
during further proceedings are also to be entered on EMERALD.
14. System Safety Analysis Plan (SSAP). For significant design changes or assessments, the DE is required to

prepare a System Safety Analysis Plan (SSAP) which will form the basis for mitigating or accepting hazards,
identifying and justifying the analyses to be conducted, and the verification methods required for the specific design
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change or assessment. Appendix 3 details the criteria for determining whether hazards require further analyses.
Techniques to be considered for analysing hazards include:
a. Fault Tree Analysis (FTA);

b. Failure Mode Effects Analysis (FMEA);

c. Markov Analysis; and
d. Dependence Diagrams.
15. Depending on the complexity of the system under study, it may be appropriate to use a combination of

techniques. For instance, complex systems may first be described using FTA, and FMEAS then used to validate the
FTA or define probabilities for specific failure conditions.

16. Hazard Mitigation. All hazards that have an assigned HRI of less than 15 have to be mitigated or accepted
by the appropriate Commonwealth engineering authority. Specifically, the level of engineering authority required for
accepting residual risks is to be commensurate with the residual HRI. Hazard mitigation is an iterative process that
culminates when the residual risk has been reduced to an acceptable level.

17. When conducting a hazard analysis, the following hierarchy for risk mitigation shall be considered:
a. elimination of hazards through design improvement;
b. incorporation of safety devices;
c. provision of warning devices; and
d. development of procedures and training to avoid the hazard.
18. Hazards are considered to be mitigated and the residual risks acceptable when the calculated HRI is greater

than 14. All actions taken to mitigate and accept hazards are to be recorded on EMERALD by the DE, either directly
or through linked documents.

19. Safety Case Report (SCR). For ECPs, prior to Design Acceptance, the ECP Coordinator shall prepare a
Safety Case Report (SCR) including a justifiable argument for the safety of the design change. The SCR should also
include:

a. an overview of the hardware, software and human factors’ hazards identified for the design,
integration, operation, maintenance and disposal phases;

b. a summary of any analyses undertaken and mitigation of the hazards identified therein;

c. a summary of any residual risks and their recommendations; and

d. completed Hazard Logs as an enclosure (EMERALD Report).
20. Contracted Design Changes. Where a design change has been outsourced, the AEO status of the contractor
shall be considered. Where the contactor does not have AEO status, the contractor shall be responsible for preparing
the PHA in consultation with the coordinating DE. The DE will then be responsible for managing the process on
EMERALD as per the process in appendix 1. Where the contractor holds AEO status, the DE raising the Statement of
Work shall ensure that the contractor adheres to the minimum processes outlined in this SI. Development of the
Statement of Work will include consideration of the requirements in AAP 7001.054 Section 2 Chapter 1,
commensurately tailored to meet the scope of the design task. In all cases however, the contractor shall provide the
following deliverables on completion of the design change:

a. a completed Hazard Log (electronic format), including the following fields:

(1)  ashort title capturing the nature of the hazard,;
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a summary description of the hazard;

probability of the hazards prior to mitigation;
severity of the hazards prior to mitigation;

the Hazard Risk Indices (HRI) prior to mitigation;
mitigation strategies implemented;

probability of the hazards post mitigation;
severity of the hazards post mitigation;

the hazards’ HRIs post mitigation;

status of the hazards (Open or Closed); and

a record of safety analyses’ approval (name and title).

b. a Safety Case Report, and
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C. where the design change includes software changes, the DE is to consider the deliverable requirements
of AAP 7001.054 Section 2 Chapter 7 for software safety assurance.

21. System Safety Management and Engineering Training. Formal System Safety Management and
Engineering training is highly desirable for all XXSPO personnel to hold Design Engineer EA. Training is desirable
for LOGENG and TD staff. The main training is provided by System Safety courses sponsored by SCI-DGTA,
including requested periodical System Safety continuation training. Additional System Safety techniques training is
provided on an as-required basis. The requirement for all training is included in the XXSPO training database.

22. References. AAP 7001.054 Section 2 Chapter 1 provides further guidance on relevant standards and the
application of system safety engineering to aerospace design changes or assessments. Section 2 Chapter 7 discusses
safety assurance processes for software systems.

Appendices:

1. System Safety Design Change Process
2. Risk Acceptance Framework

3. Hazard Analysis Requirements
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Appendix 1 To Annex A To
SI (LOG) XX-XX

SYSTEM SAFETY DESIGN CHANGE PROCESS

ECPs Other Design Changes

Identify Tech

Validated SOR Change
Requirement

A

Initial CCB
Approval

System Safety Analysis

=

<&

Develop
Preliminary
Design

Preliminary
Hazard Analysis

Develop
Content

A 4

Yes Significant? «Yes
jo2]
9 Prepare System
g Safety Analysis No Yes
N Plan
T Conduct
I~ »  Preliminary No
@Review
v A
Hazard -
R Corrective Develop Redesi
A - . > gn
Mitigation/ Action Detailed Design Required?
4 Acceptance
A
No
v
Safety Case Conduct Critical Design Review
Design Review
A v
Incorporation Design
Approval Approval
A
Flight Test
Certification
Y v
_ Design Design
@tance Acceptance

Incorporation

Service Release Approval &

Service Release

1F1-7



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

AAP 7001.054 Appendix 1 to Annex F
Sect2 Chap 1

Appendix 2 To Annex A To
SI (LOG) XX-XX

RISK ACCEPTANCE FRAMEWORK

1. The following definitions of Severity shall be adopted when describing risk.

Hazard Severity Categories
Category Description

Catastrophic Death, permanent total disability, aircraft loss, or severe environmental damage.

Critical Severe injury, major occupational illness, major aircraft or systems damage, or major
environmental damage.

Marginal Minor injury, minor occupational illness, minor aircraft or systems damage, or minor
environmental damage.

Negligible Less than minor injury or occupational illness, less than minor aircraft or system damage or
less than minor environmental damage.

2. The following definitions of Probability shall be adopted when describing risk.

Hazard Probability Categories

Category Qualitative Description Quantitative Description
Per Aircraft Entire XX Fleet Per Flight

Frequent Likely to occur frequently. Continuously experienced. p > 107

Probable Will occur several times in the life | Will occur frequently. 10°>p>10"
of an item.

Occasional | Likely to occur some time in the Will occur several times. 10*>p>10°
life of an item.

Remote Unlikely but possible to occur in Unlikely but can reasonably 10°>p>10°
the life of an item. be expected to occur.

Improbable | So unlikely, it can be assumed Unlikely to occur, but p<10?®
occurrence may not be experienced. | possible.

3. Authority for closing hazards shall be determined from the Hazard Risk Index (HRI) matrix below.
Severity
Likelihood Catastrophic Critical Marginal Negligible

Frequent p > 10 10
Probable 10%>p > 10"
Occasional 10*>p > 10°
Remote 10°>p > 10°®

Improbable p < 10°®

HRI Significance Risk Acceptance and Authority

Requires mitigation, with acceptance by DAR and OAAR

15-20 Non-Significant LOGENG or DE can accept
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Appendix 3 To Annex A To
SI (LOG) XX-XX

HAZARD ANALYSIS REQUIREMENTS

1. The criteria for determining whether further System Safety analyses are required is detailed below.

Preliminary
Hazard Analysis

Preliminary
Hazard List
RHI =<10 RHI >10
e Review Hazard Log
*  FMEA ¢ No Further Analysis
e ZSA Required
* EBA
* FTA
»  'Safety Critical' Systems
b
Safety Case
FMEA - Failure Mode Effects Analysis
ZSA - Zonal Safety Analysis
EBA - Energy/Barrier Analysis
FTA - Fault Tree Analysis
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COMMONWEALTH-LEVEL
SYSTEM SAFETY PROGRAM PLAN OUTLINE

1. The following provides a sample outline of a Commonwealth-level SSPP, for both a completely new
acquisition, or an update to a legacy aircraft. This plan is particularly useful for identifying higher-level
Commonwealth SSP aims, SSP requirements and in collating Commonwealth-only SSP processes.

2. Titles and content below requires tailoring to Project Office (PO) SSPP aims. Additional guidance or
clarification can be sought from SCI3-DGTA.

SECTION TITLE DESCRIPTION
1.0 INTRODUCTION
1.1 General e Extent of SSP expected
e  Traceability expected
e Legacy equipment integration to the SSP
e SSPProle

1.2 Purpose and Scope o  Expected coverage of SSP tasks and responsibilities
e  Documents subordinate to Commonwealth-level SSPP
e  Documents to which the Commonwealth-level SSPP is
subordinate
1.3 Objective e  SSP objectives for the project or in-service
1.4 Applicable Documents
15 Definitions, Abbreviations and
Acronyms
2.0 PO SSP MANAGEMENT
2.1 Safety Management Overview
2.1.1 Safety References
2.1.2 General e  Effect of the safety references on the development of the
SSP
2.2 System Safety Certification Basis | e  The original civil and military System Safety certification
basis and when attained
e  Description of legacy systems’ and COTS integration into
the SSP
2.2.1 System Safety Baseline e What documents are expected to constitute the aircraft
type’s System Safety Baseline
2.2.2 Updates to the System Safety e  Circumstances under which updates to the System Safety
Baseline Baseline are expected
2.3 Requirements Of The Contractor | ¢  Expected scope of the Contractor SSP and how this will be
SSP conveyed to the Contractor
o Interface of Contractor’s SSP to sub-contractors and
vendors

23.1 Contractor SSPP Expected coverage of Contractor’s SSPP

System Safety Standards and guidance to be applied
Expected updates to the Contractor’s SSPP

where the System Safety responsibility boundaries lie
between ARDU, ASCENG, JALO, EOC, PO and the
Contractor, for projects involving flight test, stores or

explosive ordnance

2.4 PO Authority And Responsibility | ¢  Overall PO authority and responsibility

e  Scope of authority and responsibility of the PO SSM

e How the PO SSM expects to implement a program to
achieve CoA SSP objectives

o where the System Safety responsibility boundaries lie
between ARDU, ASCENG, JALO, EOC, and the PO, for
projects involving flight test, stores or explosive ordnance

2.5 PO SSM Qualifications o Recommended qualifications and training requirements of
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SECTION TITLE DESCRIPTION
the PO SSM commensurate to PO SSP requirements and
Contractor experience
2.6 SSM Integration Safety management activities that will ensure that the SSP
is an integrated effort between hardware, software and
human factors disciplines applied to design, integration,
operation, maintenance and disposal of the aircraft system
2.7 System Safety Interfaces Intra and inter-CoA interfaces expected and roles and
functions of those interfaces to allow the conduct of the SSP
PO expectations of the interfacing personnel
ASCENG, JALO, EOC, ARDU, DGTA interfaces to the
PO and the Contractor
Responsibility for the conduct of the T&E hazard
assessment
2.7.1 General
2.7.2 System Safety Interfaces Within
the PO
2.7.3 System Safety Interfaces to Other
Project Phases and Other Projects
274 System Safety Interfaces to
Command Aviation Safety Officers
2.75 System Safety Interfaces to Unit
Aviation Safety Officers
2.8 PO Safety Activities System Safety Tasks and their aims
2.8.1 PO Executives’ Meetings Expected System Safety aims, inputs and outputs
2.8.2 Project Management Reviews Expected System Safety aims, inputs and outputs
2.8.3 System Safety Groups and Expected System Safety aims, inputs and outputs
Working Groups Reference to the SSG/SSWG Charter
2.8.4 Type Certification Working Groups Expected System Safety aims, inputs and outputs
2.8.5 Flight Test Readiness Review Expected System Safety aims, inputs and outputs
2.8.6 Safety Review Boards Expected System Safety aims, inputs and outputs
2.8.7 Contractor Input to CoA Flight Expected System Safety aims, inputs and outputs
Test Safety
2.8.8 Review of Safety-Related DRs and Expected System Safety aims, inputs and outputs
STRs
2.8.9 System Safety Input to Reviews Expected System Safety aims, inputs and outputs
2.8.9.1 System Safety Reports Expected System Safety aims, inputs and outputs
2.89.1.1 ECP System Safety Reports Expected System Safety aims, inputs and outputs
2.89.1.2 Waiver/Deviation System Safety Expected System Safety aims, inputs and outputs
Reports
2.8.9.2 Preliminary Design Reviews Expected System Safety aims, inputs and outputs
2.8.9.3 Critical Design Reviews Expected System Safety aims, inputs and outputs
2.8.94 Technical Publication and Expected System Safety aims, inputs and outputs
Modification Order Reviews
2.8.95 Safety-Critical DR and STR Expected System Safety aims, inputs and outputs
Reviews
3.0 SYSTEM SAFETY
REQUIREMENTS
3.1 System Design Criteria How and where System Safety Design criteria will be
generated, and what processes these will feed into
3.2 Historical Data Use What safety requirements are expected from historical
‘lessons learned’ databases
3.3 Design Precedence Expected System Safety hazard mitigation design order of
precedence
4.0 SAFETY ASSESSMENT How a systematically integrated SSP and tasks will be
TECHNIQUES achieved to account for hardware, software and human
factors considerations in equipment design, integration,
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operation, maintenance and disposal
4.1 Hardware Safety Risk

Assessment

411 Failure Condition Severity
Definitions
412 Probability Definitions Qualitative and quantitative definitions
413 Probability and Severity Hazard Risk Index (HRI) matrix provided, with residual
Relationship risk acceptance levels defined
4.2 Software Safety Risk Assessment
421 Software Safety Assurance What assurance guidance will be used and how this will be
applied to increase confidence in the software
422 Software System Safety What software system safety guidance will be used and how
it will be applied to increase confidence in the software
4221 Software Hazard Criticality Matrix Provision of the Software Hazard Criticality Matrix and
how this will interface to the HRI
4.3 Human Factors’ Safety Risk
Assessment
431 Human Factors’ Analysis and What System Safety input and requirements will the HEP
Interface with Human Engineering provide
Program (HEP) How will the HEP provide input to all System Safety
activities and how will this input be included into integrated
safety analyses and assessments
4.4 Compliance Assessment System Safety tasks expected of the contractor, and how
Methodology they will value-add to the PO SSP aims
441 Compliance finding process How the PO expects to conduct compliance findings against
the certification basis and what artefacts it expects to
provide that evidence
44.1.1 AJC Level Functional Hazard
Assessment (FHA) or equivalent
military safety tasks
44.1.2 System-Level FHA (SFHA)
4.4.1.3 Preliminary System Safety
Assessment (PSSA)
4.4.1.4 System Safety Assessment (SSA)
4415 Health Hazard Assessment (HHA)
4.4.1.6 Hazard Log/Database
4.4.1.7 Safety case Report
4.5 Safety Critical Items/Systems Definition of Safety-critical items/systems
List of safety-critical items/systems (if possible)
Differences in handling safety-critical items/systems
4.6 Verification Technigues Process and actions by which incorporation of mitigations
will be verified, and assessed as being adequate against
their mitigation requirements
4.7 Closed Loop Hazard Tracking Expected purpose and functioning of closed loop hazard
System tracking system
4.8 Flight Operations And Test Expected System Safety aims, inputs and outputs
Safety
4.8.1 Contractor Flight Test Safety
Activities
4.8.2 Commonwealth Flight Test Safety
Activities
5.0 SYSTEM SAFETY
ACTIVITIES
5.1 System Safety Data
511 Contractor-Required Safety
Deliverable Data Schedule
5.2 System Safety Audits If audits of the contractor and sub-contractors are expected,
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what are the System Safety aims, inputs and outputs
Strategy for amalgamating System Safety audits with other
CoA audits of the contractor and sub-contractors
5.3 Contractor Support — Incidents, What is the scope and effort expected of the Contractor for
Accidents And Investigations aircraft incidents, accidents and investigations, both pre-
delivery and post-delivery of each airframe
5.4 PO - Incident/Accident Handling PO procedures
54.1 Incoming For-Information PO procedures for handling for-information incident and
Incidents and Accidents accident sources of data which may have an effect on the
PO platform as well
54.2 PO Incident s and Accidents — PO procedures for implementing and tracking the
Disposition implementation of incident and accident recommendations
55 PO Acceptance Of Residual Risk How the PO is expecting to ensure that all hazards are
accepted by the CoA
For hazards which have specifically remained above the
‘Acceptable’ risk line after mitigation, how the PO will
ensure that CoA management levels commensurate to the
risk will accept this risk
5.6 PO Safety Sign-Off Expected minimum System Safety aims, inputs and outputs
5.6.1 Safety Sign-Off Prior to design Minimum System Safety activities expected prior to initial
T&E and on-going ground and flight tests
Additional risks expected if this level of disclosure is not
attained
5.6.2 Safety Sign-Off Prior to System Safety aims, inputs and outputs
Commonwealth Design Safety Case Report usage for these aims
Acceptance
5.6.3 Safety Sign-Off Prior to OT&E Minimum System Safety activities expected prior to OT&E
5.7 Safety Training Expected Safety training for all Commonwealth and
Contractor staff involved with the new or updated weapon
system
Annexes
A RECOMMENDED PO SSM
QUALIFICATIONS
B PO SSWG CHARTER
Appendix:
1. Typical SSPP Compliance Finding Activities
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TYPICAL SSPP COMPLIANCE FINDING ACTIVITIES

The following provides an example of the typical compliance finding activities required to establish confidence in

a SSPP.

Table 1-G1-1 Typical Compliance Finding Activity Requirements

Requirement Activity Aim
Always required Review of SSPP, To ensure SSP DIDs are complied with.
Safety To ensure FPOs are being achieved.

assessments or
analyses, SCRs,
and Hazard Log

For systems whose
criticality is
Hazardous/Critical
or above

Review of Design

To determine at a system architectural level if the design,
when implemented, is likely to provide an adequate level
of safety in its intended application., and that
Commonwealth endorsement has been provided.

To better understand new or novel design features for
determining safety requirements.

Review of
Defect Reports,
Deficiency
Reports and
System Trouble
Reports

To validate that all test results and analyses are
supported by demonstrated product stability and
appropriate performance and mitigation during
development activities.

To provide a basis for continued airworthiness
management.

Witnessing of
Qualification
Testing

To ensure that test results are valid and applicable.
To provide independence for test activities that are
subjective rather than quantitative.

Review of Safety
Case Report

To establish that the implemented design provides the
required level of safety.

To determine possible operating restrictions or
limitations.

To ensure Commonwealth acceptance of residual risk at
the correct management level.

For systems whose
criticality is
Catastrophic

Witnessing of
Developmental
Testing

To ensure that test results are valid and applicable.
To provide independence for test activities that are
subjective rather than quantitative.

Review of Test
Plans/Procedures

To ensure that the test program includes System Safety
qualification requirements to support a System Safety
compliance finding.

Review of Test
Results

To make System Safety compliance findings for relevant
aspects of the SSP.

Review of Safety
Case Report

To establish that the implemented design provides the
required level of safety.

To determine possible operating restrictions or
limitations.

To ensure Commonwealth acceptance of residual risk at
the correct management level.
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SAMPLE CBD ENTRIES FOR MILITARY AND COMMERCIAL-BASED SYSTEM SAFETY PROGRAMS

1. The following tables provide sample CBD entries for military and commercial-based SSPs. Additional tailoring guidance or clarification can be sought from SCI3-DGTA.

Table 1-H-1 Sample System Safety CBD Table for Military System Safety Programs

Airworthiness Revision Description Compliance Finding | Compliance Finding Compliance Evidence
Requirement Status Activity Agency
(Prior Certification) System Safety Program Requirements System Safety Program Plan, Safety
MIL-STD-882C - S NAVAIR (USN) | compliance Report
(New Development) System Safety Program Requirements: for LT A NAVAIR (USN System Safety Program Plan, Safety
MIL-STD-882C ) Software changes for A-A Missile integration ' ( ) Compliance Report
(New Development) System Safety Program Requirements: for LT A AIR NNNN PO System Safety Program Plan, Safety Case
MIL-STD-882C ) A-A Missile integration v Report
Specification Clause yy.yy 5 System Safety Program LT, A AIR NNNN PO FSa)ésptgrrtn Safety Program Plan, Safety Case
Table 1H-2 Sample System Safety CBD Table for Commercial System Safety Programs
Airworthiness Revision Description Compliance Finding | Compliance Finding Compliance Evidence
Requirement Status Activity Agency
(Prior Certification) 1 Jan 95 Equipment, Systems and Installations S FAA System Safety Assessment Reports for each
FAR 25.1309 an system, Type Certification Data Sheets
(New Development) 1 Jan 01 Equipment, Systems and Installations: In- LT A FAA System Safety Assessment Reports for each
FAR 25.1309 an flight refuelling system C system, Type Certification Data Sheets
(New Development) Equipment, Systems and Installations: System Safety Program Plan, System Safety
FAR 25.1309 1Jan 01 Countermeasures Dispensing System LT, A AIR NNNN PO Assessment Report, Safety Case Report
Specification Clause yy.yy 7 System Safety Program LT, A AIR NNNN PO g)ésptgrrp Safety Program Plan, Safety Case
For Compliance Finding Column: | — Inspect, T — Test, A — Analyse
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EXAMPLE SYSTEM SAFETY WORKING GROUP CHARTER

1. System Safety Working Groups (SSWGs) are typically organised to achieve the following aims:

a.

To allow different internal and external Subject Matter Experts (both technical and operational) to
discuss subjective safety issues and their adequate mitigation options.

b. To review SSP status, including results of technical or operational risk assessments of relevance.

c. To summarise hazard analyses including identified problems, status of resolution, and residual risk.

d. To develop and/or validate system safety requirements and criteria applicable to the SSP.

e. To identify safety program deficiencies and provide recommendations for corrective actions or
prevention of re-occurrence.

f. To plan and coordinate support for design change acceptance.

g. To provide Commonwealth management with consensus recommendations on hazards and safety
issues.

2. The following provides a sample In-Service System Safety Program Charter, and tailoring is required to suit

either individual SPO or Project Offices’ SSP aims.

XXX WEAPON SYSTEM SSWG CHARTER

Purpose. The xxx System Safety Working Group (SSWG) is an advisory group to the OC xxxSPQ, and is an aid in
the implementation of the xxx SSP throughout the weapon system’s life cycle. SSWG member and adviser lists are

attached.

The xxx SSWG will serve the following functions:

a.

g.

Reviews SSP effort for compliance with system safety criteria, and recommend action to accept or
correct deficiencies.

Reviews procedural data for safety impact and recommend appropriate action.
Reviews and recommend action on any safety deficiencies identified by other organisations.

Reviews safety aspects of proposed significant design changes, including review of hazard analyses’
and assessments’ residual risk for acceptance.

Assigns action items and tracks them until resolution is complete.
Reviews hazards and their hardware, software and human factor causes, identified as part of
Engineering Change Proposals, Deficiency Reports, System Trouble Reports, Deviations, and Waivers

across Weapon System design, integration, operation, maintenance and disposal.

Performs other system safety tasks as assigned by OC xxxSPO.

To carry out these functions, the SSWG will draw upon the consensus expertise of its members and advisers.

Authority. In accordance with AAP 7001.054 Section 2 Chapter 1, the SSWG provides safety surveillance,
coordination and recommendations. All SSWG decisions will be provided as recommendations to OC xxxSPO.

SSWG Attendees. The following describes SSWG constituents:

a.

Members
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(1)  The membership for the SSWG will include representatives of the organisations listed in the
attachment, reflecting all weapon system stakeholder representatives. Members may be added
or deleted from this list as deemed necessary by OC xxxSPO.

(2)  Member organisations are selected because of their close association with safety considerations
in design, integration, operation, maintenance and disposal of the weapon system. Member
participation in the SSWG is essential to provide stakeholder input (or awareness) on issues that
will impact throughout the life cycle of the system.

(3)  Member responsibilities:

(@)  Submit agenda items when informed of an upcoming SSWG meeting.
(b)  Be prepared for discussion of, and action, on agenda items.
(c)  Attend all SSWG meetings or send a knowledgeable alternate.
(d)  Provide their own organisation’s official position on matters addressed by the SSWG.
()  Respond to action items assigned by the chairman, by the due date.
(j] Familiarise themselves with the applicable SSP and safety documents.
Advisers
D Advisers include organisations that provide specialist technological knowledge. Advisers to
the xxx SSWG will include, but are not limited to, organisations listed in the attachment.
Additional advisers may attend, as deemed necessary by the chairman.
2 Adviser responsibilities:

@ Respond to action items assigned by the chairman, by the due date.

(b) Study issues assigned to them and provide professional opinions and
recommendations.

(c) Act as a System Safety liaison between their respective organisations and the xxx
SSWG.

Administration. The SSWG will be administered through the following mechanisms:

11-2

a.

The SSWG will be officially chaired by the xxxSPO System Safety Manager (SSM). The SSM may
delegate the SPO Deputy SSM to chair the meeting in their place. The chairperson will assign all
action items. The chairperson has the final approval authority for the SSWG Minutes.

Meetings will be held as required, but at least once a year. SSWG Members and advisers will be
notified of the SSWG date approximately thirty days prior.

The xxxSPO SSM will be responsible for notifying members and advisers of upcoming SSWG
meetings and for providing them with an agenda with adequate time to prepare on issues to be
discussed. A sample agenda is attached.

SSWG presentations will contain the necessary background, current status, and recommended
solutions. A hard copy of the briefing material presented will be provided to the SSM for inclusion in
the Minutes.

In the event of disagreement on recommendations, a minority report may be included in the Minutes at
the discretion of the dissenting party/ies, for consideration by OC xxxSPO in making a final decision.
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Annex A to

xxx SPO SSWG Charter

MEMBERSHIP AND ADVISOR LIST FOR XXX SSWG

MEMBERS

OC xxxSPO

xxxSPO CENGR

XxXxXSPO SSM

xxxSPO Avionics/Aeronautical Flight Commander
xxxSPO Design Engineers

xxxSPO DR/STR Manager

FEG Operational Representative

Wing Operational Representative/ Aviation Safety Officer
Squadron Operational Representative/ Aviation Safety
Officer

Capability Systems Division Representative
Contractor SSM

Appendix:
1. Sample System Safety Working Group Agenda

ADVISORS

ASCENG

DGTA

Training Command Representative
Air Command Representative
Other Service Representatives
Contractor Engineering Specialists
DSTO Representative

AVMED Representative
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SAMPLE SYSTEM SAFETY WORKING GROUP AGENDA

XXXSPO SSWG #1 AGENDA —12-14 JULY 03

0900-1700 HRS ROOM C BUILDING L474 RAAF WILLIAMS

SPEAKER
XXxSPO SSM
Individual Actionees
XxXSPO SSM
xxxSPO CENGR

XxXXSPO CENGR

Individual SPO DEs

SPO DR/STR Manager

XXXSPO CENGR &

FEG Representative

xxxSPO CENGR

xXXSPO CENGR
All

XXXSPO SSM

SSWG #1 Objectives

1. Baselining of xxx Weapon System, System Safety effort: Where we are and where we want to go.

2. Status of System Safety efforts.

3. Review of significant design assessment hazard mitigations for acceptance

AGENDA ITEM

1. Opening Remarks and Introductions

2. Previous Action Item Review

3. SSP requirements and related PO Safety efforts

4. Latest Design Assessment/Change Schedule

5. Hazard analysis progress and completion status for significant
designs and assessments

6. Presentation of hazards from the hazard tracking database for
each significant assessment or change for acceptance

7. Review of Safety-Related DRs and STRs for closure plans and
the existence of short term mitigations

8. Safety-related changes processed since Xxxx:
- Status of safety-related Publication Improvement Requests
- Status of safety-related publication amendments
- Status of safety-related Flight Manual updates
- Status of safety-related aircraft operating limitations
- Status of Safety Critical Items/Systems who display

negative reliability trends

9. Discussion on xxx ASOR, MASOR and accident report
recommendations for SSP implications

10. Safety implications from Trade Studies

11. Other Business

12. Review of open Action Items

13. Meeting Close and next SSWG date

XxXxXSPO SSM
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SECTION 2

CHAPTER 2

ELECTROMAGNETIC ENVIRONMENTAL EFFECTS IN AIRBORNE
SYSTEMS

INTRODUCTION

1. Aircraft Electromagnetic Environmental Effects (E®) are the impact of the total electromagnetic environment
(EME) upon the operational capability of an aircraft. E* phenomena encompasses both natural and man-made
influences on the aircraft including lightning, precipitation static (p-static), electrostatic discharge (ESD), emanations
security (EMSEC - formerly known as TEMPEST), Electromagnetic Interference (EMI) and Electromagnetic
Compatibility (EMC). With the trend towards lower operating voltages and the upward trend in emitted power levels,
modern electronic equipment is becoming increasingly susceptible to EM energy.

2. E® considerations must be applied during the requirements definition, specification, design, development and
test and evaluation phases of acquisitions, as well as the in-service support, modification and maintenance phases of an
aircraft’s lifecycle. Acquisitions and modifications that do not consider E* issues as part of their design and production
activities may increase the risk of compromising mission capability, or at worst technical airworthiness.

3. This chapter details a number of E concepts and provides guidance to Project Offices (POs) and SPOs on
required E activities for acquisitions, modifications and in-service support of ADF aircraft.

GENERIC APPROACH TO E® DESIGN

4, Many aircraft sub-systems and equipment are susceptible to the effects of electromagnetic energy. Whenever
an aircraft sub-system or equipment is procured or modified, measures must be taken to ensure that the product does
not suffer in performance when operating in its intended EME, or that the E2 control measures already in place are not
compromised. A generic approach to E* design can be loosely broken into five steps:

a. Establish the EME in which the system is to operate. The EME is the composite of all EM energy
present in the operating environment of the aircraft, both man made and natural phenomena (lightning, p-static
etc.). The operating EMEs for a civilian passenger aircraft and a military fighter aircraft will differ markedly.
The passenger aircraft will be designed to operate in a relatively benign EME consisting of ATC radars, radio
transmitters, natural phenomena etc. In addition to this EME, the fighter aircraft will need to contend with high-
power airborne, land-based and maritime radars (both friendly and hostile), communication links and possibly a
hostile electronic attack environment. All of this EM energy will have an impact on the ability of onboard
equipment to function correctly.

The role of the aircraft will determine how the operating EME is defined. This definition process should occur
in the concept stage of a project, prior to any acquisition or modification activities, and should be maintained
and upgraded as appropriate throughout the life of a system.

b. Identify aircraft safety of flight (SOF) and mission critical (MC) equipment. A clear delineation
between SOF, MC and other aircraft sub-systems is required. Aircraft E* validation must ensure that SOF sub-
systems are capable of withstanding the platform’s operational EME. MC sub-systems should also be capable
of withstanding the same EME, although some compromises may be assessed by the project authority as
acceptable (refer to Section 2 Chapter 1 for information on ‘missionised hazards’).

c. Establish the effects of the EME on aircraft systems. Aircraft fuselages and equipment casings offer
varying degrees of protection to the sensitive internal components from the total EME. This environment is a
combination of the induced external EME (EM energy admitted through aircraft apertures), and the emissions
of the equipment within the fuselage, and should be used to define the fundamental EMI/EMC design criteria
for equipment and equipment installations.

d. Design the system and equipment protection. The design of sub-systems and equipment should assure
immunity to the effects of the operational EME levels, including clearance within the relevant margins (as
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discussed later in this chapter). The key requirement is to allow the SOF equipment (and MC equipment, as
required) to perform their intended functions without direct or indirect interference from the external EME.

e. Verify the protection adequacy. Two commonly utilised practices for assuring EMI/EMC performance
are ‘intrasystem’ and ‘intersystem’ qualification. Intrasystem qualification uses testing and/or analysis to
establish that onboard aircraft systems are compatible with each other. Intersystem qualification uses testing
and/or analysis to establish that the aircraft is capable of performing SOF and MC functions whilst being
exposed to the defined operational external EME.

5. The next part of this chapter provides a framework for addressing these five generic steps through the aircraft
acquisition and modification processes.

GUIDANCE FOR ACQUISITIONS AND MODIFICATIONS

6. The information below defines the ADF preferred approach to E* design and verification activities for aircraft
acquisitions and minor/major modifications. It introduces each of the topics involved in scoping and implementing E*
considerations for new acquisitions and modifications.

7. In the context of this chapter, ‘major modifications’ are those that make significant electrical or electronic
changes to an aircraft, particularly those that alter the layout and/or performance characteristics of wiring and
SOF/MC equipment. While minor modifications may not have an impact on SOF/MC equipment, they still have the
potential to introduce EMI problems. Hence the ‘building block’ approach should also be applied for minor
modifications.

Building Block Approach to E® Assurance

8. In broad terms, assurance of the E* aspects of a design should be based on an incremental or ‘building block’
approach. Each ‘building block’ functions to provide an increased level of assurance in the design and integration
effort, and consists of either design activities or verification activities. This distinction is important, as historically POs
and contractors have tended to focus resources on verification activities that may have been better directed towards
addressing key E> aspects of the design. For the ADF in particular it is important to put reasonable effort into the
design activities because there are no accredited E® test facilities in Australia capable of performing electromagnetic
vulnerability (ie. intersystem) testing of entire aircraft.

9. For in-country modifications, applying the ‘building block’ approach to EMC mitigates the risks associated
with the lack of in-country electromagnetic vulnerability (EMV) test facilities, while maintaining an appropriate level
of confidence in the E® integrity provided by design and integration activities. For overseas acquisitions or major
modifications, the ‘building block’ approach provides a means by which POs can ensure that vendor E* programs
achieve an appropriate balance of design and verification activities. The five building blocks are as follows:

a. equipment level qualification,

b. design/integration principles and practices,
c. installation practices,

d. verification of intrasystem compatibility, and
e. verification of intersystem compatibility.

10. By applying resources to ensuring the first three building blocks (E* design and installation aspects) are
adequately addressed for the scope of the modification or acquisition, reliance on E* verification activities (intra- and
intersystem testing) is significantly diminished. While intra- and intersystem testing are a useful check of a design,
these methods of testing are resource-intensive, only a limited number of test points can be carried out in a reasonable
timeframe and favourable results from one aircraft may not translate to other aircraft in the fleet. In addition,
simulating an aircraft’s operational EME in terms of modulations and power levels is extremely difficult using
commercial equipment.

11.  Predictive EMI software tools are not to be used as a substitute or alternative for testing. A DSTO research
task, sponsored by DGTA, has shown these tools to be unsuitable for validation of the E* performance of aircraft
systems.
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12.  An acquisition or major modification Statement of Work (SOW) should emphasise the importance of a
contractor applying sound E® design and integration principles and good installation practices complemented by
appropriate equipment qualification. Source/victim assessment is intended only as a limited confidence check to verify
the absence of gross EMC problems. Intersystem testing, whilst providing some quantitative data to support
establishment of an aircraft’s electromagnetic vulnerability (EMV), is an expensive and time-consuming place in the
development cycle to be correcting EMC problems which should have been mitigated during system design and
integration. Thus the bulk of the ADF’s effort should be spent ensuring that the equipment level qualification, system
design, integration and installation aspects are satisfactory. A final check via intrasystem testing (and intersystem
testing if deemed necessary) should be used to ensure that no system level problems result from the changes.

13.  The material in the following sections should be considered in the context of the above building block
approach, to ensure that the effort put into obtaining E® assurance is directed appropriately. Annex A provides
guidance on E® requirements that should typically be reflected in a SOR for ADF aircraft acquisition and modification
programs.

Equipment Level Qualification

14.  Prior to determining the appropriate qualification levels for equipment, an analysis of the platform’s operational
EME, and criticality of onboard systems (SOF/MC/other) should be conducted. For a platform operating in a harsh
EME, the SOF (and applicable MC) systems should be qualified to a rigorous (ie. military) standard.

15.  For modification activities, or an acquisition altering the configuration of an NAA-certified civilian aircraft, the
applicability of the E® standard(s) used for previous certification of the SOF, MC and other equipment should be
analysed for applicability against new equipment. If the standards used for the existing certification are adequate for
the defined EME, there is little to be gained from qualifying equipment to a more stringent standard. Given the high
cost of designing and testing items to military standards, and the relatively benign operating EMEs of some ADF
platforms, qualification of items to less stringent civilian standards may be perfectly acceptable.

16. Many older ADF platforms were procured against previous revisions of existing standards or against
superseded standards. Qualification of new equipment against the latest revision of a military standard is DGTA’s
preferred approach, unless the use of a superseded revision or standard can be justified. For platforms that will be
operating in harsh EMEs, or for equipment that requires higher levels of assurance (eg. SOF systems), a higher
qualification level will usually be appropriate. POs/SPOs will thus need to give appropriate consideration to
qualification levels for each equipment type depending on the item criticality and defined EME for the platform.

17.  Ensuring correct application of standards to equipment. Many equipment level standards have multiple
categories and/or limits applicable to tests (eg. different limits applied for rotary and fixed wing aircraft or a unique set
of tests required for air launched missiles etc.). When specifying compliance to a standard or procuring COTS/MOTS
equipment already compliant to a standard, the PO/SPO needs to ensure that the appropriate test categories and other
requirements from the standard are suited to the item and its intended application/parent system. Test reports should be
made available by contractors/equipment OEMs to allow PO/SPO engineers to confirm that the standard has been
applied correctly. If the equipment has been tested incorrectly against the standard, the PO/SPO should only accept the
equipment for service following additional testing to confirm compliance to the applicable requirements from the
standard.

18.  If there is doubt regarding the validity of a test report, a contractor/OEM has provided inadequate analysis of
any failures, an unacceptable standard was used or the accreditation/credentials of the test facility are dubious,
retesting should be considered. This early stage in the integration process permits potential shortfalls or problems to be
examined or resolved at a much lower cost than later in the program. Additionally, fault-finding and problem
resolution at the equipment level is far simpler than at the aircraft level (eg. during source/victim testing).

19.  Failure against the selected standard. If equipment does fail individual tests of the selected standard, the
shortfalls need to be carefully evaluated before declaring the item unsuitable or attempting a re-design. Aspects such
as the frequency range(s) in which the failure occurred should be analysed, along with the level of
emission/susceptibility shortfall against the standard. Should the difference be of an acceptably small amount or the
frequency ranges of the failure not align with the emission/vulnerability characteristics of other systems in the aircraft,
the item may be acceptable. POs/SPOs will need to carefully consider the ramifications of accepting the item,
including the possible effect on future modifications. A tailored source/victim analysis, and Systems Safety
assessment (if applicable), should be carried out to determine whether additional design activities are required to
mitigate the non-compliance. Details of any equipment limitations/deficiencies are to be recorded by the PO/SPO and
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passed to the in-service manager of the aircraft for use in the management of in-service EMI/EMC issues and future
modifications of the platform.

20.  During aircraft modifications, contractors may propose the use of equipment that is not qualified to a standard
recognised by the ADF. If an analysis shows that the standard is not acceptable, the ADF may request that the item be
tested to a higher standard to provide assurance that it will not introduce any EMI/EMC problems. This testing should
be carried out by a qualified EMI test house (Australian facilities should be NATA-accredited for the selected test
standard). Annex B contains guidance on the content and application of a number of E* standards that are recognised
by the ADF.

Design, Integration and Installation Principles & Practices

21.  Once compliance with the equipment level standards has been verified, a large number of items (including
LRUs, wiring, equipment racks, antennas) must often be integrated and installed successfully into the aircraft, while
ensuring EMC between all items.

22.  Electromagnetic interference (EMI). For EMI to exist there must be three elements present:
a. a source to generate the energy,
b. a victim that is affected by the energy, and
c. a coupling path for the energy to be transferred from the source to the victim.

EMI can transfer from the source to the victim via two means, either a radiated path or a conducted path. Radiated
EMI propagates through free-space from source to victim (eg. an antenna, cable or other item can receive radiated
energy and transfer it to the victim). Conducted EMI is coupled directly from the source to the victim via wiring or
metallic structure.

23.  Elimination of EMI can be achieved by removing any of the three elements (source, victim or coupling path).
Removing either the source or victim equipment from an aircraft is usually unacceptable, therefore efforts will be
directed towards eliminating the coupling path, reducing the effect of undesirable emissions from equipment or
reducing the susceptibility of victim equipment. The paragraphs below detail a number of design techniques that assist
with achieving EMC between items within an aircraft.

24.  Equipment location. As physical space is often at a premium in aircraft, options for suitable equipment
locations can be limited. Regardless, sites for system installation must be assessed for any potential EMI from existing
conducting or radiating sources. Strategies to minimise any possible interference should be introduced, for example,
selecting a location where EMI is at a minimum or by using shielding. The EMI/EMC ratings of adjacent equipment
should also be verified to ensure that the new equipment does not introduce any emissions which will result in
EMI/EMC problems.

25.  Bonding. Bonding controls voltages by providing low impedance paths for current flow. Good electrical
bonding practices are an essential element of successful E* system design, and have solved many EMI/EMC issues
such as p-static problems, susceptibility of electronics to the external EME, and lightning vulnerability. Electrical
bonding within the system should provide good electrical continuity across external interfaces on electrical and
electronic equipment, both within the equipment and between the equipment and aircraft structure to assist in the
control of EMI/EMC. Bonding levels will vary depending on the materials, but 2.5mQ is commonly used for metallic
interfaces. Higher values may be justified for certain metals or composites — refer to AAP 7045.002-1 and
MIL-STD-464A for more detailed information.

26.  While the aim of bonding is to obtain good electrical contact between materials, this can lead to corrosion in
the case of dissimilar metals. Additional corrosion control measures therefore need to be incorporated in aircraft
maintenance practices and personnel should be made aware of this requirement to ensure that material bonding
remains effective. MIL-STD-464A appendix A provides further information on electrical bonding.

27.  E® wiring practices. AAP 7045.002-1 (ADF Aircraft Wiring and Bonding Manual) is the primary wiring
installation manual for all ADF aircraft. Included in this publication are ADF requirements for wire labelling,
including a category for applying an EMI/EMC criticality to individual wires. The application of EMI/EMC
criticalities to wiring not only assists in fault-finding activities, it assists with conflict avoidance in future wire-routing
activities. As this is one of the main causes of EMI/EMC problems, care should be exercised when deciding on the
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routing of cables. For example, wiring for analogue signals, digital signals, DC power and AC power should be
grounded separately to minimise potential E* problems.

28.  The appropriate wire type EMI 'hardness' needs to be applied at the sub-system level (eg. airframe wire,
shielded wire, twisted pair, through to wires with EMI attenuating coatings or fibre optic) dependent on:

a. the sub-system criticality,

b. the sensitivity of the equipment,

c. the physical location of the wire with respect to other sub-systems/equipment, and
d. the severity of the potential coupling characteristics from the external EME.

29.  Antenna installations. Antenna bonding is important to ensure adequate system performance is achieved while
providing sufficient low impedance paths for p-static, lightning and other RF sources. A poorly bonded antenna can
severely reduce the effective range of a transmitter, even down to as low as a few hundred metres. In addition,
reflected power via standing waves can cause damage to the transmitter. Antenna bonding also encompasses the
cabling to the transceiver, by ensuring it has been correctly grounded. MIL-STD-464A appendix A contains guidance
on antenna installations.

30. Shock and fault protection. Bonding of all exposed electrically conductive items subject to fault condition
potentials should be provided to control shock hazard voltages and allow proper operation of circuit protection
devices. MIL-STD-464A appendix A contains further information on this topic.

31.  Lightning. Lightning strikes on or near aircraft can lead to severe damage to the airframe or avionics
components due to the high currents involved. Aircraft typically have lightning discharge paths to permit the
dissipation of charge build-up caused by lightning strikes. Maintenance units should take care to ensure that these
discharge paths are maintained adequately. POs/SPOs undertaking modifications must take into account the existing
lightning protective measures (and incorporate new measures if applicable) to ensure that there are no safety hazards
introduced. Guidance on lightning aspects is provided in annex C to this chapter.

32. Margins. Margins are applied during system design to account for variability in system hardware and
uncertainties from verification activities. The application of margins provides confidence that electromagnetic and
electrical stresses induced internal to the system are below interference thresholds by at least the margin when the
aircraft is subjected to its worst-case operational EME. Margins should be selected appropriate to the system (SOF,
MC, ordnance etc.) and/or standard being applied and should not be waived for SOF systems or ordnance. For more
information refer to MIL-STD-464A appendix A para A5.1.

33.  Hazards of electromagnetic radiation to personnel (HERP). EM radiation has been proven to have an
adverse biological effect on personnel. RF exposure guidelines have been generated by the Australian Radiation
Protection and Nuclear Safety Agency (ARPANSA) to protect both occupational and non-occupational personnel from
the effects of RF exposure. Department of Defence compliance with these guidelines is a requirement and the policy is
promulgated in the Defence Safety Manual (volume 1 part 4 chapter 2). SPOs and POs should ensure that new
equipment, or modifications to existing equipment, are able to meet the requirements of the HERP policy.

34. Hazards of electromagnetic radiation to fuel (HERF). Fuel vapours can be ignited by an arc induced by a
strong RF field. Aircraft and all associated equipment (including vehicles, earthing leads, hand-held radios etc.) should
be designed and employed to ensure that fuels are not inadvertently ignited by radiation from onboard emitters or the
external EME. MIL-STD-464A appendix A paragraph A.5.8.2, USAF Technical Order 31Z-10-4 and USN NAVSEA
OP 3565 should be consulted for matters relating to HERF. Note that HERF is limited to ignition via sparks caused by
RF energy, not electrostatic discharge, p-static or lightning.

35. Hazards of electromagnetic radiation to ordnance (HERO). Electro-explosive devices (EEDs) can be
actuated or ‘dudded’ due to RF energy from the external EME, which may result in safety hazards or performance
degradation of the explosive ordnance. EEDs should possess an adequate Maximum No-Fire Stimulus that will allow
the EED to meet all performance requirements during its life cycle (storage, transport, handling and operation).
Engineering staff from Guided Weapons and Explosive Ordnance Branch, AOSG-ASCENG and/or Directorate of
Ordnance Safety should be consulted as appropriate for aircraft acquisition and modification activities with HERO
implications.
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36.  Lifecycle hardness/maintenance. The E* protective measures on an aircraft naturally degrade over time
through fatigue, corrosion and material breakdown. As such, these features should be easily accessible, maintainable
and able to be surveyed to gauge condition (or, if not possible, survive the lifetime of the system without maintenance
or inspection). Maintenance personnel should be trained on E® protective measures incorporated into the aircraft to
ensure that the measures are maintained appropriately throughout the aircraft’s lifecycle. The DGTA-sponsored ‘E®
Management Course for Maintainers’ contains material on E* protective measures as well as other aspects relevant to
maintenance personnel. MIL-STD-464A appendix A contains further guidance.

37.  Electrostatic charge control. P-static arcing can result in the generation of broadband interference that may
affect receiver sub-systems. This phenomenon will only manifest itself when the aircraft is airborne, with increasing
probability when subjected to dust, ice, rain, snow or clouds. If the charge dissipation sub-system of the aircraft has
been maintained appropriately, the probability of p-static related arcing is minimal.

38.  All modifications that alter the exterior of an aircraft (such as a new panels or antennas) should be subject to
p-static testing. Where p-static testing has not previously been performed on an ADF aircraft type, approval should be
sought from the relevant SPO prior to testing. The ADF has a number of p-static test sets and SCI-DGTA personnel
have had involvement in p-static testing on several ADF aircraft types. Units should contact SCI-DGTA if assistance
with p-static testing is required. MIL-STD-464A provides further guidance on p-static.

Verification of Intrasystem Compatibility

39. Intrasystem EMC refers to the electromagnetic compatibility of aircraft sub-systems and equipment with each
other. The most common intrasystem problems involve antenna-connected sub-systems, receivers, and microprocessor
clock harmonics radiating from cabling. However, when appropriate controls are implemented in the aircraft design,
such as EMI/EMC hardening, EMI/EMC equipment qualification and good grounding and bonding practices,
intrasystem EMC problems are minimised.

40.  Source/victim testing is the most common intrasystem verification method used in Commonwealth projects and
provides some confidence that systems are compatible. While some intrasystem testing will usually be required, it is
manpower intensive and it is not feasible to conduct a 100 percent check of all systems in all modes. A risk-based
approach should be adopted during the development of the source/victim matrix to cull unnecessary source/victim
combinations from the test plan. For example, justification for culling may be that there is no conducted or radiated
coupling path where the systems are able to affect one another or that the systems and their harmonics operate in
different areas of the frequency spectrum. Prior to testing, a list of existing E* problems and faults should be compiled
to ensure that corresponding test fails are not attributed to the new modification. Annex D provides a detailed process
for establishing source/victim test matrices, while MIL-STD-464A provides additional guidance on achieving sub-
system compatibility.

Verification of Intersystem Compatibility

41.  Intersystem EMC describes the ability of the aircraft to withstand its worst-case operational EME. Verification
of an aircraft’s ability to withstand its expected EME is very difficult due to the large range of possible emitters that an
aircraft may encounter, the modulations of these emitters, high power levels and movement of the aircraft relative to
the emitters. The most effective method currently available is to expose an aircraft in an anechoic or reverberation
chamber to EM radiation that is representative of the expected EME while operating and monitoring the aircraft
systems for interference.

42. Intersystem testing should only be considered for major modifications that make significant changes to aircraft
systems and/or wiring, and therefore E* analysis in isolation does not provide sufficient assurance that SOF systems
are still immune to the operational EME. In all cases, sound E* design and installation strategies, as well as previous
qualification (and intrasystem testing to a limited extent) are relied on to retain the aircraft E* immunity. The decision
to perform intersystem testing is best determined on a case-by-case basis via a risk-based assessment. There is
currently no comprehensive in-country intersystem test capability in Australia so the ADF is restricted to overseas
testing. This results in significant cost to the PO/SPO and requires long lead times to coordinate. If required,
intersystem testing should therefore be planned early in the project/modification process, taking into consideration an
aircraft and personnel being absent from their unit for several months. Annex E provides guidance in establishing the
requirement for intersystem testing.

43.  Low level swept coupling and bulk current injection (LLSC/BCI). While not a substitute for chamber
testing, LLSC/BCI can be used to provide some confidence in system operation at low frequencies (usually 0.5 —
400MHz). LLSC/BCI involves determining a transfer function between the external field and the currents in a
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particular LRU/wire bundle. This transfer function can then be extrapolated to determine the value of current to be
injected into the LRU wiring. The use of this technique is popular in the UK, but still in its infancy in Australia. As
such, programs that propose the use of LLSC/BCI should be assessed on the following criteria before using this testing
technique:

a. the competence of the people, processes and data within the organisation involved with the testing;
b. the accreditation credentials of the facility/equipment used to perform the testing;

c. the quality, content and repeatability of the test procedures for the aircraft type in question; and

d. the application of appropriate margins.

PROJECT E® MANAGEMENT

44.  For acquisitions and modifications, contractors (and the Commonwealth when acting as the design integrator)
should have a program in place to manage E® strategies and ensure the inclusion of preventative and protective
measures in their design. This will commonly be referred to as the E* Control Program (ECP), although contractors
may use other names to describe these activities. Depending on the likely impact of E® issues on the
acquisition/modification, the Commonwealth may need to obtain detailed information on the contractor’s proposed
E3CP in order to provide the required level of oversight of the program.

45,  Usually, little oversight will be required for acquisitions as the ADF generally buys aircraft from large,
reputable companies with established skills in the E2 technology area. For some projects, the Commonwealth will sign
an agreement with a recognised National Airworthiness Authority (NAA) to perform certification activities on the
Commonwealth’s behalf. In this case there will usually be little need for the Commonwealth to provide detailed
oversight of the E® program as the NAA will perform this role. For modification projects, the level of risk will vary
depending on the organisation that has primary responsibility for the design. If a third party (non-OEM) contractor is
performing the modification, a high level of oversight will probably be required as the company is unlikely to be
familiar with the original E® design aspects of the aircraft, nor have access to OEM E* design data. In cases where the
Commonwealth is acting as the design integrator, the risk will generally be considered high due to Commonwealth
staff not regularly undertaking complex aircraft modifications. In this case, a detailed plan should be prepared and
reviewed by a third party (eg. SCI-DGTA).

E® Control Program Plan

46.  Where detailed information on the E® design strategies is required, contractors (or the PO/SPO when acting as
the design integrator) should generate an E*CP Plan (E°CPP). The E3CPP is used to detail the proposed E*CP and
demonstrate how the E*CP will be implemented and managed throughout the project/modification. The review
authority is then able to ensure that the organisation is conducting all necessary activities and applying sufficient
rigour to the E® aspects of the design.

47.  Once the E’CP has been established, the E*CPP should be updated on a regular basis to reflect any
developments or changes in the program. As such, the E3CPP should be treated as a living design document
throughout the acquisition/modification activity rather than a deliverable item provided by the OEM/contractor at the
beginning of the project. Annex F outlines the requirements that should be addressed in an ECPP.

E? Control Advisory Board (E*CAB)

48.  For projects requiring significant Commonwealth oversight, an E3CAB may be set up to monitor the E*CP,
provide a means of expediting solutions to problems and establish high level coordination between agencies. An
E3CAB consists of specialist representatives from the contractor, sub-contractor (if applicable), the Commonwealth
and any other relevant agencies. The role, responsibilities and composition of the E’CAB should be defined in the
contract and also detailed in the ECPP.

Plan for E® Aspects of Certification

49.  For projects of low technical risk (eg. an acquisition from a large and well established manufacturer,
modification by an OEM or a highly competent third-party contractor with access to OEM design data), POs/SPOs
will usually not need detailed design information to ensure that the E* aspects are being carried out satisfactorily. In
this case a Plan for E* Aspects of Certification (PE2AC) (which contains considerably less data than an E3CPP) may be
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more appropriate. The aim of the PE®AC is to demonstrate at a high level, through reference to processes, design
documentation, test reports etc., that the E* aspects of the design will meet the requirements in the CBD and SOR.
Additionally, the PE*AC should provide information that can be passed on to the in-service managers to assist with
managing E> aspects of future modifications or E* issues that may arise during the aircraft’s life. Refer to annex G for
PE>AC requirements.

Contractor Documentation

50.  The PO/SPO will need to determine how much contractor-produced E* documentation (eg. design documents,
test plans/reports etc.) is to be procured during the project. This will primarily depend on the level of Commonwealth
oversight being provided, however documents describing important aspects such as the design philosophies employed,
performance, shortfalls etc. may provide the project and in-service managers with information that will significantly
benefit future modification or management activities. Consideration should therefore be given to which documents
will provide the project with the necessary information to manage the E> aspects effectively, as well as providing the
necessary information for future management activities.

IN-SERVICE E* MANAGEMENT

51.  An aircraft's E? integrity may be compromised over time due to wear and tear, and minor modifications. SPOs
and maintenance units should therefore focus attention on maintaining the E* protective measures of the aircraft during
its in-service life to ensure continued satisfactory performance. This can be achieved by maintaining an ongoing
awareness of the protective measures through attending the E* Management training courses sponsored by DGTA, and
actively ensuring the preservation of these measures during maintenance and modification activities.

52. E® Management Plan (EMP). To assist with this activity, SPOs may wish to create and maintain an E*
Management Plan (E*MP) to provide a collection of information and guidance to support the through-life management
of E® issues associated with a specific aircraft type. An E3MP should detail the E® design/mitigation strategies
incorporated in the aircraft, specific guidance for conducting modifications and maintenance, details of any equipment
emission/susceptibility non-compliances, other known aircraft E* issues, E test history and results, and so on.

53.  Reporting and rectifying EMI problems. Over the life of an aircraft, unresolved E® issues can lead to
significant degradation of onboard systems and hinder fault-finding activities. Reporting and recording of E* problems
in a single location (eg. a database maintained by the SPO) will assist in identifying fleet-wide issues, prioritising E*
problems and promulgating appropriate rectification actions. Reporting of EMI problems must be accurate to give the
best chance of replication by maintenance personnel, so all relevant parameters such as atmospheric conditions,
system modes and aircraft configuration should be recorded.

ASSOCIATED ISSUES

54.  Emanations security (EMSEC - also known as TEMPEST). If an aircraft acquisition or modification affects
secure voice facilities, sub-systems that process any information above Restricted level or invalidates previous
EMSEC qualifications, EMSEC testing may be required. 462SQN Detachment Laverton produces an ‘Emanations
Security Bulletin’ specifically relating to aircraft design requirements. This bulletin provides guidance to POs/SPQOs on
design, testing and certification of EMSEC related aspects of aircraft acquisitions/modifications and is available on
request from 462SQN Det Laverton. The Commonwealth has specific EMSEC design requirements, therefore if
alternate standards are proposed by a contractor, POs/SPQOs should check with 462SQN Det Laverton to ensure that
Commonwealth requirements continue to be met.

55.  Electromagnetic pulse (EMP). While the ADF has not historically required aircraft to be protected against
EMP, POs for new acquisitions should establish whether EMP protection is a capability requirement. Some ADF
aircraft may already incorporate EMP protection and the appropriate authority should decide whether to retain this
protection.

56.  Emission control (EMCON). EMCON is the effective management of all electromagnetic emissions to
prevent premature disclosure of the presence, location and composition of own forces. Depending on role, some ADF
aircraft types may need EMCON functionality to comply with emission policies during operations. Advice and
requirements on EMCON should be sought from the relevant FEG. MIL-STD-464A Appendix A contains further
information on this topic.

57. EM spectrum compatibility. All radiating equipment onboard aircraft need to comply with ADF and civilian
(both national and international) regulations for the use of the electromagnetic spectrum. The Spectrum and
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Communications Regulation (SCR) organisation within Chief Information Officer Group (see paragraph 61.f) are able
to advise SPOs/PQOs on spectrum usage issues.

58.  Portable electronic devices (PEDs). Refer to Section 2 Chapter 18 of this manual for information on PEDs.
59.  Role equipment. Refer to Section 2 Chapter 14 of this manual for information on Role Equipment.

60.  Simulators and system support facilities. Any simulators, procedural trainers, systems engineering/software
support facilities etc. will generally comply with domestic E® standards. The E* standards and processes in this chapter
are unlikely to be relevant to these systems.

ADO E®POINTS OF CONTACT

61.  The following Defence organisations possess expertise in various disciplines of E2 and are available to provide
advice:

a. Systems Certification and Integrity (DGTA). Primary point of contact is SCI2A on 03 9256 3551 or
DGTA.E3enquiries@defence.gov.au. SCI-DGTA provides centralised expertise for airborne E®
including establishing design and testing requirements and provision of specialist E* advice. In addition,
SCI sponsors two courses (E® Management for Designers and E® Management for Maintainers) to
improve the level of E* knowledge in Defence and related organisations. Refer to the DGTA website for
further information.

b. 462SQN Det Laverton. Primary point of contact is the TEMPEST Standards Officer on 03 9256 4144,
462SQN Det Laverton (formerly 10SQN) are the ADF centre of expertise for aircraft-related
EMSEC/TEMPEST issues and testing, and also sponsor the Emanations Security Bulletin.

C. Guided Weapons and Explosive Ordnance Branch. Centre of expertise for the in-service
management and acquisition of aircraft EO systems. Points of contact are CENGR of the SPO (in-
service systems) on 02 4737 0905 and CENGR Guided Weapons Acquisition on 02 6265 7443.

d. Aircraft Stores Compatibility Engineering Agency (AOSG). ASCENG are the ADF centre of
expertise for aircraft stores clearance issues. Point of contact is Director ASCENG on 08 8393 2208.

e. Directorate of Ordnance Safety (Joint Logistics Command). DOS provide assurance that EO is safe
and suitable for service, and are the technical regulatory authority for storage and transport of EO.

f. Spectrum and Communications Regulation (Chief Information Officer Group). SCR are
responsible for the coordination of Defence spectrum management and communications regulation and
can be contacted at spectrum.planners@defence.gov.au.

g. Air Operations Division (AOD) — DSTO. AOD has a small cell of personnel employed on E? research
and technology tasks related to topical E® issues. In some cases, DSTO may be available for assistance
with E® investigative tasks, however SCI2-DGTA (as the DSTO research task sponsor) should be
contacted in the first instance.

Annexes:

A E® Statement of Work and Specification Requirements
B. E® Standards and References

C. Aircraft Lightning Immunity Guidance

D. Intrasystem Testing

E. Establishing the Requirement for Intersystem Testing
F. E® Control Program Plan Requirements

G. Plan for E* Aspects of Certification Requirements
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E> SOW AND SPECIFICATION REQUIREMENTS

1. The Commonwealth must ensure that acquisition and modification projects satisfactorily address E* issues. The
following paragraphs provide guidance to POs/SPOs on the E® items that should be placed into a SOR. While the
requirements/standards suggested below are those preferred by DGTA based on past experience, alternative standards
suggested by OEMs/contractors may be suitable and an assessment should be carried out by the PO/SPO (with SCI-
DGTA assistance, if necessary) to determine whether the alternative is suitable.

2. Equipment-level standards. The role and operating environment of the aircraft should be assessed to
determine an appropriate equipment level standard. ‘Military” aircraft equipment (especially SOF and MC systems)
should be tested to MIL-STD-461E, while systems other than SOF/MC items should also meet the requirements of
this MIL-STD, or an acceptable alternative standard. ‘Civil” aircraft equipment may be tested against a less-stringent
civilian E® standard such as RTCA DO-160E. When specifying an equipment level standard, the appropriate test types
and limit lines for the equipment application should be taken into account (if required, contact SCI-DGTA for more
information).

3. The PO/SPO should request a copy of the test report from the manufacturer/contractor, along with an analysis
of any non-compliance with the chosen standard. This report will provide assurance that the appropriate tests were
carried out and correct limit lines used for the end application. Advice should be sought on any non-compliance with
the test standard to determine whether the item is suitable or requires modification to achieve EMC.

4. Design/integration/installation requirements. Any unique Commonwealth requirements relating to the E
aspects of design, integration or installation should be addressed in the SOW. Refer to chapter 2 for further
information on requirements relating to the following design/integration/installation items:

a. Bonding. Requirements should be drawn from AAP 7045.002-1 in conjunction with MIL-STD-464A,
b. Wiring. Requirements should be drawn from AAP 7045.002-1 in conjunction with MIL-STD-464A,

c. Antenna installation/placement. Requirements from MIL-STD-464A should be used for all acquisition
and modification activities;

d. Lightning. Refer to annex C for assistance in determining lightning-related requirements. Where
possible, MIL-STD-464A should be specified for military aircraft;

e. Hazards of Electromagnetic Radiation to Personnel (HERP). Refer to SAFETYMAN volume 1 part 4
chapter 2, noting that the requirements of the ARPANSA standard contained in SAFETYMAN are
mandated by law;

f. Hazards of Electromagnetic Radiation to Fuel (HERF). Requirements should be drawn from
MIL-STD-464A,

g. Hazards of Electromagnetic Radiation to Ordnance (HERO). Where applicable, Guided Weapons and
Explosive Ordnance Branch, AOSG-ASCENG and/or Directorate of Ordnance Safety are the
authorities for provision of guidance and requirements on all aspects of EO;

h. P-static. MIL-STD-464A contains comprehensive p-static guidance and requirements for all
modifications and acquisitions. In addition, POs/SPOs should determine whether p-static testing is
required following a modification;

i Electromagnetic Pulse. The requirement for EMP protection in a new platform, or maintenance of
existing EMP protective measures, should be included in the contract. Refer to MIL-STD-464A for
specific requirements if applicable;

J. Emission control (EMCON). Operational requirements for EMCON are to be determined by FEGs.
POs/SPOs undertaking modifications to existing aircraft should ensure that the characteristics of the
existing EMCON system are retained, while requirements for aircraft acquisitions can be obtained from
MIL-STD-464A;
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k. Emanations security (EMSEC)/TEMPEST. The 462SQN EMSEC Bulletin contains all necessary
requirements for ADF aircraft. Assistance from 462SQN Det Laverton staff should be sought when
generating requirements; and

I Life cycle hardness requirements. Existing E® protective measures should be retained where possible.
Additional measures installed or those for new aircraft acquisitions should be in accordance with
MIL-STD-464A.

5. E® Control Advisory Board (E*CAB). If the acquisition/modification is deemed to be of sufficient risk, the
Commonwealth may request the contractor to establish and manage an ECAB to monitor the E Control Program, and
manage and coordinate E* problems to their resolution. Membership of the E3CAB should comprise both contractor
and Commonwealth personnel.

6. Intrasystem qualification. Given the value and relative ease of performing an intrasystem test program,
POs/SPOs should specify the requirement to verify intrasystem EMC of the platform in the contract. MIL-STD-464A
contains a section on intrasystem EMC aspects that will assist in generating contract requirements.

7. The type of project (acquisition, minor modification, major modification) and organisation responsible
(OEM/third-party contractor) will dictate the amount of involvement the PO/SPO will have in defining and
formulating the intrasystem test program in the contract. For cases where the Commonwealth needs to provide specific
requirements for intrasystem qualification, refer to annex D for further guidance.

8. Electromagnetic environment (EME)/intersystem qualification. For new aircraft acquisitions, it is
important to define the operating EME for the platform. This EME will depend on the role and operating environment
of the aircraft and will determine the level of E* protection that must be designed into the systems and installation. For
modification activities, the original EME should be maintained and used as the basis for the design unless there is a
requirement to update it based on an aircraft role or environment change. Where a modification is sufficiently
extensive or affects SOF systems, intersystem testing at an appropriate facility may need to be specified. This test
program should use an appropriate EME and test applicable aircraft systems. Refer to annex E for further guidance.

9. For “military” aircraft operating in a harsh EME (eg. fighter, naval helicopter), the most appropriate EME table
from MIL-STD-464A should be selected for use as follows (refer to the standard for more information on each
environment):

a. Table 1A —-EME for deck operations on ships;

b. Table 1B — EME for shipboard operations in the main beam of transmitters;
c. Table 1E — EME for Army rotary wing aircraft; or

d. Table 1F — EME for fixed wing aircraft, excluding shipboard operations.

10.  For “civil’ aircraft in ADF service (eg. training aircraft), a ‘civilian” EME (eg. from EUROCAE ED-107) will
often be most appropriate. Alternatively, a DSTO-generated EME based on real-world emitter data may be specified
for use (contact SCI-DGTA in the first instance to discuss this option). The latter option may be most useful if an
aircraft manufacturer has specified a unique EME for their aircraft and the PO needs to assess whether it will meet
ADF requirements. If the Commonwealth has specific additional requirements, these test points could be factored into
the OEM’s test program to meet any shortfalls.

11.  In the past, some POs/SPOs have not received a test report following overseas test programs, making it
extremely difficult to obtain information on test fails and to formulate a plan to remedy them. POs/SPOs should thus
specify the requirement for a test report, including precisely what level of information is required in the document
(such as details of test fails, thresholds and frequencies at which the failure occurred, interpretation of the failure etc.).

12.  Documentation deliverables. Commonwealth documentation requirements should also be included in the
SOW. The amount and level of documentation required under the contract will depend on the level of risk of the
acquisition/modification. As a result, the following document types may need to be delivered/maintained throughout
the project:

2A-2



Downloaded from https://www.everyspec.com

UNCONTROLLED IF PRINTED

AAP 7001.054 Annex A to
Sect 2 Chap 2
a. E® Control Program Plan (E3CPP) — should be maintained as a living design document for projects

where Commonwealth oversight/input into the E* control program is required (see chapter 2 and annex
F for details);

b. Plan for E® Aspects of Certification (PE°AC) — should be delivered for low-risk projects (see chapter 2
and annex G for details);

c. test reports — as discussed in the equipment and system level test sections above, disclosure of the E?
performance of the aircraft/systems is important in determining whether the proposed product
satisfactorily meets Commonwealth requirements; and

d. E® maintenance requirements — information on new/modified E® protective measures should be included
in maintenance publications to assist in maintaining the EMC of the aircraft.
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E® STANDARDS AND REFERENCES

1. There are a number of E3-specific standards and references published by various international organisations.
The US DoD standards (MIL-STD-461 for equipment and MIL-STD-464 for system level) are recognised by DGTA
as the most appropriate standards for ADF aircraft which operate in a hostile EME. Where justified, a less stringent
standard such as RTCA DO-160 may be used (eg. in the case of an ADF aircraft conducting operations similar to civil
aircraft). Note, however that the E* principles and processes outlined in MIL-STD-464 should still be observed where
possible.

2. The standards listed below are issued by a number of major organisations with E* experience (US DoD, UK
MoD, FAA etc.). Even if these standards are not specified for use during an acquisition/modification, they contain
excellent guidance and reference material that may assist with understanding E® issues, or solving problems. Where an
OEM/contractor proposes a standard other than those listed below, a comparison between this and the DGTA-
preferred standard should be performed. Contact SCI-DGTA if assistance is required with such a comparison.

UK Miilitary Standards

3. DEF STAN 00-970 — Design and Airworthiness Requirements for Service Aircraft. This is a generic
standard that addresses most E* requirements by reference to DEF STAN 59-41, although both documents are
incomplete and lack verification requirements. As a result DEF STAN 00-970 E® requirements alone are not
considered an adequate basis for certification of ADF aircraft and their sub-systems.

US Military Standards

4. MIL-STD-464A - Electromagnetic Environmental Effects, Requirements for Systems. This is a
comprehensive E® standard for complete systems (ie. aircraft). This standard establishes requirements, verification
criteria, and contractor tasks for E® protection of airborne, ground and support systems. MIL-STD-464A covers
virtually all requirements for a complete E* Control Program with the exception of unique ADF requirements such as
HERP and EMSEC/TEMPEST testing. While MIL-STD-464A provides extensive management guidance for
achieving overall system electromagnetic compatibility, it also provides scope for customers to tailor the guidance to
their own requirements.

5. MIL-STD-461E — Requirements for the Control of Electromagnetic Interference Characteristics of
Subsystems and Equipment. This document establishes requirements for the control of electromagnetic emission and
susceptibility characteristics of electronic, electrical, and electromechanical sub-systems and equipment.
MIL-STD-461E individually assesses conducted emissions, radiated emissions, conducted susceptibility and radiated
susceptibility of equipment. Note that testing to MIL-STD-461E is limited to aircraft sub-systems/equipment only, not
aircraft-level testing. Tests within MIL-STD-461 are applied depending on the higher level system that the equipment
will be fitted to (eg. fixed wing land-based, rotary wing, air launched weapon). The appropriate set of tests should be
specified for the equipment, as well as selection of the appropriate limit line for each test.

Civilian standards

6. RTCA DO-160E — Environmental Conditions and Test Procedures for Airborne Equipment. Sections
15 to 23 of this standard detail specific requirements for demonstrating equipment EMC compliance. The standard is
similar in intent to MIL-STD-461E, but is not as rigorous in some areas. DO-160E provides the opportunity to apply
minimal immunity requirements to some aircraft systems, which may result in MC equipment being afforded little
protection from EMI. Where this standard is proposed for use by contractors, POs/SPOs should be aware of the test
“Category” applied to each piece of equipment, and ensure that this is satisfactory depending on the system criticality
and application. Information on making this determination is contained within the standard, and SCI-DGTA is
available to provide assistance if necessary.

7. FAR/JAR Documents. The requirement for control of E*is recognised in FARs/JARs, including reference to
RTCA/DO-160E. The requirements, however, lack sufficient detail for military purposes and have only recently been
supported by relevant advisory circulars setting out compliance demonstration guidance. In addition, the FAR/JAR
requirements do not address any of the military unique requirements of E3, such as ordnance and the harsher EMEs
likely to be encountered by military aircraft. While the different aspects of E* control requirements are mentioned, the
actual compliance methodology, limits for testing and analysis methodology are not well addressed. As such,
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application of FAR/JAR requirements should only be considered in cases where the aircraft has been certified to
FAR/JAR regulations and will adopt a strictly “civil’ role (eg. the ADF’s VIP fleet).
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AIRCRAFT LIGHTNING IMMUNITY GUIDANCE

1. Lightning strikes on ADF aircraft are a common occurrence and have the potential to cause damage to the
exterior of an aircraft as well as internal equipment. Effects such as burning, eroding, blasting and structural
deformation are known as the direct (or physical) effects of lightning. The internal (or indirect/electromagnetic) effects
can include damage to onboard systems from the fields associated with lightning and the interaction of these fields
with structures and equipment within the aircraft. Indirect effects can also occur from a lightning strike near the
aircraft. Aircraft are designed and fitted with numerous lightning protective measures, and provided that these are
maintained appropriately, safety hazards due to lightning strikes are minimised. This annex provides guidance to SPOs
on ensuring that the effectiveness of lightning protection measures are retained following aircraft modifications.

LIGHTNING QUALIFICATION

2. New aircraft acquired by the ADF will usually have lightning protection designed and tested to an appropriate
standard. Once aircraft are in service, SPOs will mainly be concerned with two aspects of lightning protection —
ensuring that the lightning discharge path remains effective following any design changes to the platform, and that
new equipment has adequate protection from the indirect effects of lightning. For more complex modifications where
zoning and modelling activities are required, the standards listed at the end of this annex can be used for guidance. In
addition, SCI-DGTA s also able to provide assistance and can call upon DSTO resources for complex activities if
required.

3. Lightning qualification activities need to be approached from a hazard analysis standpoint, that considers the
physical characteristics of the aircraft, and the criticality of failure of the items affected.

Protection from direct effects

4. The direct effects of lightning can cause burning, eroding, blasting and structural deformation of aircraft.
Depending on the zoning characteristics of the fuselage, equipment in some areas can be subject to the full power of a
lightning strike, and this can represent a flight safety issue for fuel systems and ordnance. Qualification of direct effect
protection of aircraft is thus an important consideration.

5. Any modification to an aircraft’s structure has the potential to alter its lightning protection features.
Modification projects should focus on maintaining the original qualification level of the aircraft (and hence the
protective measures installed). As part of the modification process, contractors/SPOs should examine whether the
affected area contains lightning protection features or is part of the lightning discharge path. If so, the designer should
ensure that the replacement/modified item will have the same protection properties and/or current carrying capacity to
adequately maintain the aircraft’s immunity.

6. Lightning strike zones. The surface of an aircraft can be divided into a set of lightning strike zones which
represent the areas likely to experience the various types of lighting currents and components of the lighting
environment. An awareness of the lightning strike zones will be most important for those modification activities
involving equipment at the extremities of an aircraft, which are those most vulnerable to lightning strike (eg.
installation of new antenna or CMDS system close to the nose of aircraft). Refer to the standards section below for a
list of applicable documents on zoning.

7. Lightning discharge path. In order to effectively dissipate currents from lightning strikes, most aircraft have a
low-impedance lightning discharge path. This path runs from the extremities (nose, outer wing/rotor blade areas etc.)
of the aircraft (the most likely area of the airframe for lightning strikes) to the rear of the aircraft, leading the induced
currents away from fuel and ordnance systems. Organisations undertaking airframe modifications must be mindful to
preserve the lightning discharge path (eg. adequate bonding must be implemented; new composite panels within the
discharge path must contain sufficient conductive material to carry the expected currents). Further, maintenance
personnel need to ensure the ongoing effectiveness of the lightning discharge path as part of routine maintenance (and
maintaining the overall E® protective measures of the aircraft). Lightning has the potential to also cause damage to the
discharge path following a strike. As a result, maintenance personnel should perform an inspection of the lightning
discharge path following a lightning strike event and repair any damage to ensure that it remains effective for future
lightning strikes.
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Protection from indirect effects

8. Even if lightning strikes do not directly contact the aircraft electrical wiring and internal structure, strikes to the
aircraft are capable of inducing voltage and current surges into internal areas. This also holds true for the changing
electromagnetic field produced by a nearby lightning flash that does not directly strike the aircraft. Damage to SOF
avionics subsystems from the indirect effects of lightning are of greatest concern, followed by avionic sub-systems
that have externally mounted fixtures such as air data probes, heaters, actuators and antennas. Ideally, aircraft internal
equipment will be appropriately EMI hardened to withstand the effects of lightning strikes. Additionally, internal
equipment relies on shielding and protection from airframe components. Any changes to external panels or other parts
of the aircraft structure should take into account the level of protection offered to internal equipment in order to ensure
that existing protection features are not degraded.

9. Specifying an appropriate equipment-level E® standard (eg. MIL-STD-461, DO-160) will normally provide
assurance that equipment will be able to withstand the indirect effects of lightning, providing that key conducted
susceptibility tests are not tailored. Engineers should initially assume that the full extent of indirect lightning testing
will be needed on any internal equipment or fixtures. This requirement should then be diluted on the basis of:

a. the assigned criticality (ie. SOF, fuel systems, MC or other);

b. the installation location on the aircraft and the assigned lightning strike zone;

c. the physical location and type of earthing sub-system employed;

d. the properties of the surrounding areas to installation location; and

e. previous qualification of the sub-system, and the appropriateness of the test standard.

10.  If uncertainty exists as to the risk posed by the indirect effects of lightning, a full analysis should be carried out
to aid in determining the level of testing required.

LIGHTNING-RELATED STANDARDS

11.  Aircraft manufacturers will normally specify lightning standards for new aircraft. For modification projects,
SPOs should specify the continuing use of this original lightning standard unless it is unsuitable for the change being
undertaken or has been superseded by a more applicable standard. Where the original lightning design standards for
aircraft or equipment are unknown, the following paragraphs provide some guidance.

12. MIL-STD-461E. Requirements CS114, 115 and 116 from MIL-STD-461E are often used as a de-facto
standard for lightning indirect effects testing of equipment. When equipment is tested to MIL-STD-461E, these tests
should be specified in order to ensure that the item is able to withstand indirect effects.

13.  MIL-STD-464A. This standard provides guidance on requirements relating to the direct and indirect effects of
lightning and draws on a combination of military and civil aircraft documents. It is sufficiently comprehensive to use
as a standalone document to satisfy all lightning requirements for ADF aircraft.

14.  Civil standards. While the standards listed above should be sufficient for most ADF acquisitions and
modifications, the following provide additional information on the approach, tools and processes used for the
certification of civil aircraft.

a. RTCA/DO-160E (Environmental conditions and test procedures for airborne equipment). Section
22 of DO-160E contains equipment testing requirements for the indirect effects of lightning, while
Section 23 contains tests to determine the ability of externally mounted equipment to withstand the
direct effects of a lightning strike. Note that DO-160E Section 22 is more stringent than the
corresponding MIL-STD-461E test, as it requires up to three times as much current to be induced into
the equipment to meet the pass criteria.

b. FAA AC 20-136A (Protection of aircraft electrical/electronic systems against the indirect effects of
lightning). This AC contains information and approaches for the protection of aircraft systems and a
means of demonstrating compliance with FARs 23, 25, 27 and 29.
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c. FAA AC 20-53B (Protection of aircraft fuel systems against fuel vapour ignition caused by
lightning). The AC and its user manual (DOT/FAA/CT-83/3) provide guidance for the protection of
fuel sub-systems from both the direct and indirect effects of lightning. Both traditional metal and
composite construction techniques are addressed by the AC.

d. FAA-endorsed SAE lightning standards. The following related standards are referenced in a number
of FAA ACs and may be used to demonstrate compliance to the FARs. These standards define lightning
threats to aircraft, along with the tests required to support the lightning protection aspects of aircraft
certification:

(1)  SAE ARP 5412 (Aircraft lightning environment and related test waveforms),

(2) SAE ARP 5413 (Certification of aircraft electrical/electronic systems for the indirect effects of
lightning),

(3) SAE ARP 5414 (Aircraft lightning zoning), and

(4) SAE ARP 5415 (User’s manual for certification of aircraft electrical/electronic systems for the
indirect effects of lightning).

e. SAE ARP 5577 (Aircraft Lightning Direct Effects Certification). SAE ARP 5577 provides guidance
for complying with regulations relating to the direct effects of lightning for conventional aircraft design,
as well as those with composite structures or other new technologies. This standard applies to both
initial designs and modifications. While not referenced in FAA documents, the information within may
provide valuable reference material for modifications.
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INTRASYSTEM TESTING

1. Intrasystem (or source/victim) testing is carried out to check the E® compatibility between aircraft systems
following the integration of new equipment. Given the emphasis and effort that should have been put into the first
three building block steps (equipment level qualification and application of design/integration/installation principles),
this testing should be considered as a confidence check in the EMC of the aircraft to ensure that nothing has been
missed in the prior steps. The extent of intrasystem testing that needs to be carried out will depend on the systems
being modified and is usually more comprehensive where SOF systems are involved.

2. The scope of intrasystem testing should include checks that:
a. modifications do not affect existing SOF/MC systems,
b. existing systems do not affect the modification, and
c. the modification does not permit coupling of existing systems to each other, particularly SOF/MC
systems.
3. The aim of this annex is to provide POs/SPOs with information to assist with generating and/or reviewing

intrasystem test matrices and plans. This advice should be read in conjunction with chapter 2 to ascertain the context
and extent of source/victim testing required.

4, Comprehensive intrasystem testing is very manpower intensive and time consuming. POs/SPOs must
determine how much intrasystem testing they can afford to carry out given the limited time available in the project
schedule. A balance must be struck between obtaining a satisfactory level of assurance that SOF systems are not
affected by changes (beyond that provided by the design analyses) and testing every operating mode/frequency of
every system onboard the aircraft. Given the differences between all fleet aircraft, intrasystem testing (which is
normally carried out on only one aircraft) can not be regarded as a comprehensive means of checking for problems.

5. Prior to intrasystem testing, PO/SPO staff should perform a confidence check of the first three E® building-
block steps as described in chapter 2. If these steps were carried out satisfactorily, the level of source/victim testing
can be tailored with a high degree of confidence. Alternatively, if these initial building block steps were not performed
well, the PO/SPO/contractor should revisit these areas rather than attempt to obtain confidence in the modification by
performing an extensive intrasystem testing program over many weeks or months.

GENERATING SOURCE/VICTIM TEST MATRICES

6. Modern aircraft have a large number of electronic systems, which can result in very large source/victim
matrices if all systems are included for testing. Projects will rarely have sufficient time to test every source/victim
combination, hence a risk-based approach must be taken when generating a test matrix. The aim should be to minimise
the duration of the test program while ensuring an adequate level of safety.

7. The process described in the paragraphs below can be used to generate an intrasystem test matrix appropriate to
the extent of the modification and available timeframe. When generating the intrasystem test plan, the number and
order of test points should be generated to ensure that (in priority order):

a. the safety of the aircraft has not been adversely affected (SOF systems),

b. MC systems still operate effectively,

c. the modification does not introduce any problems into non-SOF/MC aircraft systems and is not a victim
of existing systems itself, and

d. no other EMC problems have been introduced into the remaining systems.
8. Initially, a complete listing of all aircraft systems should be compiled and placed into a matrix, each as both a

source and a victim. With the priorities from paragraph 7 in mind, the number of test combinations in the matrix can
be progressively reduced by assessing the risk of not carrying out each source/victim pair.
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9. If there is no clear coupling path (either conducted or radiated) between two systems in the source/victim

matrix, this test combination can be removed. A similar approach can be taken for any source/victim combinations that
operate in different parts of the frequency spectrum (including related harmonics) or at field levels that are unlikely to
result in interference problems. Likewise, if a source/victim combination is unlikely to ever occur during aircraft
operation, it should be removed from the matrix.

10. For complicated source/victim matrices, ‘active’ and ‘passive’ classifications may be applied to systems in
order to streamline testing. In general terms, an ‘active’ source/victim will have its functionality comprehensively
exercised against other systems, while a ‘passive’ source/victim may be run collectively with other systems and
observed for abnormalities in its operation. This methodology will reduce the number of test points that need to be
carried out while exercising all necessary systems. An example of a source/victim matrix is included at appendix 1.

11. Testing considerations. Each of the remaining source/victim combinations should then be sequentially tested
against each other, and observed for any signs of electromagnetic interference. For systems with many operating
modes, such as radios, multiple test points will need to be determined for each applicable source/victim combination.
To ensure adequate testing coverage of such systems, technical and/or operational personnel as appropriate should be
consulted to determine important or frequently-used operating modes. Given the large tuneable range of radio systems,
it should be established with operators whether any part of the spectrum or discrete frequencies for each radio system
are used exclusively, or alternatively whether any parts of the spectrum are avoided or not used at all. Unless there are
existing EMI problems with radios, testing large frequency ranges should be avoided unless there is a belief that the
modification is likely to cause interference or to have permitted coupling to a radio system. Where applicable, focus
should also be placed on testing frequencies that are harmonics of other onboard systems to check for unwanted
coupling. Emergency frequencies should also be given priority for testing.

12. Baseline testing. If the opportunity arises, and the resources are available, performing a baseline intrasystem
test on an unmodified aircraft will provide an excellent reference. This is particularly the case if the Commonwealth
needs to hand over an aircraft to a contractor for modification. Providing a copy of the baseline to the contractor may
assist in determining whether E* problems following a modification are attributable to the changes, or whether they
were pre-existing problems.

13. Production testing. In some cases, contractors may have a program in place to carry out production testing of
new or modified aircraft as they are manufactured or modified. This testing can be used as a tool to identify shortfalls
with production methods and provides a greater level of confidence in the intrasystem compatibility of the aircraft
fleet. Production testing will involve only a small subset of all tests carried out during the initial intrasystem test
program, and will usually target the SOF systems. POs/SPOs should determine whether the contractor has a
production testing program in place for their program, and if not consider whether one is required.

Appendix:

1. Example of F/A-18 (Dual and Single Seat) source/victim matrix
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EXAMPLES OF A F/A-18 ([DUAL AND SiINGLE SEAT) RAAF SOURCE VICTIM TEST MATRIX
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SOF SUBSYSTEM
Amplitier Control, Intercom (ACI) .
Communication System Control (CSC)
COMM 1 (VHF/UHF), ARC-210

COMM 2 (WHF/UHF), JARC-210

Comm 1 Transmit Switch (aft cockpit}

Comm 2 Transmit Switch {afl cockpit}
Landing Gear Down Tone of VHF/UHF Radio
Air Data Computer (ADC)

CIT, APX-111(V)

Embedded GPS INS (EGI), AN/ASN-174
Magnetic Azimuth Detector (MAD)

VOR/ILS, AN/ARN-514 -

TACAN

EEDs. BRU-32/33 and LAU-116 (CCU-44/45)
Stores Management System (SMS), AYQ-9
SUU-20/5003 B/A

it

Head Up Display {(HUD), AN/AVQ-28

Horizontal Indicator (HI)
Digital Display Indicater (DDI)

Digital Display Repeater Indicator (DDRI), {aft cockpif)
Up Front Contral {UFC)
Up Front Contro! Panel (UFC). (aft cockpit)

Seat/Canopy

Seat (aft cockpit)

Standby Instruments (aft cockpit)

Standby Instruments

Caution Lights

Caution Lights (aft cockpit)

Warning/Advisory Lights

Warning/Advisory Lights (aft cockpit)

Mission Computer 1 & 2 {MC}, XN-B+

External Probe Healers

Anti-skid/Brakes

Arresting Hook
Flight Contro! System (FCS)

Flaps

Rudder Trim

Speed Brake

Landing Gear
Nose Wheel Steering (NWS)

i 7

Wing Fold System

Electrical GeneratorsiElectrical System

Environmental Control System (ECS)

Avionics Undercool Warning

Bleed Air Leakage Detect System

Fire Detection

Fuel System

Engine Peiformance indicater (EPI)

Engines/APU [

Radar (APG-73)

Enhanced Interference Blanking Unit (EIBU)

Jammer. ALQ-1268
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ESTABLISHING THE REQUIREMENT FOR INTERSYSTEM TESTING

1. Intersystem EMC relates to the ability of an aircraft to operate successfully in its worst-case operational EME.
Intersystem testing involves radiating the aircraft with EM radiation from varying aspects to replicate the aircraft’s
operational EME. Attempting to test the full EME is difficult due to the limitations of the test equipment in trying to
replicate power levels, modulations, pulse densities etc. Hence, as with intrasystem testing, intersystem testing
provides a limited ‘check’ (rather than complete confidence) of an aircraft’s compatibility. As per the building-block
approach described in chapter 2, the emphasis should be placed on equipment level testing, sound design/installation
strategies and some intrasystem testing in order to provide confidence in the EMC of the aircraft.

2. There is currently no comprehensive E® intersystem testing facility in Australia and the only option available to
POs/SPOs for this type of testing is to choose from a number of overseas facilities. Intersystem testing is thus very
expensive (costing millions of dollars per test program) and requires aircraft, personnel and other resources to be
deployed from Australia for extended periods of time, therefore this testing is rarely conducted on ADF aircraft. The
decision to perform intersystem testing should be made on a case-by-case basis using a risk-based assessment of the
aircraft design or applicable changes.

3. When to perform intersystem testing. There are four common cases where the resources required for
intersystem testing may be justified:

a. where additional intersystem testing is required (beyond that carried out by the OEM) during the
acquisition of an aircraft;

b. for large scale modifications, especially if SOF systems are affected,;

C. there is a requirement to employ an aircraft in an EME that is significantly more harsh than its original
qualification (or the qualification EME is unknown); and

d. periodic retesting over the service life of an aircraft to either provide confidence that the E* protective
measures remain effective, or the EME immunity of the aircraft is questionable.

4. To obtain the most benefit from testing, the operating EME of the aircraft should be well defined and
understood so that appropriate test parameters can be generated. Prior to undertaking intersystem testing, the selected
EME should also be reviewed to ensure continued relevance to the aircraft’s configuration, role and operating
environment. Some ADF aircraft will have been qualified to an EME from a standard, OEM document or other source,
while older aircraft may not have been qualified against an EME (or this EME may have become outdated). In the
latter case a revised EME will be required if testing is to be carried out.

5. If an EME derived from a standard or other source is inappropriate, or an aircraft has a uniqgue EME, DSTO
may be able to provide assistance. Under a DGTA-sponsored research task, DSTO have generated a number of EMES
for various ADF aircraft types based on commercially available emitter data. For enquiries on these DSTO-generated
EMEs contact SCI-DGTA in the first instance.

6. In addition to the EME determination, POs/SPOs must also be aware of the aircraft systems that require testing.
As with intrasystem testing, the focus should be on ensuring the ongoing safety of the aircraft by testing SOF and,
where appropriate, MC systems.

7. Acquisition testing. The ADF will normally acqui